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Welcome to Continuous Delivery for Puppet Enterprise

Continuous Delivery for Puppet Enterprise (PE) is atool for streamlining and simplifying the continuous integration
and continuous delivery of your Puppet® code. Continuous Delivery for PE offers a prescriptive workflow to test and
deploy Puppet code across environments.

Note: Puppet Application Manager (formerly called the platform admin console) deploys and manages Continuous
Delivery for PE and other Puppet applications. Learn more in the Puppet Application Manager section of the
documentation.

To harness the full power of Puppet Enterprise® (PE), you need arobust system for testing and deploying your
Puppet code. Continuous Delivery for PE offers prescriptive, customizable workflows and intuitive tools for Puppet
code testing, deployment, and impact analysis, helping you ship changes and additions with speed and confidence.

Important: Before you use the product and its documentation, review the Copyright and trademark notices on page

239.
Learn to use Continuous Déelivery for PE Other useful links
Before you install Docsfor related Puppet products
Release notes Puppet Enterprise
Known issues Open source Puppet
System requirements Puppet Devel opment Kit
Supported PE versions and browsers on page 129 Why and how people use Continuous Delivery for PE
Learn the basics Critical Considerations for Continuous Delivery
Getting started guide on page 13 ebook
Key concepts on page 6 Get support
Install Support portal and knowledge base

Install Puppet Application Manager Upgrade your Support plan

Install Continuous Delivery for PE Shareand contribute

. . . The Puppet it
If you are upgrading to the 4.x series from aversion © PUPPE community
in the 3.x series: Migrate 3.x datato 4.x on page Puppet Forge
136 Puppet's open source projects on GitHub

Configure and manage access

Configuring job hardware and integrate with source
control and PE.

User permissions and groups

Creating and managing workspaces
Continuously deliver Puppet code

Create jobs to test code

Preview potential impacts of new code

Construct pipelines on page 199

Deploy Puppet code on page 215

To send us documentation feedback or let us know about a docs error, use the feedback form at the bottom of each
page.

© 2024 Puppet, Inc., a Perforce company
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* Key concepts on page 6

» Getting started guide on page 13
If you're using Continuous Delivery for Puppet Enterprise (PE) for the first time, you'll need to perform some initial
workspace setup tasks and learn how to use the core features.

Key concepts

» Working with Git branches in Continuous Delivery for PE on page 6

Continuous Delivery for Puppet Enterprise (PE) watches for Puppet code changes you make in Git and helps you
deploy those changes to your environment node groups. Y ou and Continuous Delivery for PE work together, so it's
important to understand what you need to do in Git, and what Git work Continuous Delivery for PE handles for you.
* Understanding the Continuous Delivery for PE workflow on page 7

Continuous Delivery for Puppet Enterprise (PE) helps you to deliver changes to your organization's infrastructure-as-
code. Use this workflow to develop and deploy changes with Continuous Delivery for PE.

« Using the feature branch workflow on page 10

Use the feature branch workflow to safely and efficiently move new code from an isolated development environment,
through initial testing and validation, and then into your organization's process for staging, review, and promotion

to production. Adapt the steps of this Continuous Delivery for Puppet Enterprise (PE) workflow as needed for your
team's requirements and best practices.

Working with Git branches in Continuous Delivery for PE

Continuous Delivery for Puppet Enterprise (PE) watches for Puppet code changes you make in Git and helps you
deploy those changes to your environment node groups. Y ou and Continuous Delivery for PE work together, soit's
important to understand what you need to do in Git, and what Git work Continuous Delivery for PE handles for you.

Continuous Delivery for PE automates management of Git branches for Puppet environments, letting you focus on
Git workflows for devel oping and deploying changes to your code.

Y ou and your team own the mai n branch in Git, as well as any other devel opment-focused branches you create, such
as feature, hotfix, or release branches. In simple Git workflows, the mai n branch is designated as the branch to create
pull requests against, tag releases off of, and treat as the leading edge of new development.

Y ou must create new environment branches when you first set up environment node groups. Environment branches
are long-lived Git branches that control which code version is available in corresponding Puppet environments.
Continuous Delivery for PE owns environment branches after you create them; it deploys changes to them and keeps
them updated. Y ou and your team don't change these branches directly because manual changes to environment
branches are overwritten when an automated deployment occurs.

While you focus on committing to the mai n branch and merging pull requests, Continuous Delivery for PE works
in your environment branches on your behalf. It makes sure your commits or changes are tested, deployed, and
promoted to your environment node groups in accordance with your control repo pipelines and your manual
deployment directives.

Continuous Delivery for PE also uses asmall set of Git branches for bookkeeping, which are not part of the standard
Git process. These branches are visible to users, and must be protected so that users cannot modify them. Continuous
Delivery for PE manages these bookkeeping branches automatically.

GitLab users: Pull request is another term for merge request. For the sake of simplicity and consistency, the term
pull request (PR) is used in the Continuous Delivery for PE web Ul and documentation.

Organizing Puppet content in your source control repository
Most Puppet content that devel opers interact with is infrastructure-as-code, which is versioned and committed to a Git
source-control repository.

When using Continuous Delivery for Puppet Enterprise (PE), every Git repository, regardless of its type or contents
(control repo or module), works the same way and has the same key components:

© 2024 Puppet, Inc., a Perforce company
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* A main branch tracking the latest developing code.
e Tagstoidentify meaningful code versions.
» Short-lived feature branches created and del eted during the code devel opment lifecycle.

Tip: There are many Git 101 tutorials online that describe how to interact with standard Git repositories of thistype
and explain the basic branching and merging process.

Required repository permissions vary by source control provider, and these are configured when you Integrate with
source control on page 146.

Control repos

Inits purest form, a control repo is a hub for Puppet configuration content. Usually, however, the control repo serves
as a hub for modularized content and contains some directly embedded content. Typically, embedded content includes
ther ol e module, the pr of i | e module, and Hieradata. In a pure control repo, this content is modularized rather
than embedded.

The control repo contains a Puppetfile, which is the switchboard or ledger that makes the control repo a hub. The
Puppetfile isafile that enumerates al of the modular content Puppet incorporates and makes available. Reading the
Puppetfile can convey a good sense of all the Puppet content being used at a given site or Puppet implementation.

Tip: Visit the PE documentation for more information about Managing environment content with a Puppetfile.

Depending on how much content is embedded in the control repo, the control repo might also contain some Puppet
configuration files and possibly some directories for embedded content.

Puppet module repos

A Puppet moduleis acollection of content laid out in a particular way. A module can contain desired state code,
Puppet Bolt® tasks or plans, Puppet extensions, or avariety of other things. Modules are the standard content
container for everything Puppet.

Puppet knows how to consume modules automatically, provided they are placed somewhere in itsnodul epat h.

Other non-module repos

Sometimes it's useful to partition off certain types of Puppet content for devel opment purposes, even if the content
is not technically a Puppet module. A prime example of thisis Hiera data. Hiera data can be kept in a dedicated Git
repository and evoked by the control repo using the Puppetfile, just like any standard Puppet content.

There are other use cases for partitioning non-module Git repositories, but they are rare. The commonality isthat all
such content is committed to a Git repository and referenced in the control repo's Puppetfile.

Important: Typically, Puppet doesn't consume non-module content automatically; therefore, correct consumption of
this content requires some kind of configuration in one of the control repo's configuration files.

Understanding the Continuous Delivery for PE workflow

Continuous Delivery for Puppet Enterprise (PE) helps you to deliver changes to your organization's infrastructure-as-
code. Use this workflow to develop and deploy changes with Continuous Delivery for PE.

Tip: Beforeyou begin, review Working with Git branchesin Continuous Delivery for PE on page 6.

Workflow phase 1: Developing changes
The general change development processis always the same regardless of whether the content lives in the control
repo, amodule repo, or a non-module repo. The change devel opment process is driven through Git.

Thisisthe general change development process:

© 2024 Puppet, Inc., a Perforce company
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1. Using Git, create afeature branch from the main branch. This feature branch is where you'll develop your change.

2. Work on your change. Edit files, run tests, and do anything else necessary to actualize, in code, the change you
want to make. Which files you edit and how you test your change locally depends on the kind of content you're
working on.

3. Using Git, commit all the files you've changed to your feature branch. Y ou may commit frequently as you iterate,
or you may not commit until you're fully satisfied with your work. It's up to you how much you involve Git in
your process up to this point.

4. Submit a pull/merge request to merge your feature branch into the main branch. This may trigger a Continuous
Delivery for Puppet Enterprise (PE) pipeline run (see Note on continuous integr ation, below).

5. After following your organization's Cl or review process, you or someone el se merges your feature branch into the
main branch. Once the merge is complete, your change is ready to be put on the path to production, and you can
safely delete your feature branch.

Important: Once merged into the main branch, your change is finished. However, afinished changeis not the same
as a deployed change. Finished changes are ready to be tested and deployed using the depl oyment process described
in Workflow phase 2: Deploying changes on page 8.

Note on continuous integration

When you submit a pull/merge request against a Puppet content repo (a control repo, a module repo, or a non-module
repo), the continuous integration (Cl) pipeline configured in Continuous Delivery for Puppet Enterprise (PE) for that
content repo runs and reports any success or failure resultsin your pull/merge request.

Pipelinesin Continuous Delivery for PE are not cleanly separated into Cl and CD. Instead, you seeasingle
continuous pipeline. However, generally, everything in a Continuous Delivery for PE pipeline that occurs before the
pull request gate isthe CI portion of the pipeline, and is (usually) focused on validating that proposed changes pass
reguisite acceptance tests or governance requirements.

The ClI portion of a Continuous Delivery for PE pipeline, therefore, aids the development workflow.

Related information

Working with Git branches in Continuous Delivery for PE on page 6

Continuous Delivery for Puppet Enterprise (PE) watches for Puppet code changes you make in Git and helps you
deploy those changes to your environment node groups. Y ou and Continuous Delivery for PE work together, soit's
important to understand what you need to do in Git, and what Git work Continuous Delivery for PE handles for you.

Construct pipelines on page 199

Pipelines drive the continuous aspect of Continuous Delivery for Puppet Enterprise (PE). Constructing a pipeline
involves defining work that must happen to ensure every new line of Puppet code is ready for deployment. Once your
pipelineis set up, this work happens automatically each time the pipeline istriggered.

Workflow phase 2: Deploying changes
Once a proposed change is merged into the main branch of a Puppet content repo, it istime to deploy the new content
version (containing your change) from the main branch.

Generically, deploying a change involves selecting aversion of content, selecting atarget environment, and applying
the selected change to the selected environment. To do thisin Continuous Delivery for Puppet Enterprise (PE), you:

1. Pick aversion.

2. Pick atarget environment.

3. Optionally, set some deployment parameters.
4. Click Deploy.

A version isany commit in the history of the main branch. There are no chronological requirements for picking a
version to deploy. Deploying a version does not change the contents of the main branch or affect it in any way.

© 2024 Puppet, Inc., a Perforce company
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Environments

An environment is a set of nodes to which a content version can be deployed. Y ou configure environments by
creating environment node groups in the PE console. Y ou must configure environment node groups prior to deploying
any content versions. At minimum, the environment you want to target must be defined as an environment node

group.
When defining environment node groups:

» Each node can only belong to a single environment node group.

* You can hame the environment node groups anything that makes sense to your organization.

« Each environment node group must be assigned a unique Puppet envi r onnment vaue. Functionally, this
relates to how Continuous Delivery for PE performs bookkeeping of the environment's content in Git (using the
bookkeeping branches mentioned in Working with Git branches in Continuous Delivery for PE on page 6).
Unique values ensure simple bookkeeping and that deployments do not affect nodes they are not supposed to.

Deploying changes from control repos

Because a control repo contains a Puppetfile (the switchboard or ledger to which al modularized content is attached),
the way modularized content is deployed in atarget environment depends on the Puppetfile deployed to that
environment.

Modularized content can be attached to a Puppetfile in two ways:

« Statically: Modularized content cannot be independently deployed or updated.
« Dynamically: Modularized content can be deployed independent of the control repo using a different Continuous
Delivery for PE pipeline or deployment action.

Static content can only be updated by devel oping a change directly in the control repo (as opposed to a modul e repo),
which modifies the Puppetfile to update the static module and deploy the change to the control repo.

Tip: Visit the PE documentation for more information about Managing environment content with a Puppetfile.

Deploying changes from module repos

To be able to deploy module changes from module repos, the control repo version deployed to the target environment
must have a Puppetfile that defines this modularized content dynamically. If the target environment does not have
such a Puppetfile, it is not possible to independently deploy the module changes.

Pipelines, or the path to production

Many organizations have a semi-linear sequence of target environments to which a change is deployed, terminating at
the highest-value target environment. Thisfinal target is frequently called production.

Continuous Delivery for PE pipelines use automation to reflect this deployment sequence. Pipelines are a progression
of deployments and other actions that, when triggered, run in the defined manner configured by the pipeline creator,
including pauses, termination, or continuation after each step.

Pipelines can contain actions other than deployments. As mentioned in Note on continuous integration, the first part
of a Continuous Delivery for PE pipeline up to the pull request gate istypically Cl validation and testing actions,
rather than deployment actions. Deployment actions are usually not be placed in the pipeline until after the pull
request gate.

Pipelines are considered continuous because of when they run or how they are triggered. Usually, pipelines
automatically start when new changes are merged to the main branch of a content repository (or when apull request is
submitted to the main branch).

It is common for deployment pipelines to automatically deploy validated changes to some pre-production
environments, and then pause or wait for human approval before continuing to deploy to more sensitive, higher-tiered
environments.

© 2024 Puppet, Inc., a Perforce company
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Using the feature branch workflow

Use the feature branch workflow to safely and efficiently move new code from an isolated development environment,
through initial testing and validation, and then into your organization's process for staging, review, and promotion

to production. Adapt the steps of this Continuous Delivery for Puppet Enterprise (PE) workflow as needed for your
team's requirements and best practices.

Workflow phase 1: Develop and test code changes
Thefirst phase of the feature branch workflow involves writing new code in a feature branch, then testing and
validating that code.

Before you begin
Create aregex branch pipeline on page 202 for the control repo or module repo you' re working on. This pipeline
can be as simple or complex as you need it to be, but at minimum it must:

e Use commits as apipeline trigger.
» Contain adeployment that uses the feature branch deployment policy.
e (Strongly recommended) Include jobs that perform syntax validation tests before the pipeline's deployment stage.

Thisisan example of avalid regex branch pipeline in the Continuous Delivery for Puppet Enterprise (PE) web Ul:

Pipelines Manage pipelines

regex v
Pipeline trigger: Pull Request, Commit
Lint/Parser validation

(@ Job - control-repo-puppetfile-syntax-validate

[ﬁ Job - control-repo-template-syntax-validate

B Auto promote: All succeeded Promote g

Mgy

e

Deploy feature environment

._‘ Policy: Feature I:ura.nch policy
Instance: cdpe-delivery
Environment: n/a

Thisisthe same pipeline formatted as code:
pi pel i nes:

/feature_.*/:
triggers:

© 2024 Puppet, Inc., a Perforce company
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" PULL_REQUEST"

- "COW T"

st ages:

- nane: "Lint/Parser validation"
st eps:
- type: "JOB"

nane: "control -repo-puppetfil e-syntax-validate"
concurrent _conpilations: 0
al | _depl oynments: fal se

- type: "JOB"
nane: "control -repo-tenpl at e-synt ax-val i dat e"
concurrent _conpilations: 0
al | _depl oynents: fal se

auto_pronote: "all_succeeded"

- nane: "Deploy feature environment'

st eps:

- type: "DEPLOYMENT"
nane: "Feature branch depl oynent on cdpe-delivery"
policy:

nane: "cd4pe_depl oynents: : feature_branch"

concurrent _conpilations: O
al | _depl oynments: fal se
pe_server: "cdpe-delivery"

aut o_pronote: false

1. Inyour source control system, navigate to the control repo or module repo you want to update.

2. Create afeature branch by create a new branch based on the main branch and naming it
f eat ur e_<BRANCHNAME>. The <BRANCHNANME> can be aticket number, fix description, or feature name.

Important: Continuous Delivery for PE automatically recognizes feature branches by their names. By defaullt,
the software usesf eat ur e_. * asthe regular expression that triggers regex pipelines, so it'simportant that your
feature branch name hasthe f eat ur e_ prefix.

Tip: If you need to use a different naming convention for your control/module repo feature branches, you can
change the regular expression under M anage pipelinesin the Continuous Delivery for PE web UI.

3. Onyour feature branch, make your code changes.

4. When your work is complete, commit the changes to the feature branch and push the commit to your source
control system. This commit triggers your regex branch pipeline. Y ou can monitor the pipeline's progressin the
Continuous Délivery for PE web Ul.

When your pipelineistriggered, Continuous Delivery for PE runs the jobs and impact analysis tasks you set up. If
the pipeline's promotion conditions are met (for example, if all jobs succeed), the pipeline starts a feature branch
deployment.

How does a feature branch deployment work? Using Code Manager, Continuous Delivery for PE deploys
your committed code to a Puppetenvironment with the same name as the branch that triggered the pipeline. If an
environment with this name doesn't already exist (asis most likely the case), Continuous Delivery for PE creates
it.
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When the feature branch deployment is complete, run Puppet on atest node, specifying the special environment

created by Continuous Delivery for PE. This Puppet run applies your changes to the test node so you can review

them. Y ou can run Puppet from the PE console or the command line:

a) From the PE console, navigate to the Run Puppet page and create ajob with the following settings, and click
Run job:

» Job description: Enter a description for your test run.
» Environment: Select Select an environment for nodesto run in and choose the environment that matches
your feature branch name.
e Schedule: Now.
¢ Run Mode: L eave these options unchecked.
* Inventory: Select Node list and add the name of your test node.
b) From the command line, run:

puppet job run --nodes <TEST_NODE NAME> - -environnent
<f eat ur e_ BRANCHNANME>

Tip: Running Puppet on demand from the CLI provides more information on the puppet j ob run
command.

When the Puppet run is complete, navigate to the test node and review the changes. If further work is needed,
repeat steps 3 through 5 until your codeis ready for deployment to production. When you're satisfied with your
new code, move on to Workflow phase 2: Review and merge to production on page 12.

Workflow phase 2: Review and merge to production

In the second phase of the feature branch workflow, new code is reviewed, merged into the main branch, and
deployed to production. Along the way, Continuous Delivery for Puppet Enterprise (PE) provides checks and
safeguards to ensure new code is only sent to production nodes after being fully vetted.

Before you begin
Complete Workflow phase 1: Develop and test code changes on page 10 and make sure your main branch
pipeline:

1

Uses pull requests as a pipeline trigger.
Includes a pull request (PR) gate.

In your source control system, create a pull request from your f eat ur e_<BRANCHNAME> branch to the main
branch.

The pull request triggers your main branch pipeline to test your PR code against the jobs and impact analysis
report tasks included in the pipeline up to the PR gate. Y ou can monitor the pipeline's progress in the Continuous
Delivery for PE web UI.

Y ou can also see whether each pipeline stage succeeded or failed on the pull request page in your source control
system.

Y our team's stakeholders can review the results of the jobs and impact analysis reports generated by the pipeline.
If the PR is approved, merge it into the main branch.

Note: After merging the PR, you can delete the original f eat ur e_ <BRANCHNAME> branch from your source
control system.

Merging a PR creates a commit to the main branch and automatically re-triggers the main branch pipeline. The
pipeline starts over from the top, re-running all the jobs and impact analysis tasks to ensure the newly updated
main branch codeisfully tested and vetted. However, because a commit triggered this pipeline run, the pipeline
proceeds past the PR gate and performs any tasks included in the pipeline after the PR gate, such as additional
jobs or deployment to a staging environment.
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Once the code is deployed to a staging environment, perform additional testing by running Puppet against test or
staging nodes. Make sure to specify the staging environment. The scope of this testing is determined by your team
or company best practices.

When testing is complete and the code changes are approved, promote the code to the production environment.

Usually, the main branch pipeline does not auto-promote code to the production environment. To trigger the
final stage, a stakeholder must click Promote on the pipeline page in the Continuous Delivery for PE web Ul.
This kicks off deployment to the production environment unless the production environment is a protected
environment.

Deployments to protected environments require review and approval from amember of a designated approval
group before proceeding. These deployments remain in a pending state until an approval decision is provided.
Require approval for deployments to protected Puppet environments on page 223 explains how to set up

approval groups.

If necessary, run Puppet to apply the new code to the nodes in your production environment. Depending on which

deployment policy you've used, a Puppet run might be included in the deployment Continuous Delivery for PE
performs. Otherwise, you can trigger Puppet manually or wait for the next scheduled Puppet run.

When the Puppet run is complete, your code changes are officially deployed to production.

Getting started guide

If you're using Continuous Delivery for Puppet Enterprise (PE) for the first time, you'll need to perform some initial
workspace setup tasks and learn how to use the core features.

Soon, you'll have amore streamlined, powerful, and flexible Puppet code delivery process.

Part 1:

Install Puppet Application Manager and deploy Continuous Delivery for PE

First, install Puppet Application Manager (PAM) and then configure and deploy Continuous Delivery for Puppet
Enterprise (PE).

1
2.
3.

Part 2:

Make sure your system meets the PAM system requirements on page 66.
Follow the instructions for your environment to Install PAM on page 80.
Deploy Continuous Delivery for PE on page 130.

Create your user account and set up a workspace

If Continuous Delivery for Puppet Enterprise (PE) were a city, workspaces would be neighborhoods within that city.
Y our workspace is where you store and access resources such as control repos, pipelines, and jobs. When you're
ready to collaborate, you can invite team members to join your workspace.

1

If you have not done so already, navigate to the Continuous Delivery for PE web Ul URL (htt ps://
<HOSTNAME>) you received at the end of Part 1.

Create your personal user account.

a) Onthelogin page, click Create an account.

b) Fill inthe registration form and create a username and password.
¢) Click Sign Up.

Note: For almost al tasks you'll perform in Continuous Delivery for PE, you'll use your individual user
account, not the root account. Y ou only use the root account for special administrative tasks such as
installation, designating super users, and deleting users.

Set up aworkspace.
a) On the Choose a workspace screen, click Add new wor kspace.
b) Enter aname for your workspace and click Create wor kspace.
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Part 3: Set up integrations

Next, integrate with your Puppet Enterprise (PE) instance and the source control system where you keep your Puppet
code.

1. Follow theinstructions to Integrate with Puppet Enterprise on page 143.
2. Follow the instructions to Configure impact analysis on page 192.
3. Follow the integration instructions for your source control system:

e Azure DevOps Services
* Bitbucket Cloud
* Bitbucket Server

e GitHub
¢ GitHub Enterprise
e GitLab

Part 4. Configure job hardware

Configure a node running a Puppet agent to be a job hardware server, where your code is tested before deployments.

1. Install a Puppet agent on the node you plan to use as job hardware. Instructions for Installing agents are in the
Puppet Enterprise (PE) documentation.

2. Make sure your Continuous Delivery user role in PE has permission to run the
cd4pe_j obs: : run_cd4pe_j ob task.

3. Install the puppet | abs- cd4pe_j obs module from the Forge, which is required to run Continuous Delivery
for PE jobs on your node.
a) Addthepuppet | abs-cd4pe_j obs moduleto:

» The Puppetfile for the production environment on the PE primary server that manages the agent node
you've selected as job hardware.

* The Puppetfile on the main branch of the control repo you will add to Continuous Delivery for PE in Part
5.

A sample Puppetfile entry:

nmod ' puppet | abs-cd4pe_jobs', '1.6.0

Tip: Visit the PE documentation for more information about Managing environment content with a
Puppetfile.

b) Runpuppet code depl oy production --wait todeploy theupdated code to the production
environment.

4. Thejob hardware server must be able to use the pre-built jobs included in Continuous Delivery for PE. Since these
jobs are Docker-based, you must install and configure Docker on the node. Y ou can find installation files and
instructions on the Docker website.

5. Tell Continuous Delivery for PE that this node is ready to be used as job hardware for Docker-based jobs by
assigning it to a hardware capability. Capabilities organize your job hardware servers and ensure that jobs run
on hardware with the right characteristics. Continuous Delivery for PE automatically creates a Docker hardware
capability for you.

a) Inthe Continuous Déelivery for PE web UI, click Hardware.

b) Locatethe Docker capability and click Edit.

¢) Select the PE instance that manages the node you've selected as job hardware, and then select your job
hardware node. The selected node appearsin the Har dwar e with this capability list.

d) Click Save.

Y our job hardware nodeis configured and ready for use. You'll useit in Part 8 when you run your pipeline for the
first time.
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Part 5: Add a control repo
A control repo in Continuous Delivery for Puppet Enterprise (PE) tracks the changes made on the active development
branch of your source control system. When adding a control repo to Continuous Delivery for PE, it'simportant to
connect the mai n Git branch.

Adding arepo in Continuous Delivery for PE configures a webhook to the repository in your source control system.
The webhook reports new commit activity on the repository to Continuous Delivery for PE, enabling you to track
code changes and take action (such as triggering pipelines or running individual tests on the new code).

1. Inthe Continuous Delivery for PE web Ul, click Control repos and then click Add control repo.

2. Select the source control provider and repository.

3. Your repository'smai n branch is automatically selected, if one exists. If your control repo does not have amai n
branch, select Create a main branch from an existing branch and select your active development branch asthe
basis for the new mai n branch. Continuous Delivery for PE creates amai n branch for you based on the existing
branch you choose.

A CAUTION: When working with Continuous Delivery for PE, only commit to the mai n branch and any
feature branches (which are eventually merged back into the mai n branch). Do not push code changes to
any other Git branches; this can create conflicts with Continuous Delivery for PE workflows.

4. Optional: Edit the control repo's Display name name asit appears in the Continuous Delivery for PE web Ul. The
name can contain only numbers, letters, dashes, and underscores.

5. Click Add control repo. The control repo appears in the list on the Control repos page.

6. Make sure you have added the puppet | abs- cd4pe_j obs moduleto the Puppetfile on the nai n branch of
your control repo, as explained in Part 4.

Part 6: Set up a pipeline
Continuous Delivery for Puppet Enterprise (PE) pipelines are made up of stages and tasks. Tasks include jobs to test
code, deployments, and impact analysis. Stages group tasks into a series of sequential phases.
1. Inthe Continuous Delivery for PE web Ul, click Control repos and click the name of the control repo you added

in Part 5.

2. Youll create a pipeline in the Pipelines section of the page. Click Add default pipeline.
Continuous Delivery for PE automatically creates a default pipeline for your main branch. This pipeline has three
stages:

« The Code validation stage includes two tasks (jobs to test Puppet code).
« Thelmpact analysis stage includes an impact analysis task with a pull request gate (more on this later).
* The Deployment stage, which iswhere you'll add deployment instructionsin Part 8.

Part 7: Set up an environment node group

Next, set up asmall environment node group to use for deployment testing and to demonstrate how Continuous
Delivery for Puppet Enterprise (PE) deploys new code to PE-managed nodes.

Thisisonly for testing. Y ou can change the configuration later.

Y ou can learn more About environments in the Puppet documentation and learn about Managing environments with a
control repository in the PE documentation.

1. Inyour Git repository, create a new branch called cd4pe_testing. This represents the environment node group for
the test.
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2. Onyour PE primary server, run:

puppet - code depl oy cd4pe_testing

Tip: For more information about the puppet - code command, read about Triggering Code Manager on the
command line in the PE documentation. Y ou can also use webhooks and scripts to trigger deployments.

3. Inthe PE console, click Node groups.
4. Click Add group and create a new node group with these specifications:

e Parent name: Select All Environments

e Group name: Enter CD4PE t est group

< Environment: Select cd4pe testing

e Environment group: Select this option.

« Description: Enter any description, such asFor Conti nuous Delivery for PE testing.
5. Click Add.

6. Inthe node groupslist, click your new CDA4PE test group. In the Rulestab, pin two or three test nodes to the
node group. Make sure these nodes are not assigned to any other node groups in your PE installation.

For more information, refer to Add nodes to a node group in the PE documentation.

Part 8: Deploy changes to your nodes
Once you've added a deployment to your pipeline, you can automatically move code changes to your nodes according
the deployment conditions you've set.
1. Inthe Continuous Delivery for PE web Ul, in your control repo's pipeline, click Add a deployment.

Select your PE instance and then select the CD4PE test group node group you created in Part 7.

Select Direct deployment policy. Don't set special conditions for this deployment.

Click Add deployment to stage. On the confirmation screen, click Done.

To trigger the deployment, you need to create a change to pass through to production. On the main branch of your
Git repository, make a code change, such as updating a package version. Commit the change and then return to the
Continuous Delivery for PE web Ul to watch your pipelinein action.

o~ wD

When triggered by your commit, the pipeline automatically runs tests on your code, skips over the impact analysis
stage (which isn't currently configured), and then stops, because the pipeline is configured to not automatically
promote into the Deployment stage. Y ou must click Promote to continue the pipeline run and launch the deployment.
The Events section of the page logs the results of the pipeline run.

Part 9: Create an impact analysis report

Impact analysis reports show the potential impact that new Puppet code will have on the nodes and resources you're
managing with Puppet Enterprise (PE). In Continuous Delivery for PE, you can add impact analysis tasks to your
pipelines and you can generate impact analysis reports on demand.

Here, you'll generate an on-demand impact analysis report to review how a change impacts the nodes in the CD4PE
test group node group you created in Part 7.
1. Create achange for the report to analyze.

a) Inyour Git repository, create afeature branch from your main branch.
b) Make a code change on the feature branch, such as updating a package version.
¢) Commit the change on the feature branch.

2. Inthe Continuous Delivery for PE web Ul, click Manual actions and select New impact analysis.

3. Inthe New impact analysis window, select your feature branch, and select your new commit. Select your PE
instance and the CD4PE test group node group.
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4. Click Analyzeto generate the report.

Continuous Delivery for PE generates a new catal og containing your commit and compares this new catal og to the
current catalog for the nodes in the CD4PE test group.

5. Click View impact analysis. The report shows how the change on your feature branch would impact your nodes
and resources if you merged it into the main branch.

Congratulations! By completing the getting started guide for Continuous Delivery for PE, you've become familiar
with some of Continuous Delivery for PE's core features, and you have a basic understanding of how Continuous
Delivery for PE helps you deploy Puppet code and preview the impact of code changes.

Release notes and known issues

New features, enhancements, resolved issues and known issues for the Continuous Delivery for Puppet Enterprise 4.x
release series.

Security and vulnerability announcements are posted on Puppet's Security and vulnerability announcements page.

» Continuous Delivery for PE release notes on page 17

These are the new features, enhancements, resolved issues, and deprecations for the Continuous Delivery for Puppet
Enterprise (PE) 4.x release series.

e Continuous Delivery for PE known issues on page 45

These are the known issues for the Continuous Delivery for Puppet Enterprise (PE) 4.x release series.

Continuous Delivery for PE release notes

These are the new features, enhancements, resolved issues, and deprecations for the Continuous Delivery for Puppet
Enterprise (PE) 4.x release series.

Note: Migrate 3.x datato 4.x on page 136 explains how to upgrade to the Continuous Delivery for PE 4.x series
from aversion in the 3.x series.

Version 4.35.0
Released 29 April 2025.
Added in thisrelease:

e Document how to set up HTTPS accessfor ADO via OAuth through the API. Added documentation with
instructions on how to set up HTTPS access for ADO via OAuth through the REST API.

e Security headers. Added amore robust Content Security Policy and X-Frame-Options to Continuous Delivery
for PE web server headers.

Resolved in thisrelease:

e LDAP user sessionsand tokensreturn 403 until re-login. Fixed an issue where LDAP user sessions and tokens
would return 403 until re-login by improving logging during the background LDAP group sync task, aswell asfor
LDAP user logins.

e Migrateinventory Ul from insights-chartsto recharts. Resolved WS-2022-0322 by replacing the chart library.

Security notices:

e CVE-2024-45337, CVE-2025-22869. Updated gol ang. or g/ x/ cr ypt o to address these vulnerabilities.
e CVE-2024-45338. Updated gol ang. or g/ x/ net to address this vulnerability.
* CVE-2025-22868. Updated gol ang. or g/ x/ oaut h2 to address this vulnerability.
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Version 4.34.0
Released 30 January 2025.
Resolved in thisrelease:

« Editing control reposthat reference GitHub repos can cause deployments and I mpact Analysesto fail with
" RepositoryBranchRequest.repold cannot be null or empty"” . Fixed an issue where editing a GitHub control
repo would cause deployments/I A runs to fail with an error if the repo was part of an organization rather than
belonging to an individual user.

* Impact Analysisfailswith: Cannot invoke" String.endsWith(String)" because" filename" isnull. Fixed an
issue where renaming filesin an Azure DevOps repository (control repo or module) would cause IA runsto fail.

Security notices:
e CVE-2023-39417 and CVE-2023-39418. Updated PostgreSQL to 14.15 to address these vulnerabilities.

Version 4.33.0
Released 30 October 2024.
New in thisrelease:

« Added ability to edit arepo. Added an edit button to the control repo and module list allowing you to
update the owner, displayowner, or provider for that repo. An associated PATCH method was added to the
Cont r ol RepoV1 and Mbdul eV1 API endpoints to accomplish the same task.

Resolved in this release:

« Updated Forgot Password screen. Fixed the wording on the For got Password screen to enhance security.

» Updated create M odules and create Control Repos API resonses. Fixed the API responses for create M odules
and create Contr ol Repos so they are consistent.

» Alignment on Groups'All permissions check box. Fixed an issue with the All permissions check box on the
Groups permissions screen.

Security notices:

» Security fixes. Fixed several minor issues to improve overall security for Continuous Delivery for PE.

Version 4.32.0
Released 29 August 2024.
New in thisrelease:

» Postgresrepack scheduleisnow configurable. The schedule used to run the Postgres repack is now
configurable. Use the pg_repack Cronjob Run Time setting in the Puppet Application Manager Ul to configure
this.

« Added option to disable object storerelated objects. Added a new option in the PAM console to disable thein-
cluster object store. Thisis available once migration of the store data to Postgres is complete, which happens on
the first upgrade to version 4.26.0 or later.

* Added API endpoint toretrievelist of users. Added anew API endpoint,/ v1/ user s/, toretrieve alist of
USers.

e Added API endpoint toretrieve user details. Added anew API endpoint, / v1/ user s/ {user | d}, toretrieve
adetails about users.

Resolved in thisrelease:

e Security vulnerability with the username and password in URL path. Fixed an issue with a security
vulnerability that involved an API sending sensitive information as part of the URL path. We have replaced this
call with anew endpoint that passes sensitive information as part of arequest body in a more secure manner.
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* Prevent regex pipelines having impact analysis stages. Fixed an issue where you could set an impact analysis
stage on aregex pipeline when constructing the pipeline as code. Impact analysis stages are properly prevented on
regex pipelines now.

Security notices:

e CrossOrigin Resource Sharing (CORYS): Arbitrary Origin Trusted. Resolved a security vulnerability related
to Cross-Origin Resource Sharing (CORS). An Access-Control-Allow-Origin header is no longer set to the
reguest's origin header on API calls, preventing any unintended exposure of resources to untrusted origins.

Version 4.31.0
Released 10 July 2024.
New in thisrelease:

« Dataretention. Added two new configuration options for data retention that allow you to set a retention period
for historical pipeline and value reporting data.

e Added a new PostgreSQL image. Added a new PostgreSQL image which includes pg_r epack for database
maintenance. pg_r epack runs daily to maintain the database.

Resolved in this release:

» Nodes section isblank and haserrors after restart. Fixed an issue where the query service token was not
properly rotated, causing the Nodes section to be blank and have errors. The query service token is now properly
rotated even if Continuous Delivery for PE is not running when the rotation was scheduled, ensuring that node
dataisfetched properly.

* Puppet Application Manager (PAM) trace logging sometimes failed for Continuous Delivery for PE jobs
with UnknownFor matConver sionException exceptions. Fixed an issue where a percentage sign (%) in file
names caused an issue when writing to Continuous Delivery for PE logs.

Version 4.30.2
Released 14 June 2024.
Resolved in thisrelease:

e Pipelineerror: Cannot invoke" com.distelli.models.ControlRepol d.getDomain()" because " controlRepold”
isnull. Fixed an issue where custom deployments could not be used if the deployment was added to a pipeline
through the UI.

Version 4.30.1
Released 22 May 2024.
Resolved in thisrelease:

» Update default facts displayed on Estate Reporting Node Table. Updated Estate Reporting Node table
on the Nodes screen to change the default facts displayed. Previously the table displayed the ipaddress and
operatingsystem fact values in the two rightmost columns. These are legacy facts and those two columns have
been updated to show the modern networ king.ip and os.name facts instead.

« Activity reporting screen showing labelsinstead of strings after upgrading. Fixed an issue where the activity
reporting screen displays incorrect labels after upgrading.

» Direct Deployment Policy MAX_NODE_FAILURE valueisbeing passed to the API from the Ul asa string
instead of an integer. Fixed an issue where triggering a deployment with the Dir ect Deployment Policy option
selected would fail whenaMAX_NODE_FAILURE value is set.

e SSLHandshakeException when trying to use Proxy for Azure DevOpsintegration. Fixed an issue where
trying to use a proxy for Azure DevOps integration would fail. Continuous Delivery for PE now correctly loads
the CA certificate chain provided viathe External CA Certificate setting in the PAM console.
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* Nodes section isblank and full of errorsafter every restart. Fixed an issue where the Nodes section is blank
or shows errors after arestart. The query service token now properly rotates even if Continuous Delivery for PE is
not running when the rotation was scheduled, ensuring that node data is fetched properly.

Security notices:
* CVE-2024-29857. Updated bouncycastle to 1.78 to address this vulnerability.

Version 4.30.0
Released 7 May 2024.
Resolved in this release:

* Unableto clonevia SSH from ADO Cloud. Upgraded Continuous Delivery for PE's SSH client to support RSA
SHA256 and RSA SHAS512 handshake algorithms. This was necessary to support SSH connections with ADO
Cloud after Microsoft began phasing out support for SHA1 handshakes. Any other providers that also need the
newer algorithms (such as GitL ab deployed on Red Hat Enterprise Linux (RHEL) 9) are also how supported.

« Removed authtokens API from OpenAPI specification. The/ v1/ aut ht okens API has been replaced by /
v1/ t okens, which requires an authentication token in the header.

» Duplicate GitLab integration causing a blank screen. Fixed an issue loading the source control integrations
screen caused by accidentally adding duplicate VCS providers.

» After upgrading to 4.29.2 the commit link on Continuous Delivery for PE redirectsto an invalid URL . Fixed
invalid commit links when using Azure DevOps as a source control provider.

* Impact Analysisjob link for a module goesto job for a control repo. Fixed an issue navigating between the
main control repo view and the Impact Analysis/Deployment screens.

e Cancreatean invalid deployment stage. Fixed an issue where it was possible to create a deployment stage
pointing at an environment node group with the same name as the branch the pipeline runs from.

* Modulefeature branch deployment stages are failing to deploy. Fixed an issue where the modul e feature
branch deployment stages failed to deploy. The missing control repo and branch fields have been added to the
module deployment dialog for aregex pipeline.

e HTTP 403 error when upgrading to Continuous Delivery for PE 4.29.2. Fixed an issuein 4.29.x versions of
Continuous Delivery for PE that required the user triggering a manual deployment to be either the owner of the
workspace or aroot user.

« CD4PE_JOB_CONTEXT isunavailable unless a secret is added. Fixed an issue where the output of pipeline
job tasks were not displaying the value of the CD4PE_JOB_CONTEXT environment variable unless the job had a
Secret added. The value of CD4PE_JOB_CONTEXT now displays regardless of whether a Secret is set or not.

Security notices:

e CVE-2023-49569. Updated go-git to address this vulnerability.
e CVE-2023-1732. Updated Cloudflare/circl to address this vulnerability.

e CVE-2024-27304, CVE-2024-27289, CVE-2023-39325. Updated Query Service to 1.8.16 to address these
vulnerabilities.

Version 4.29.2
Released 21 March 2024.
Resolved in thisrelease:

* Missing Impact analysis (1A) report. Fixed an issue with Impact Analysis and Azure DevOps where Continuous
Délivery for PE falsely reports no impacted nodes.

e Error tryingtorun an Impact Analysisfor a Module. Fixed an issue where users who created a deployment
stage on a pipeline may see the Impact Analysis pipeline stage fail with the following error: Cannot i nvoke
"comdistelli.nodels. Control Repol d. get Domai n()" because "control Repold” is
nul |

e Error in Continuous Delivery for PE Feature branch policy Ul. Fixed an error when editing a regex pipeline's
deployment stage for a Bitbucket or GitHub control repo.
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« Pull request from Bitbucket Cloud not triggering Continuous Delivery for PE pipelinewith pull request
trigger . Fixed an issue where pull requests to a Bitbucket cloud repository would not trigger a pipeline.

» Triggering aregex pipeline against a branch with an existing pipelinerunsthat pipelineinstead. Fixed
an issue where manually triggering a regex pipeline against a branch with an existing pipeline would cause the
branch pipeline to run rather than the expected regex pipeline.

« Unableto verify Global HTTP read timeout setting. Increased the NGINX pr oxy_read_t i neout from 60
seconds to 300 seconds to allow for longer running jobs.

e Pressing <TAB> after entering user/email changes focusto Show/hide password instead of Input password.
Fixed aminor Ul issuein the login screen where pressing <TAB> after entering the user name or email address
would focus on the Show/hide password icon instead of the password input field.

Version 4.29.1
Released 21 February 2024.
New in thisrelease:

« Updating a pipeline now requires a new query parameter. Thepr oj ect Type ( MODULE or
CONTROL_REPO) isnow arequired query parameter when updating pipelineswith / api / v1/ pi pel i nes-
spec.

Resolved in thisrelease:

« Unableto run deployments after creating or editing a pipeline. Fixed an issue where depl oyments were not
run for new or edited pipelines.

< Unableto update a deployment on aregex pipeline. Fixed an issue that prevented updates to a deployment on a
regex pipeline.

e Option to select an environment prefix in the Deployment dialog box. Added the SELECT AN
ENVIRONMENT PREFI X option to select a Puppet Enterprise environment prefix when creating a manual
deployment or adding a deployment stage to a pipeline.

« Unableto manually trigger a regex pipeline. Fixed an issue where manually triggering a regex pipeline caused a
"branch not found" error. Regex pipelines can now be triggered against branches matching the regex.

* New Impact Analysisjobs causelist errors. Manual Impact Analysis runs can now be triggered on code projects
with custom names without causing an error with the tables on the Control Repos and M odules pages.

« Unableto select a different view on the Nodes page. Fixed an issue where selecting a different view on the
Nodes page resulted in an error.

e Continuous Ddlivery for PE approval emails not being sent after changing Bitbucket to GitL ab. Fixed an
issue where approval notifications were not sent for deployments from GitL ab projects in subgroups.

Security notice:
e CVE-2024-0567. Updated the Debian Docker image to address this vulnerability.

Version 4.29.0
Released 8 February 2024.
New in thisrelease:

» Personal accesstoken management. Y ou can now create authentication tokens to allow a user to enter
their credentials once, then receive an a phanumeric token to access different services or parts of the system
infrastructure. To manage personal access tokens, see Manage personal access tokens.

e OpenAPI support. You can now fetch data and automate your workflows with the Continuous Delivery for
Puppet Enterprise (PE) REST API. To get started using Continuous Delivery for PE public APIs, see REST API.

e Valuereporting. You can now view activity values across all the Puppet Enterprise (PE) instances integrated
within aworkspace in the Activity report. To view your activity in Continuous Delivery for PE, see Activity
reporting.

* Refreshed Continuous Delivery for PE pipelines Ul. The Continuous Delivery for PE pipelines pages have a
refreshed appearance.
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Security notice:
e CVE-2023-39325. Updated several direct and indirect dependencies to address this vulnerability.

Version 4.28.0
Released 30 November 2023.
New in thisrelease:

« New nodefilter feature added to impact analysis. A new node filter feature for Impact Analysis can be
configured to run the analysis on a subset of impacted nodes. Nodes can be filtered by percentage of the number
of nodes impacted by the change. See the adding Impact Analysis step for your pipelines-as-code to learn how to
add this setting to your pipeline. Currently this setting is only available in pipelines-as-code. To enable pipelines-
as-code, see Construct pipelines from code.

Resolved in this release:

» Fact chartsdo not always show the correct number of nodes when switching filters. Fixed anissue in the
node table so that the fact charts reflect the selected filters.

Security notice:

e CVE-2023-36478. Continuous Delivery for PE is not vulnerable, but we are now running the updated version of
Jetty that addresses this vulnerability.

Version 4.27.1
Released 11 October 2023.
Resolved in thisrelease:

» Jobsfail with Null pointer exception on trigger events. Fixed an issue where jobsin the first stage of a pipeline
would occasionally fail due to a synchronization issue on the backend.

Version 4.27.0
Released 4 October 2023.
Resolved in thisrelease:

« Deleting workspace for LDAP user causesissues. Fixed an issue where the LDAPSyncFunct i on task fails
and the user is not able to log in to Continuous Delivery for PE. This happened when a deleted workspace was
referenced in an LDAP Group Mapping.

» Upgraded the query service to version 1.8.14 to update the default configuration to support Continuous Delivery
for PE 5.x.

Version 4.26.2
Released 7 September 2023.
Fixed in this release:

» Pipelinejobsno longer intermittently fail with Postgreserrors. Fixed an issue where pipeline jobs randomly
failed with Postgres errors in Continuous Delivery for PE.

Version 4.26.1
Released 23 August 2023.
New in thisrelease:

« Added new text field under the Config pagein Puppet Application Manager called External CA Certificate.
The PAM Ul now includesthe External CA Certificate option under the Config page that allows you to supply
atrusted SSL certificate for Continuous Delivery for PE to use when communicating with external services.
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Version 4.26.0
Released 22 August 2023.
New in thisrelease:

» Largeobject storedataisnow stored in PostgreSQL . Continuous Delivery for PE 4.26.0 now uses PostgreSQL
for large object storage. New 4.26.0 installations use PostgreSQL from the outset. For existing users, large object
datais migrated for you as part of the upgrade to version 4.26.0.

Note: For existing users, the data migration may cause the 4.26.0 upgrade process to take in excess of 15 minutes.

* Refreshed the Continuous Delivery for PE Control Repos Ul. The Continuous Delivery for PE Control Repos
pages have arefreshed appearance.

* Refreshed the Continuous Delivery for PE Modules Ul. The Continuous Delivery for PE M odules pages have
arefreshed appearance.

Resolved in this release:
e Security fixes. Thisrelease upgrades oki o- j vn to version 3.4.0 to address CVE-2023-3635.

Version 4.25.1
Released 24 July 2023.
Resolved in this release:

e Continuous Dédlivery for PE does not respect JVM HTTP proxy settingsin certain scenarios. We fixed an
issue where Continuous Delivery for PE ignored VM HTTP proxy settings when attempting to proxy requests for
Bitbucket Server/Cloud, GitHub/GitHub Enterprise, and GitL ab.

Version 4.25.0

Released 11 July 2023.

New in thisrelease:

* User interface improvements. The following Continuous Delivery for PE pages have a refreshed appearance:

« Page not found (404)

e Runtimeerror

« Forbidden (403)

» Forgot your password?
¢ Createauser account

Resolved in thisrelease:

« Continuous Déelivery for PE default pipelineimpact analysisfailswith a non-actionable error message.
Updated the error message to make it more descriptive and useful when a pipeline with no deployment stage fails
the impact analysis stage.

e Cet Jobl nst anceV1 returnscontrol repo display namefor GitL ab. Fixed an issue where linksto a GitLab
source control repository from the Job details screen wouldn't work if the control repo/module name did not
match the GitLab repo name.

e Security fixes. Version 4.25.0 includes several security fixes, including:

» Upgraded gi n- goni c to version 1.9.1 to address CV E-2023-29401.
» Upgraded guava to version 32.0.0-android to address CV E-2023-2976.

Version 4.24.1
Released 28 June 2023.

Resolved in thisrelease:
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e Impact Analysis always shows zer o changes. We fixed an issue where module impact analysis would not
correctly diff module versions when running against Puppet Enterprise deployed with the extra-large architecture.
Thisfix improves logging in module impact analysis around module version diffing and shortens the time it
takes the module impact analysisto report afailure when it is unable to compare module versions between
environments.

« Documentation improvements. Added a new section to clarify how to Integrate with Azure DevOps Server on
prem on page 149.

Version 4.24.0
Released 31 May 2023.
New in thisrelease:

e Added AzureDevOps support. Continuous Delivery for PE now supports ADO Server (on prem) integration.

* Refreshed Continuous Delivery for PE user login Ul. The Continuous Delivery for PE user login pages have a
refreshed appearance.

Resolved in thisrelease:

* Unableto accessjob details page for jobsunder code validation stage. Job detail links from code validation
jobs now correctly redirect to the appropriate job details pages, rather than timing out.

» Security fixes. Version 4.24.0 includes several security fixes, including:

« Upgraded the query service to version 1.8.12 to protect against potential race conditions in the backend query
service.
e Upgraded j ackson to version 2.15.0 to address CVE-2022-1471 in snakeyan .

Version 4.23.1
Released 2 May 2023.
Resolved in thisrelease:

* Unableto access Job details pages for jobsin the Code validation stage. We fixed an issue where, after
installing or upgrading to version 4.23.0 of Continuous Delivery for PE, the Job details pages for jobsin the
Code validation stage of the pipeline were no longer available.

e Theversion4.23.1. ai r gap bundle has an updated version of puppet - dev-t ool s that fixes
CVE-2023-27533 and CVE-2023-27536.

Version 4.23.0
Released 18 April 2023.
New in thisrelease:

« Refreshed Continuous Delivery for PE job hardware Ul. The Continuous Delivery for PE job hardware pages
have arefreshed appearance.

* Refreshed Continuous Delivery for PE Job details Ul. The Continuous Delivery for PE Job details page has a
refreshed appearance.

Resolved in thisrelease:

e Module subset modal prefix not working. The Module subset modal on the Edit Permissions screen now filters
modules by prefix when typing.

e Continuous Delivery for PE misidentifies pull requests coming from a Bitbucket Server. Fixed an issue
where webhook events for Bitbucket Server repositories would incorrectly detect a pull request as coming from a
forked repository.

e Unableto list commitswhen branch name containsa" /" . Commits are now properly listed when a branch
name containsa"/".
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« Creating a new job template with a blank description causesan error. The Job details page now updates
properly when ajob template is created with ablank (nul | ) description.

Version 4.22.2
Released 21 March 2023.
Resolved in thisrelease:

e Usersunableto manually updatetoken for Puppet Enterpriseintegration. We fixed an issue where users
were unable to manually update their Puppet Enterprise token in the Ul.

« Disabling Vault before deploying Continuous Delivery for PE 4.22.0 causesit to crash. We fixed an issue
where disabling Enable Vault in the Puppet Application Manager (PAM) Ul prior to the initial deployment of
Continuous Delivery for PE 4.22.0 causes Continuous Delivery for PE to crash. Y ou can now disable Vault prior
to theinitial deployment of Continuous Delivery for PE 4.22.0.

e Theversion4.22.2 . ai r gap bundle has an updated version of puppet - dev-t ool s that appropriately setsthe
tag at 4.x.

Version 4.22.1
Released 16 March 2023.
Resolved in thisrelease:

e Consoledoesn't appear after upgrading. IPv6 was enabled by default, which caused NGINX to fail to start on
non-1Pv6 environments. |Pv6 is now dynamically enabled only on IPv6 environments to prevent this.

Version 4.22.0

Released 8 March 2023.

New in thisrelease:

* Puppet Application Manager (PAM) Ul now has an option to disable Vault.

The PAM Ul now includes the Enable Vault option under Advanced configuration and tuning that allows you
to remove Vault. Enable Vault is selected by default to alow for migrations on older Continuous Delivery for PE
releases (4.19.0 and older).

Vault can be safely removed on all new installations from this release on. For users upgrading from version 4.19.0
or older, you must complete at least one successful deployment of version 4.20.0 or newer to safely remove Vault
using the Enable Vault option in version 4.22.0.

* Refreshed Continuous Delivery for PE Groups Settings Ul. The Continuous Delivery for PE workspace
Groups Settings pages have a refreshed appearance.

» Refreshed Continuous Delivery for PESource Control Integrations Settings Ul. The Continuous Delivery for
PE Source Control Integrations Settings pages have a refreshed appearance.

Resolved in thisrelease:

« Login flow for root broken when no workspaces exist. An infinite redirect loop was possible when users logged
in as root and there were no workspaces in Continuous Delivery for PE.

e Concurrent catalog compilation throttling isnow reset on Continuous Delivery for PE restart. Impact
analysis would hang when the maximum number of concurrent compilations on each PE instance was reached.

e 404 error when accessing a node from the node table. Selecting a node from the node table on the Nodes page
would result in a404 error.

e Theversion4.22.0. ai r gap bundle has an updated version of puppet - dev-t ool s that includes PDK 2.6.1
and afix addressing CV E-2023-23916.
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» Security fixes. Version 4.22.0 includes several security fixes, including:

e Upgrading cr ypt o to v0.0.0-20211209193657-4570a0811e8b to address CVE-2022-27191.
e Upgrading gi n- goni ¢ to 1.9 to address CVE-2022-41723.
« Upgrading post gr esSQL to 42.4.1 to address CV E-2022-41946.

Removed in this release:

e Support for versions of Kubernetes prior to 1.21. Kubernetes version 1.21 or higher is now required for
Continuous Delivery for PE and Comply.

Version 4.21.1

Released 6 February 2023.

Resolved in this release:

« Broken links associated with renaming wor kspaces. This fix resolves the following issues:

« Broken linksin the Ul that pointed to the old name of aworkspace that had been renamed.
» Broken links from adding or editing job hardware capabilities from the root console.

* Regex pipdineistriggered by webhook from GitLab when the branch is deleted. Regex pipelines are no
longer triggered after merging the GitLab feature branch PRs and deleting the feature branches.

Version 4.21.0
Released 25 January 2023.
New in thisrelease:

« Documentation improvements. Beginning with 4.18.1 and ending with this release, we made quality of life
changes to the Continuous Delivery for PE documentation. This primarily consisted of reorganizing some pages
in amore logical manner and renaming some pages with overly-long titles. We rolled out afew changes with each
release and enabled redirects where necessary.

Changes in this release include:

* Moved Test Puppet code with jobs on page 185, Analyze the impact of code changes on page 192,
Construct pipelines on page 199, and Deploy Puppet code on page 215 under Test and deploy Puppet
code on page 184. There was no change to the structure of these sections other than some minor renaming.

* Renamed Structuring a .cd4pe.yaml file to .cd4pe.yaml file structure on page 206.
* Renamed Validating your .cd4pe.yaml file to .cd4pe.yaml file validation on page 209.
« Renamed Limitations of impact analysisto Impact analysis limitations on page 198.

If you have any questions or comments about these changes, please use the feedback form at the bottom of this
page to get in touch with our documentation team. Refer to prior release notes for details about previous changes.

Resolved in this release:

e Environment statusfor cancelled impact analysistaskswasincorrect. Previously, if you cancelled an
impact analysis task, the task was actually cancelled, but the Status for each environment would not update after
cancellation. If you examined the impact analysis details in the Web Ul, it would seem as though impact analysis
was still running, when it was actually stopped. Now the environment statuses correctly update after impact
analysisis cancelled.

« OOMKilled error after upgrade. We fixed an issue where the cd4pe- mi gr at e- obj ect - st or e job was
OOMK:illed on application upgrade, which a so caused Continuous Delivery for PE to get stuck initiaizing.

» Pipeine statusesweren't communicated to AzureDevOps. Continuous Delivery for PE sends pipeline status
information to AzureDevOps for pull requests.

« Rapid navigation broke some pages. Occasionally, leaving a page before it was fully loaded caused an error.
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Security fixes. Version 4.21.0 includes several security fixes, including:

« Upgradingr eact - hot - | oader toversion 4.13.1 to address CV E-2022-37601 and CV E-2022-37603.

« Upgrading the query serviceto version 1.8.8 to address CVE-2022-32149 and CV E-2022-27664.

e Upgrading expr ess to version 4.18.2 to address CV E-2022-24999.

« Removingr bac andr bac-i ni t imagesfrom airgapped bundles for Continuous Delivery for PE.

* Upgradingj ackson to version 2.14.0 to address CVE-2022-41854 and CVE-2022-38752 in snakeyamni .

Version 4.20.0
Released 15 November 2022.

New in thisrelease:

Refreshed Puppet Enterpriseintegration Ul. The Puppet Enterprise integration settings screens have a
refreshed appearance.

* Integrations are organized in card format, instead of table format.

» The general processto Integrate with Puppet Enterprise on page 143 or set up protected environments has
not changed, but labels and placement of some fields, icons, and buttons have changed.

* Weadded an error message to the Protected environments section that appearsif you don't have permission
to manage protected environments for a particular PE integration.

Compiler maintenance mode. Y ou can Enable compiler maintenance mode on page 166 to force code

deployments to skip unavailable or offline compilers and replicas.

Job secrets stored in PostgreSQL . Job secrets are now stored in PostgreSQL instead of Vault. Upon upgrade to

4.20.0 or later, your existing secrets are automatically migrated from Vault to PostgreSQL . After this migration,

Vault is no longer used.

Search all branches when managing pipelines as code. Y ou can now search all branches when selecting a

branch to manage pipelines as code. Previoudly, the list of branches was truncated and wasn't searchable.

Delete SM TP configuration. Y ou can now delete unwanted SM TP configurations.

Impact analysisignores patch fact generation script files. Thepe_pat ch_f act _generati on. ps1 and

pe_pat ch_fact _generati on. sh filesare now excluded from impact analysis reports because these files

aways report achange of n/ a to n/ a. This created unnecessary clutter in the reports.

Documentation improvements. Beginning with 4.18.1, we've begun to make quality of life changesto the

Continuous Delivery for PE documentation. This primarily consists of reorganizing some pagesin amore logical

manner and renaming some pages with overly-long titles. We'll roll out afew changes with each release and

enable redirects where necessary.

Changesin thisrelease include:

« Moved Configure impact analysis on page 192 under Analyze the impact of code changes on page 192
so that all impact analysis pages are grouped together.
« Renamed M anaging teams and team member s to Manage workspaces and access on page 167.
* Renamed Configuring and adding integrations to Configure and integrate on page 141.
» Renamed Advanced Continuous Delivery for PE configuration to Advanced configuration on page 163.

If you have any questions or comments about these changes, please use the feedback form at the bottom of this
page to get in touch with our documentation team. Refer to prior release notes for details about previous changes.

Resolved in thisrelease:

Fixed nested factsin Node Table. Nested facts now display correctly in the Node Table in Node | nventory.
Corrected error message. When running impact analysis on amodule repo, if the specified branch is missing, the
error message correctly refersto the repo as amodule, instead of a control repo.

Impact analysisrunscould fail in environments with proxies. We fixed an issue where impact analysis runs
triggered by webhooks would fail in environments with proxies that use OpenTelemetry tooling.

Security fixes. Thisrelease upgraded kur | - pr oxy to 1.86.2 to address CVE-2022-40674 and
CVE-2022-37434.
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Version 4.19.0
Released 4 October 2022.

New in thisrelease:

Improved impact analysis performance and removed redundant setting. Weimproved impact analysis
performance when cal culating impacted nodes. As aresult of this, we removed the Environments path setting
sinceit isno longer required to improve impact analysis performance. If you enabled this setting, this setting is
removed during the upgrade, and you do not need to take any additional steps.

Repository menu limited to 10 results. When adding repositories, the Repository dropdown menu shows a
maximum of 10 repositories, and you can type a repository name to refresh the results. In thisrelease, we added a
message to the dropdown menu clarifying the results limit.

Return to L ogin page from Forgot password page. We added a link back to the Login page from the For got
password page.

Improved error messages. We improved the error messages shown on the Har dwar e page when Continuous
Delivery for PE can't connect to the selected PE integration.

Documentation improvements. Beginning with 4.18.1, we've begun to make quality of life changesto the
Continuous Delivery for PE documentation. This primarily consists of reorganizing some pagesin amore logical
manner and renaming some pages with overly-long titles. Well roll out afew changes with each release and
enable redirects where necessary.

If you have any questions or comments about these changes, please use the feedback form at the bottom of this
page to get in touch with our documentation team.

No changes were included with 4.19.0. Refer to the 4.18.1 release notes for details about the latest changes.

Resolved in thisrelease:

Impact analysis queued indefinitely. We fixed an issue that sometimes caused impact analysis tasks to get stuck
in the queued state indefinitely.

Couldn't change ajob's har dwar e capabilities. We fixed an issue that prevented you from selecting or
deselecting Har dwar e capabilities when creating or editing jobs.

Browser -specific issues. We resolved a couple of error-handling issues that occurred in some browsers when
running Continuous Delivery for PE in Kubernetes.

« When editing workspace settings, the SSH key tab shows awarning if the workspace doesn't have an SSH key
and gives you the option to add one.

« When adding repositories, if webhook setup fails, you'll get a specific pop-up message, rather than a generic
error.

Linksto impact analysis documentation. In the Continuous Delivery for PE web Ul, afew links to impact

analysis documentation were broken. We've fixed those.

Incompletelist of Azure DevOps pr oj ects. When adding repositories from Azure DevOps Services, Continuous

Delivery for PE can now show an unlimited number of projects. Previously, there was a cap on the maximum

number of projects shown, and you would only hit the limit if you had access permission for a significant number

of projects.

Security fixes. This release upgraded kur | - pr oxy to 1.83.0 to address CV E-2021-22946, CV E-2022-22576,

CVE-2022-27781, and CVE-2022-27782.

Version 4.18.1
Released 27 September 2022.

New in thisrelease:

Documentation improvements. With this release, we're beginning to make quality of life changesto the
Continuous Delivery for PE documentation. This primarily consists of reorganizing some pagesin amore logical
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manner and renaming some pages with overly-long titles. Well roll out afew changes with each release and
enable redirects where necessary.

If you have any questions or comments about these changes, please use the feedback form at the bottom of this
page to get in touch with our documentation team.

Changes in this release include:

* Moved Key concepts on page 6 and the Getting started guide on page 13 under Welcome to
Continuous Delivery for Puppet Enterprise on page 5.

* Renamed Set up Continuous Ddlivery for PE to Install on page 126.

« Renamed Upgrading Continuous Delivery for PE to Upgrade on page 133.

« Moved Migrate 3.x datato 4.x on page 136 under Upgrade on page 133, since migration is part of the
upgrade process.

* Moved Analytics data collection on page 142 under Configure and integrate on page 141, which matches
the placement of a similar page in the PE documentation.

* Moved Review node inventory on page 224 further down in the table of contents.
Resolved in this release:

» GitLab integration configuration issue. Resolved an issue preventing users from configuring GitLab
integrationsto use HTTP or HTTPS for cloning.

Version 4.18.0

Released 8 September 2022.

New in this release:

« Java 17 upgrade. Thisrelease includes an upgrade to Java 17, which deprecated some VM args.

Important: If you are passing any custom JVM args, make sure these are compatible with Java 17.

Resolved in thisrelease:

* Impact analysis details page crashes. The impact analysis details page no longer crashes if thefilter set in the
URL does not exist.

Version 4.17.0
Released 11 August 2022.
Resolved in thisrelease:

* Impact analysisdetectsHiera . eyam files. Previously, impact analysis only detected changesin Hierafiles
with theyam extension. Impact analysis now also detects changes in Hierafileswith theeyani extension.

e Corrected a database issue with pipeline event data. We fixed an issue where triggering a pipeline caused
incorrect pipeline event data to be recorded in the database for all pipelines.

e Security fixes. Version 4.17.0 includes several fixes related to security, including:

e Upgraded pam ut i | s to address several CVEs.
» Fixesto address CVE-2022-31197, CVE-2022-30591, and CV E-2020-29587.

Version 4.16.1
Released 14 July 2022.
Resolved in this release:

e TheGroup user attribute wasn't respected when querying L DAP group membership. We fixed an issue
where Continuous Delivery for PE incorrectly assumed the Group user attribute value was the same as the user's
Distinguished name. This caused failure of group sync tasks and prevented deletion of LDAP group mappings.
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* You can delete LDAP group mappings after removing an LDAP configuration. Previoudly, if you removed
an LDAP configuration before removing the associated group mappings, the group mappings were orphaned and
impossible to delete.

Version 4.16.0
Released 12 July 2022.
New in thisrelease:

* You must manually update webhooks after changing the backend service endpoint. To prevent unexpected
and undesired changes to webhooks, Continuous Delivery for PE no longer automatically updates your configured
webhooks when you change the CD4PE_BACKEND_SERVI CE_ENDPQO NT. Instead, awarning message is
logged asking you to Update webhooks on page 153 manually through the web UI.

e Automatic prefix selection when thereis only one prefix available. If you use environment prefixes, when
you add a deployment stage to a pipeline and there is only one prefix option available, Continuous Delivery for
PE automatically selects that prefix. This enhancement resolves an issue where it was unclear that you needed to
select an option when there was only one possible choice.

e Minor Ul change. We removed the Gravatar icon from the job Details page.

Resolved in thisrelease:

* Multiple pipelines-as-code issues, including unchanged pipelines suddenly missing (entirely or partially),
unexpected duplicated pipelines, unfamiliar pipelines, or the Pipelines page loads very slowly. Webhooks
were causing pipelines-as-code to be rebuilt more often than necessary and retaining extra, unnecessary pipeline
data.

Important: If you experience any of the above issues, you need to forcefully reload your . cd4pe. yam file, as
explained in this Support article: Pipelines-as-code issuesin Continuous Delivery for PE 3.0.0 to 4.15.1.

Version 4.15.1
Released 14 June 2022.
Resolved in this release:

e TheSMTP port setting isno longer ignored if you enable TLS for your SMTP configuration.

Version 4.15.0
Released 7 June 2022.
New in thisrelease:

» (Experimental) Run impact analysis on fewer nodes. If an environment has alot of nodes, it might take along
time for impact analysisto run. It is possible to only analyze a subset of your total nodes, but there are tradeoffs.
We've described a process you could use to Run impact analysis on fewer nodes on page 197. If this feature
interests you, please et us know what you think.

« Improved source control integration field validation. When configuring GitLab, GitHub Enterprise, or
Bitbucket Server integrations, the field validations are more robust and provide more useful error messages.

Resolved in thisrelease:

e Pipelinerunstriggered by pull requests continue to respect PR gates after pipeline promotion. Previoudly,
promoting a pipeline that was triggered by a pull request could discard the PR event type association. This caused
any subsequent manual stage promotionsto ignore their respective PR gates, because the pipeline run incorrectly
appeared asiif it were triggered by a commit (instead of a PR). Now, pipelines triggered by PRs maintain their PR
event type association throughout the entire pipeline run, and manual pipeline promotions respect PR gates when
the pipelineis originaly triggered by a PR.
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Version 4.14.0
Released 5 May 2022.

Resolved in thisrelease:

Endpoints properly display errors. We fixed an issue where some endpoints couldn't correctly display errorsin
certain circumstances.

Jobsrunning longer than 20 minutes no longer fail with exit code 1. Lengthy jobs now continue running as
expected.

Deploying Continuous Delivery for PE to an OpenShift cluster resulted in pod failures. To prevent an error
where OpenShift can't find / sbi n/ nol ogi n, acopy of / usr/ shi n/ nol ogi nismadeto/ shi n/ nol ogi n
inthenew pam uti | s container.

Security fixes. Version 4.14.0 includes several fixes related to security, including:

» Fixesto address CVE-2022-0778, CVE-2022-1271, CVE-2022-1233, and CVE-2020-36518.
» Updated teams-ui webpack to v5 to address a security issue with a child dependency of v4.

Version 4.13.0
Released 5 April 2022.

New in thisrelease:

Improved proxy handling. Continuous Delivery for PE now uses relative, rather than absolute, lookup paths to
construct all URLsin the Ul. Previously, configuring a proxy required changing the Continuous Delivery for PE
service endpoint to avoid CORS errors. Thisimprovement is a more complete resolution to the fix included in
version 4.12.1.

Accessibility improvements. Version 4.13.0 introduces several improvements for accessibility in Continuous
Delivery for PE, including:

« Removed leading + symbols from some buttons, which could cause incongruity between the accessible name
and visible label.

« On the PE settings page, the icons to remove a protected environment and change a token's lifetime now have
tooltips correctly describing their functions.

e Theexit icon now has atooaltip.

* Onthe SSH key settings page, the M or e actionsicon now has a tooltip explaining the contents of the menu
associated with this button.

Resolved in thisrelease:

Fixed navigation for super userswithout workspace member ship. A super user who is not a member of any
workspace is directed to the root consol e after logging in. When a super user accesses aworkspace they are not a
member of, the navigation menu loads correctly.

Multi-node clustersdon't prevent draining nodes with Stateful Sets. We modified

PodDi st rupt i onBudget to allow multi-node Continuous Delivery for PE clustersto drain all but the last
node.

Security fixes. Version 4.13.0 includes several bug fixes related to security, including:

* Thekurl-proxy and minlO containers have the latest OS patches.

» Fixesthat address CVE-2021-43858 and CV E-2022-0839.

« Upgraded OpenTelemetry to upgrade a Commons-io dependency.

« Thebuild process removes test keys such as those |eft by the publ i ¢c- encr ypt package and Bolt
installation.

Version 4.12.1
Released 7 March 2022.

Resolved in thisrelease:
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» Fixed areverse proxy configuration issue that caused CORS errors when userstried to login.

Version 4.12.0
Released 2 March 2022.
Important: Puppet Application Manager (PAM) version 1.64.0 is now available. Toavoidafail ed to pul I :

depl oynent nmethod for chart vault has changed error, upgrade PAM to version 1.64.0 before
upgrading Continuous Déelivery for PE to version 4.12.0.

New in thisrelease:

e Secrets management in Continuous Delivery for PE. Y ou can add secrets to Continuous Delivery for PE jobs,
which jobs use while running. To learn more, go to Test Puppet code with jobs on page 185.

e Continuous Dédlivery for PE now supports Kubernetes 1.19 to 1.24. Kubernetes 1.17 and 1.18 are no longer
supported.

« Usability improvements. Version 4.12.0 introduces several improvements to the design and usability of
Continuous Delivery for PE, including:

« The Nodes page has improved button placement and text.

* The Nodes page has a new view selector that allows you to pick which view you want to see.
e Custom view names now become the page title when selected.

* You can edit an existing view or save anew view by clicking Save or Edit in the drop down.

Resolved in thisrelease:

» Fixed theimpact analysisfilter for failed nodes. This aso fixed the Compilation failureslink on the impact
analysis details view.
 Youcanuse. cd4pe. yam filesover 500 lineswith Bitbucket Server.

« TheDisable MinlO option isno longer available in standaloneinstalls. This option only appliesto HA
installs.

* Thisrelease contains fixes that address CV E-2021-43527.

Version 4.11.5
Released 22 February 2022.
Resolved in this release:

» Fixed an issue where running impact analysis against a Bitbucket Cloud control repository detected no changes.

Version 4.11.4

Note: Dueto an issue discovered after release, we retracted version 4.11.3.

Released 14 February 2022.
Resolved in thisrelease:

» Fixed an issue where you could not run Continuous Delivery for PE jobs without Docker hardware. Now,
non-Docker-based jobs run directly on the job runner machine.

e Thisversion's. ai r gap bundleincludes an updated version of puppet - dev-t ool s.

Version 4.11.2
Released 2 February 2022.
Resolved in this release:

» Fixed an issue where you could not add a control repo or module with Bitbucket Cloud.
» Thisrelease contains fixes that address CVE-2022-21724.
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Version 4.11.1
Released 20 January 2022.
Resolved in thisrelease:

» Installationsthat use alegacy or high availability (HA) architecture for Puppet Application Manager no longer
receiveaJob cd4pe-m grate-object-store is invalid error when upgrading to the 4.11.x series.

Version 4.11.0
Released 20 January 2022.
New in thisrelease:

e Compound filterson the Nodes page. Y ou can now build multi-element filters that use logical operators (and
and or) to answer complex queries about your nodes. For more information about creating and using compound
filters, go to Create filters to focus on specific node sets.

< Endpoint configuration clarified. When you Deploy Continuous Delivery for PE on page 130, you can use
aNodePort or an Ingress for your webhook and local container registry endpoints. Previously, the Ingress option
was only available if you had previously set it. Now, you can always choose from both options.

* Retrieveimpact analysis CSV filesthrough an API call. Y ou can now reach the
get | npact Anal ysi sCsvV1 endpoint from the Continuous Delivery for PE deployments module. This means
your custom deployment policies can use this endpoint to retrieve impact analysis CSV exports.

e Custom deployment policy logging. Y ou can add custom deployment events with message parametersto
your custom deployment policies. These appear as arbitrary 1og messages and, ultimately, on the web UI. This
facilitates debugging when creating custom deployment policies.

« Usability improvements. Version 4.11.0 introduces several improvements to the design and usability of
Continuous Délivery for PE, including:

« The ahility to search for nodes in the table by name on the Nodes page.
e Toimprovereliability of snapshot restores, PostgreSQL now initially listens on localhost during startup.

Resolved in this release:

e Improved impact analysisreport filtering, searching, and pagination. When an impact analysis report has
multiple pages, searching and filtering refreshes pagination.

« Export impact analysisreport functionality restored. From the web Ul, you can export CSV files of your
impact analysis reports again.

* Improved error handling when changing user email addr esses. Changing a user's email addressto the user's
existing email address no longer triggers an error. Attempting to change a user's email address to an email address
belonging to another user returns an error message explaining that another user is using this email address.

e SMTP"from" addressdefaultsto root account's email. If the Send emails from thisaddressfield is empty,
Continuous Delivery for PE now uses the email address associated with the root user.

e Impact analysis succeeds on GitHub repos with different repo and display names. Impact anaysis tasks are
now performed correctly on GitHub repositories where the repo name does not match the display name set in
Continuous Delivery for PE.

* TheContinuous Delivery for PE container restarts successfully. The database migration lock is now
automatically removed when the container stops, allowing for a successful restart without manually removing the
lock.

Version 4.10.5
Released 20 December 2021.
Resolved in thisrelease:

» Thisrelease upgrades the included version of Apache Log4j to 2.17.0.
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Version 4.10.4
Released 17 December 2021.
Resolved in thisrelease:

» Thisrelease upgrades the included version of Apache Log4j to 2.16.0.

Version 4.10.3

Released 10 December 2021.

Resolved in this release:

* Thisrelease contains fixes that address CV E-2021-44228.

Version 4.10.2
Released 9 December 2021.
Resolved in thisrelease:

*  When listing Bitbucket Server branches, the first result is no longer omitted from the list.

» Continuous Delivery for PE no longer attempts to set up SSH cloning for GitLab integrations unless explicitly
instructed to do so.

* You can now successfully re-add an integration to Bitbucket Server or to GitLab using SSH.

e Thevaueset for Global HTTP write timeout (seconds) in the Advanced configuration and tuning
section of the Config page in Puppet Application Manager is now also used as the value for the
CD4PE_MODULE_DEPLOY_READ Tl MEQUT environment variable in deployment tasks. The default valueis
120 seconds.

* Anissue with database connections has been resolved, and Continuous Delivery for PE now renders pages as
expected without requiring you to periodically restart the application.

Version 4.10.1
Released 11 November 2021.
Resolved in thisrelease:

* Regueststothe/ v1/ aut ht okens endpoint are now processed correctly.

Version 4.10.0
Released 9 November 2021.

Important:

Thisversion includes a security fix to Continuous Delivery for PE that requires new authentication tokens for al PE
integrations. As part of the upgrade process to version 4.10.0, Continuous Delivery for PE attempts to automatically
rotate the tokens for all your integrated PE instances. In cases where tokens can not be successfully rotated by the
software, you must complete the token rotation process manually.

After upgrading to version 4.10.0, go to the M essage Center in the Continuous Delivery for PE web Ul for a custom
report on the state of your PE tokens and instructions for performing any required manual steps.

Special note for usersof PE version 2021.x: The security update revokes all tokens assigned to the Continuous
Delivery user in version 2021.x. Y ou must regenerate and reconnect all PE tokens assigned to this user.

New in thisrelease:

e Environments path setting for impact analysis. To improve impact analysis performance for users with certain
PE configurations, anew Environments path setting is now available in the Impact analysis credentials section
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of each Puppet Enterprise instance's credentials. Users who have configured PE to use lockless deploys MUST
NOT set the environments path.

Resolved in thisrelease:

* PuppetDB queries are now modified in order to improve impact analysis performance.

e Support bundles are now analyzed correctly and do not throw errors. Upgrade to Puppet Application Manager
1.49.0 or a newer version to apply thisfix.

»  Support bundle collection now requires less memory for environments experiencing heavy usage.

e Cross-version Puppet Development Kit (PDK) dependencies are now included in Continuous Delivery for PE, so
PDK jobs no longer fail in offline (airgapped) environments.

Version 4.9.0
Released 8 September 2021.
New in thisrelease:

e Impact analysistasksrun in parallel on multiple PE instances. When an impact analysistask is triggered
to run on multiple PE instances, the task now runs simultaneously on each instance rather than waiting for one
instance to finish before starting on the next.

« Usability improvements. Version 4.9.0 introduces several improvements to the design and usability of
Continuous Délivery for PE, including:

e The Users page is updated with a cleaner, more streamlined design.
Resolved in this release:

e Clicking Documentation in the web Ul now correctly directs you to the 4.x documentation set.
*  When enabled, the HTTP health check for load balancers now operates as expected.

Version 4.8.2
Released 31 August 2021.

Important: You must upgrade to version 4.8.2 before installing Puppet Enterprise 2021.3 or 2019.8.8. Version 4.8.2
resolves a PuppetDB issue that prevented the generation of new fact charts on the Nodes page.

Resolved in thisrelease:

» |Issueswith the query service and the interaction between the Nodes page and PuppetDB are now resolved.

Version 4.8.1
Released 24 August 2021.
Resolved in thisrelease:

* Anendpoint that was accidentally removed in version 4.8.0 is now restored.

Version 4.8.0
Released 10 August 2021.
New in thisrelease:

« Configure snapshot timeouts. Y ou can now configure the length of time that Puppet Application Manager
spends attempting to back up Continuous Delivery for PE components when creating a snapshot. For more
information, go to Adjust the timeout period for snapshots on page 163.

Resolved in thisrelease:

* When impact analysis tasks are run on a compiler, the resulting report now shows the list of impacted nodes.
e Theingallation preflight check now correctly requires 50 GB of storage for Ceph.
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* You can now successfully restore Continuous Delivery for PE from a snapshot on legacy installations of Puppet
Application Manager.

Version 4.7.2
Released 26 July 2021.
Resolved in this release:

* Theweb Ul nolonger attempts to fetch remotely hosted fonts, and now loads correctly for installations in offline
(airgapped) environments.

» A bug caused database backupsin new installations of versions 4.7.0. and 4.7.1 to silently fail. New installations
of Continuous Dédlivery for PE now correctly back up and restore the contents of the PostgreSQL database.

» Usersrunning legacy installations of Puppet Application Manager version 1.44.1 can now successfully upgrade
from Continuous Déelivery for PE version 4.4.2 or older to the current version.

Version 4.7.1
Released 12 July 2021.
Resolved in thisrelease:

* TheLDAP group mappings list now displays up to 200 group mappings.
e |f multiple LDAP group mappings use the same LDAP group name and RBAC group name, you can now
successfully delete one group mapping without deleting all group mappings that share these names.

Version 4.7.0
Released 8 July 2021.
New in thisrelease:

« Fact charts. You can now see visual representations of Facter fact values on all nodes across the infrastructure
you've integrated with Continuous Delivery for PE. The new Fact charts section of each view on the Nodes page
displays the distribution of unique values across your inventory for your selected facts. We've included four fact
charts to get you started, and you can build custom fact charts for the facts that are relevant to your business goals.

« Usability improvements. Version 4.7.0 introduces several improvements to the design and usability of
Continuous Délivery for PE, including:

« Severa web Ul pages have been updated with a cleaner, more streamlined design.
» The Users page now shows the complete list (up to 1,000 users) of usersin aworkspace.

Resolved in this release:

* New Azure DevOps integrations can now be set up successfully.

e |If an empty (memberless) LDAP group map is added to Continuous Delivery for PE, other previously added
LDAP group maps now sync correctly.

* When anew workspace is created, jobs in that workspace now default to running on workspace hardware.
« Node filter results are now correctly returned for fact names that use dot notation.
« A changeto asaved view created by removing afilter can now be saved.

Version 4.6.1
Released 16 June 2021.
Resolved in thisrelease:

« Login attempts after upgrading to Continuous Delivery for PE 4.6.0 or higher with an older license no longer fail.

e Setting up an external PostgreSQL database no longer requires a separate configuration for the estate reporting
service. The estate reporting service now defaults to sharing the Continuous Delivery for PE database. For more
information, see Set up external PostgreSQL.
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Version 4.6.0
Released 3 June 2021.

New in thisrelease:

Promote permission. Previously, the permission to manually promote changes through pipeline stages was
included in the Edit permission for control repos and modules. The Promote permission is how separate from the
Edit permission, and you can grant or deny these permissions to groups as needed.

Note: The new Promote permission has been automatically assigned to any group that was assigned the Edit
permission on control repos or on modulesin versions prior to 4.6.0.

Set group permissions on a subset of control repos. You can now create groups that have permissions on only a
subset of the control reposin your workspace.

Export impact analysisdata. Y ou can now download the data generated by an impact analysistask. Click
Export on the impact analysis report page to generate a CSV file of the data.

LDAP group login filtering. Y ou now have the option to enable login filtering for your LDAP configuration. If
login filtering is turned on, only those LDAP users who are included in mapped LDAP groups are able to log into
Continuous Delivery for PE.

Increased default memory limits. In order to support higher out-of-the-box load, the default memory
configuration for Continuous Delivery for PE now uses higher default memory limits while starting with the same
base memory use.

Run multiple Puppet applications on the same cluster. Y ou can now run multiple supported applications
(currently Continuous Delivery for PE version 4.6.0 and newer, and Puppet Comply version 1.0.4 and newer) on
asingleinstance of Puppet Application Manager. Find more information in the Working with Puppet applications
section of the Puppet Application Manager documentation.

Usability improvements. Version 4.6.0 introduces several improvements to the design and usability of
Continuous Délivery for PE, including:

« Severa web Ul pages have been updated with a cleaner, more streamlined design.
e Improved error messaging when a webhook cannot be automatically set up for a newly added control repo or
module.

» Support bundles now note whether services are unavailable because the We're migrating an existing
Continuous Delivery for PE 3.x instance option is enabled.

» The certificate preflight check now accepts awildcard certificate as valid.

Resolved in thisrelease:

Custom deployment policies no longer require environment branches.

If aworkspace has no owner, the W or kspaces page in the root console now loads correctly so that you can
reassign the workspace to a new owner.

Information about global shared hardware is now correctly displayed when you navigate to the Har dwar e page in
the root console from the individual workspace's Har dwar e page.

Version 4.5.2
Released 11 May 2021.

Resolved in thisrelease:

If SAML isenabled for your Continuous Delivery for PE installation, aL og in using single sign-on option is now
shown on the login screen, and the pod no longer falls into arestart loop.

Docker runtime arguments are no longer passed if ajob previously run on workspace hardware is updated to run
on global shared hardware.

Version 4.5.1
Released 27 April 2021.
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Resolved in thisrelease:

* Thelinks provided in deployment approval emails now resolve correctly.

Version 4.5.0
Released 22 April 2021.

Important:

» Continuous Délivery for PE version 4.5.0 includes architectural changes that alter the paths of some page URLSs
and might break previously generated links to pull requests and other pagesin your source control.

e |f you usethe Bolt tasksincluded in the puppet | abs- cd4pe module, upgrade the module to version 3.1.0 in
your Bolt project.

e Optional. A new version of the platform admin console is available with support for full (instance-level)
snapshots. Learn more in the platform admin console release notes. If you'd like to use this feature to back up
Continuous Delivery for PE, upgrade to the latest version of the platform admin console.

New in thisrelease:

» Configurethe Bolt PCP read timeout period. To prevent job run timeouts caused by file sync delays, you can
now adjust the Bolt Puppet Communications Protocol (PCP) timeout period. Learn more in Adjust the timeout
period for jobs on page 164.

* Reduced resource requirementsfor high availability (HA) installations. Services that can run multiple replicas
now default to running on two replicasin an HA cluster rather than three. This change maintains the former level
of failure resistance while reducing resource requirements.

« Usability improvements. Version 4.5.0 introduces several improvements to the design and usability of the web
Ul and platform admin console, including:

« Digplay text on the Config page has been updated to clarify the purpose and operation of the optional and
advanced configuration sections.

Resolved in this release:

» The correct CA certificate is now passed to agents when switching between certificate generation methods and
redeploying the application.

» Graphs shown on the application dashboard in the platform admin console no longer double-count resource use
for pods using containerd.

Version 4.4.2
Released 13 April 2021.

Important: Version 4.4.2 includes several fixes that impact how Continuous Delivery for PE interacts with GitLab
repositories that use nested groups (also called subgroups). In order to take advantage of these fixes, you must delete
and re-add any control repos or modules in Continuous Delivery for PE created in version 4.4.1 or earlier that connect
to GitLab repositories that use nested groups.

Resolved in this release:

» Webhooks between Continuous Delivery for PE and GitL ab repositories that use nested groups now correctly
trigger pipeline runs.

« Linkson control repo and module details pages to GitLab repositories that use nested groups now resolve
correctly.

« When selecting a GitLab repository in the Continuous Delivery for PE web Ul, the list of resultsis now correctly
filtered by the selected organization or user.

Version 4.4.1
Released 29 March 2021.
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Resolved in thisrelease:

» Theimpact analysis details page for modules now appears as expected.

» The deployment details page for modules now appears as expected.

» Continuous Delivery for PE now interprets errors from Code Manager correctly, and impact analysis runs are no
longer impacted by parsing errors.

e Theversion4.4.1. ai r gap bundleincludes an updated version of puppet - dev-t ool s.

Version 4.4.0
Released 11 March 2021.
New in thisrelease:

« Saveand sharefavorite node table views. Y ou can now save the custom versions (views) of the node table that
you create by using filters and columns to zero in on the data that's most relevant to your work. When you've
created a view that you want to save and share with the members of your workspace, click Save view. You
can see alist of al saved views for your workspace, mark your personal favorites for quick access, and switch
between your favorite saved views from the Nodes page. For more information, see Save custom node table
views.

Note: If you're using an external PostgreSQL database with Continuous Delivery for PE, this new feature creates
the need to configure an estate reporting database. Find more information in Set up external PostgreSQL.

* Built-in user groupsfor new workspaces. Newly created workspaces now include three built-in user groups:
Administrators, Operators, and Viewers. See the Permissions reference for details on the permissionsincluded in
each built-in user group.

« Streamlined workflow for adding usersto a workspace. As part of the process of adding anew user to a
workspace, you are now prompted to assign the user to one or more user groups (either the new built-in user
groups or those you've created).

e Configurelogin attempt limits. You can now configure the number of unsuccessful login attempts that a user
can make on Continuous Delivery for PE before their account is locked, as well as the length of time the account
islocked and the length of time before the login attempt counter resets. For more information, see Configure login
attempt limits on page 165.

e OpenTelemetry. You now have the option to use OpenTelemetry to perform distributed tracing on your
Continuous Delivery for PE installation. OpenTelemetry configuration options are available on the Config pagein
the platform admin console.

Important: When using OpenTelemetry, you can choose to export the gathered data to your logs, to Jaeger
over gRPC, or viaOTLP. Be aware that if you choose the logging exporter option, the size of your Continuous
Delivery for PE logs increases significantly. OpenTelemetry data you collect is not shared with Puppet, except
in one specific case: if, while using the logging exporter, you generate and send a support bundle to Puppet, the
support bundle contains OpenTelemetry data for your installation.

« Preflight check improvements. Preflight checks now verify that schedulable CPU and memory capacity are
available for performing upgrades, and that the system is running Kubernetes version 1.17.0 or newer.

« Usability improvements. Version 4.4.0 introduces several improvements to the design and usability of the web
Ul and platform admin console, including:

« You'll nolonger see an option to reset your password on the login screen if LDAP is enabled for your
installation.
* A logout option is now available on the 403 error screen.

» The Config pagein the platform admin console has been streamlined in order to help you locate the
configuration settings relevant to your installation.

e Toimprove readability, the dashboard charts in the platform admin console displaying CPU usage and
memory usage now only show data for the top five pods.

Resolved in thisrelease:
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» Clicking on the M odules breadcrumb at the top of a modul€'s details page no longer resultsin a 404 error.
*  When you update your CA certificate in the platform admin console, the change now takes effect immediately.

« The option to set a PuppetDB connection timeout period has been added back to the Config page in the platform
admin console.

Version 4.3.3
Released 23 February 2021.
Resolved in thisrelease:

» Theintegration between Azure DevOps and Continuous Delivery for PE now works as expected.

« Continuous Delivery for PE now deploys correctly if the root account email address entered on the Config pagein
the platform admin console contains uppercase letters.

»  Ownership of aworkspace can now be successfully transferred to a new owner whose username contains
uppercase letters.

Version 4.3.2
Released 3 February 2021.
Note: Based on the results of ongoing internal testing along with feedback from users, we increased our

recommended minimum system resource requirements for Continuous Delivery for PE 4.x. See system requirements
for the current guidance.

New in thisrelease:

e List and filter your nodes by structured fact values. You can now add columns displaying structured fact
values in dot notation format (such as docker.Architecture, ec2_metadata.hostname, or loadaverages.15m) to your
node table. In addition, you now have the option to use the values within your structured facts when creating afact
value filter on the Nodes page.

Resolved in this release:

» Webhooks for GitLab repositories that exist in nested groups now correctly trigger pipelines.

» Webhooks for Bitbucket Cloud control repos and modules that were added to Continuous Delivery for PE
versions 4.2.0 and later now correctly trigger pipelines.

« Invalid characters are no longer present in the repository organization field for Bitbucket Cloud control repos, and
jobs now clone these repositories correctly.

e Unnecessary repeated The requested range i s not satisfiabl e errorsare nolonger includedin
the application log.
« Jobsincluded in pipeline stages no longer fail when attempting to download the control repo and job scripts.

Removed in this release:

» Support for Puppet Enterprise version 2018.1. PE 2018.1 reached the end of its support lifecycle on 31 January
2021.

Version 4.3.1

Due to an issue discovered after release, we retracted version 4.3.0. Version 4.3.1 is now thefirst version in the 4.3.x
series.

Released 26 January 2021.
Note: A new version of the platform admin console was released on 7 December 2020. Please review the release

notes and upgrade to the latest version of the platform admin console before upgrading Continuous Delivery for PE to
version 4.3.1.

New in thisrelease:
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e Support for Red Hat Enterprise Linux (RHEL) 8 and CentOS 8. Y ou can now run Continuous Delivery for
PE on RHEL version 8 and CentOS version 8.

e Ceph replacesMinl O for object storage. Continuous Delivery for PE 4.x now uses Ceph for object storage
instead of MinlO. New 4.3.1 installations use Ceph from the outset. For existing 4.x users, MinlO information is
migrated to Ceph for you as part of the upgrade to version 4.3.1. To support this change, Ceph replication statusis
now collected as part of the support bundle.

Note: For existing 4.x users, the data migration to Ceph may cause the 4.3.1 upgrade process to take in excess of
15 minutes. Monitor the progress of the data export phase of the migration by running kubect| | ogs j ob/
cd4pe- m grat e- obj ect-store-v2 -c export andwatching the logsfor a message similar to Done.
Downl oaded 12990574 bytes in 63.0 seconds, 201.22 KB/s. Next, monitor the dataimport
phase of the migration by running kubect| 1 ogs j ob/ cd4pe- ni gr at e- obj ect - st ore-v2 and
watching for amessage similar to Done. Upl oaded 12990574 bytes in 267.8 seconds, 47.37
KB/ s. When both the export and import phases are shown as done in the logs, the migration is complete.

« Default job timeout period increased. The default job timeout period is how 30 minutes. This change reduces
the chance that complex jobs time out before completion. See Adjust the timeout period for jobs on page 164 to
learn more.

e Usability improvements. Version 4.3.1 introduces several improvements to the design and usability of the web
Ul, including:

e The delete module icon is now correctly labeled.
« Control repo icons are displayed when selecting a custom deployment policy for a deployment.

Resolved in this release:

e Whenloggingin, users are now correctly directed to the last workspace they visited.

» Long branch names no longer overlap event status indicators in the Events area.

e Usersare now lesslikely to encounter Docker Hub rate limits.

» Theobject storage migration process is now more robust and issues found in version 4.3.0 have been resolved.

e |f animpact analysistask is canceled in a pipeline stage with the "any completed” auto-promotion criteria set, the
pipeline run now stops at the cancel ed stage and does not continue.

Security notice:

e CVE-2020-7946. Source control tokens were displayed in plain text when trace-level logging was enabled. This
issue has been resolved.

e CVE-2020-27218. An Eclipse Jetty vulnerability has been resolved.

e CVE-2020-29361, CVE-2020-29362, and CVE-2020-29363. The version of PostgreSQL included in Continuous
Delivery for PE has been upgraded to resolve CV E-2020-29361, CVE-2020-29362, and CV E-2020-29363.

Version 4.2.4
Released 17 December 2020.
Resolved in this release:

« Anissue with the webhooks for GitL ab-based modules that were first added to Continuous Delivery for PE
version 4.2.0 or newer has been resolved. Pipeline runs for these modules are now triggered correctly.

Version 4.2.3
Released 17 November 2020.
Resolved in thisrelease:

*  Webhooks now correctly trigger pipelines for GitLab repositories with names that include spaces or other unusual
characters.
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» The platform admin console now rate limits authentication attempts to prevent brute force attacks.

Note: Rate limiting does not currently apply to the Continuous Delivery for PE application web UI.

» Thisversion includes an upgrade of PostgreSQL to version 12.5.

Note: The upgrade causes PostgreSQL to restart. In most cases, the downtime is expected to last less than a
minute.

Version 4.2.2

Released 12 November 2020.

Resolved in this release:

e Impact analysis tasks on modules now manage prefixed environments correctly.

* Thisversion includes an update to Minl O that addresses critical issues.

Note: This upgrade causes the MinlO service to be temporarily unavailable. In most cases, the downtime only
lasts a few minutes.

Version 4.2.1
Released 5 November 2020.
Resolved in this release:

« Jobsno longer fail when triggered by pull requests from Bitbucket Cloud or Bitbucket Server repositories.

» TheBolt tasksincluded in the puppet | abs- cd4pe module version 3.0.1 and newer no longer fail with a
Connection reset by peer error when run against Continuous Delivery for PE version 4.x.

Important: You must upgrade the puppet | abs- cd4pe module to version 3.0.1 or later in order to useits
Bolt tasks.

Version 4.2.0
Released 3 November 2020.
New in thisrelease:

« Auvailable memory setting. A new setting on the Config page in the platform admin console lets you tune the
total memory available to the Continuous Déelivery for PE application. For more on the Memory available for
CD4PE setting, see Adjust available memory on page 163.

* Removal of harmful terminology. Documentation for this rel ease replaces the term “PE master” with “ PE
primary server,” and the term "master branch” with "main branch”. When adding a new control repo or module,
Continuous Delivery for PE now looks for a"main” branch instead of a"master" branch. These changes are part
of acompany-wide effort to remove harmful terminology from our products.

Resolved in thisrelease:

e Theeventua consistency deployment policy now runs more rapidly.

» Code Manager deployments triggered by Continuous Delivery for PE are now automatically retried if certain
transient failures occur.

» PostgreSQL logs no longer include errors from health checks.

« |f your workspace is connected to multiple PE instances with identically named nodes on each instance, the Nodes
page now correctly reports the details of all identically named nodes.

¢ Impact analysis tasks are now case-insensitive when processing resource names.

© 2024 Puppet, Inc., a Perforce company


https://puppet.com/blog/removing-harmful-terminology-from-our-products/

continuous-delivery | Release notes and known issues | 43

* The LDAP group user attribute setting is now correctly applied when querying LDAP groups that use a custom
attribute to identify members.

Important: If your installation previously used a group user attribute setting other than dn, you must set the
group user attribute to dn in the root console after upgrading to version 4.2.0. Failure to do this breaks your
installation’s ability to correctly perform LDAP group lookups.

Security notice:

e CVE-2020-25649. A j ackson- dat abi nd vulnerability has been resolved.
e CVE-2020-15250. A JUnit4 vulnerability has been resolved.
e CVE-2020-13956. An Apache HTTPClient vulnerability has been resolved.

e Sonatype-2020-0926. A security scanner may have detected a vulnerability in Continuous Delivery for PE
version 4.1.x. However, Continuous Delivery for PE does not exercise the vulnerable code path and is not
vulnerable.

Version 4.1.3
Released 15 October 2020.
Resolved in thisrelease:

« Jobs now run successfully on pull requests opened from forked copies of source control repositories. This fix
appliesto all supported source control providers except Bitbucket Cloud and Bitbucket Server, which do not
support pull requests from forks.

« Job logs are now shown correctly for al jobs run in a high availability environment.

¢ Continuous Delivery for PE no longer attempts to update webhooks on every startup if you have a backend URL
that does not end with atrailing slash, or if you've used the webhook update tool in the root console. Thisfix
means that GitHub and GitHub Enterprise no longer receive webhook payloadsin an invalid format.

» Network policies now no longer restrict egress, supporting deployment of Continuous Delivery for PE on clusters
that use tools such as Calico as a container network interface.

e You can now successfully enable TLS for the webhook proxy on port 8000. In offline installations, the local
registry is now exposed on port 9001 for job hardware agents. Reguests to these ports no longer time out.

Version 4.1.2
Released 8 October 2020.
Note: To upgradeto version 4.1.2 from version 4.0.1 or 4.0.0, you must first Upgrade Continuous Delivery for PE on

page 134 and then upgrade the platform admin console. Offline users, please see Upgrade Continuous Delivery for
PE offline on page 134.

Resolved in this release:

« |If your load balancer requires HTTP health checks, you can now opt into using Ingress settings that do not require
Server Name Indication (SNI) for / st at us. Enable this setting in the Customize endpoints section of the
Config tab in the platform admin console.

« Preflight checks for offline installations no longer hang with an | magePul | Backof f error oninitial setup.
» Long-running deployments and jobs no longer fail witha504 upstream request ti meout error.

Version 4.1.1
Released 29 September 2020.
Note: To upgradeto version 4.1.1, you must first Upgrade Continuous Delivery for PE on page 134 and then

upgrade the platform admin console. Offline users, please see Upgrade Continuous Delivery for PE offline on page
134.

© 2024 Puppet, Inc., a Perforce company



continuous-delivery | Release notes and known issues | 44

New in thisrelease:

Filter the Nodes page. Y ou can now apply custom filter combinations to your nodes table and zero in on the
node data that's most relevant to your work. Available filtersinclude fact value, most recent node change status,
operating system, PE server, node group, and no-op status.

Snapshots. Snapshots are point-in-time backups of your Continuous Delivery for PE deployment, which can
be used to roll back to a previous state. Y ou can create snapshots manually or set up a schedule to capture them
automatically. To get started, see Configure rollback snapshots.

A

Simplified port configuration for new installations. The webhook service now defaultsto HTTP on port 8000
and can be switched to HTTPS on the same port. In new offline installations, the local registry is exposed on
port 9001 for job hardware agents. No action is required for existing installations that use webhook or registry
hostnames; existing configurations work as they did previously.

CAUTION: Snapshots are a beta feature. As such, they may not be fully documented or work as
expected; please explore them at your own risk.

Resolved in thisrelease:

Snapshots now successfully save to Amazon S3. In order to save your snapshots to an Amazon S3 bucket, you
must upgrade the platform admin console to the latest version after upgrading to Continuous Delivery for PE
version 4.1.1. See Upgrade the platform admin console for instructions.

When exporting node table data, occasional failed queries to PuppetDB are now retried automatically, and no
longer result in afailed export.

Version 4.0.1
Released 14 September 2020.

Resolved in thisrelease:

The export functionality on the 4.x Nodes page now works correctly.

The container no longer hangs indefinitely in some circumstances after the host is rebooted.

Network security rules now restrict inter-service communications.

Local registry credentials are now stored as secrets.

Certificate validation preflight checks now correctly refer to the local registry during offline installations.

Version 4.0.0
Released 25 August 2020.

New in thisrelease:

New installer and administration platform. The new Continuous Delivery for PE 4.x platform introduces a
streamlined experience for installation, upgrades, license management, troubleshooting, and more. Use the new
platform admin console to configure, monitor, upgrade to new versionsin the 4.x series, back up, restore, and
deploy your Continuous Delivery for PE installation.

Migrateyour 3.x datato a4.x installation. To upgrade to the Continuous Delivery for PE 4.x seriesfrom a
version in the 3.x series, see Migrate 3.x datato 4.x on page 136.

Update webhooks. The new Webhookstool in the root console updates your source control webhooks to point
to the current installation. Use thistool as part of the 3.x to 4.x migration process, or any time you change the
location of your Continuous Delivery for PE installation.

Removed in this release:

Continuous Delivery agent on job hardware. Support for the Continuous Delivery agent was deprecated in
version 3.4.0. Puppet agent-based job hardware is still supported.

Support for external Amazon DynamoDB and MySQL databases. Support for external Amazon DynamoDB
and MySQL databases was deprecated in version 3.1.0.

© 2024 Puppet, Inc., a Perforce company



continuous-delivery | Release notes and known issues | 45

» Support for external object storage. The 4.x series replaces external Artifactory and Amazon S3 object storage
with a built-in highly available object storage system.

Continuous Delivery for PE known issues

These are the known issues for the Continuous Delivery for Puppet Enterprise (PE) 4.x release series.

New OAuth apps cannot be created in Azure for Continuous Delivery for PE

Asof April 2025, Microsoft has moved to using Entra ID to create Azure DevOps OA uth applications, which is not
supported by Continuous Delivery for PE. OAuth applications created prior to April 2025 continue to function.

Impact Analysis is unable to handle Rich Data in Puppet Enterprise 2023.8

When running against Puppet Enterprise 2023.8.1 and later, Impact Analysis reports resources with Rich Data
types (e.g., Deferred, Sensitive, etc.) as changed even when no changes have been made to those resources, dueto a
mismatch in data serialization formats. These false positives cause noisein the | A report, but can be ignored.

Multi-node Kubernetes clusters fail in 4.30.0

Incorrect access modes for anew PV C can cause Multi-Attach Error for Volume for users with multi-node
Kubernetes clusters when scaling up replicas or using a RollingUpdate strategy for upgrade. If you use multi-node
Kubernetes clusters, do not upgrade to 4.30.0.

Creating or editing a pipeline with deployments causes the deployments to stop running

Using the Continuous Delivery for PE 4.29.0 or 5.3.0 web Ul to create or edit a pipeline that contains a deployment
causes the pipeline to stop running its deployments. Jobs and Impact Analyses continue to work and pipelines
continue to run, but deployments are skipped. This does not affect pipelines that do not contain deployments,
pipelines managed with code, or versions of Continuous Delivery for PE prior to, or later than, 4.29.0 or 5.3.0.

Optional environment variables are not being passed to Docker containers

On the Jobs page, environment variables that are added to the Optional configuration section are unavailable in the
Docker container. To work around thisissue, add a secret to the job with the environment data you want to use. Y ou
can then reference the variable it creates to access your data.

A Puppet Enterprise (2023.4 or later) module is not compatible with Ruby 3.2

A module included with Puppet Enterprise 2023.4 or later is not compatible with Ruby 3.2. While this does not affect
Puppet Enterprise users, it can affect users integrating Continuous Delivery for Puppet Enterprise (PE) with these
versions of PE. If you are integrating Continuous Delivery for PE with Puppet Enterprise 2023.4 or later, install a
version of the module compatible with newer Ruby versions using the following command:

puppet nodul e upgrade puppet!| abs-cd4pe_j obs

Continuous Delivery for Puppet Enterprise (PE) fails when used with Puppet 8 (Puppet Enterprise
2023.4 or later)

Puppet 8 (included with Puppet Enterprise 2023.4 or later) has removed legacy facts by default. Continuous Delivery
for PE relies on the legacy fact oper at i ngsyst emin order to develop alist of systemsthat are available to be
used as job hardware. If you are running Continuous Delivery for PE 5.x with Puppet Enterprise 2023.4 or later, you
need to add the following to puppet . conf:

i ncl ude_I| egacy_f acts=true
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Users trying to login using SAML SSO could see a 405 Method Not Allowed

The SAML redirect URL changed in version 4.22.0 to: <YOUR CD4PE WEB Ul ENDPO NT>/ cd4pe/ sam -
aut h. Versions of Continuous Delivery for PE prior to 4.22.0 should continue to use: <YOUR CDAPE WEB Ul
ENDPQO NT>/ sani - aut h.

When upgrading Continuous Delivery for PE and Puppet Application Manager, you lose
connectivity to your cluster

The issue occurs either during or after an upgrade to Continuous Delivery for PE and Puppet Application Manager. In
each scenario you eventually lose connectivity to your clustersin Puppet Application Manager and Kubernetes. You
get errors that images are missing, but cont ai ner d and kubel et arerunning.

To address this issue, follow the instructions in this knowledge base article.

Installing on 4 CPUs can hang with the new cd4pe pod stuck in a "Pending" status

Standalone installations on systems with 4 CPUs have an issue where upgrades and configuration changes can hang
with the new cd4pe pod stuck in a"Pending” status.

To work around the issue temporarily delete anon-critical pod. For example, to delete the Prometheus pod use
kubect| delete pod -n nmonitoring -1 app. kubernetes.io/instance=k8s.

Once 4.22.0 is deployed, the best long term solution is to deselect Enable Vault in the Puppet Application Manager
(PAM) Ul under Advanced configuration and tuning. Vault is not used in Continuous Delivery for PE 4.22.0 and
freeing the resources it consumes allows 4 CPU installations to upgrade without this problem.

Upgrading to 4.12.0 can delete the cd4pe Ingress

In busier Kubernetes clusters, upgrading to Continuous Delivery for PE version 4.12.0 can delete the cd4pe Ingress.
If the application is unavailable after upgrading and kubect | get i ngress cd4pe returnsan empty list,
redeploy the deployed version to recreate the Ingress.

Impact analysis can require additional disk space

Impact analysis branches are not always pruned after impact analysis is complete. This creates orphaned
environmentsthat fill up the/ et c/ puppet | abs/ code/ envi r onment s directory on the PE primary server.
If you are experiencing storage capacity issues with impact analysis, increase the storage capacity onthe/ et c/
puppet | abs/ code/ envi r onnent s mount.

Impact analysis tasks fail when using the satel | i te_pe_t ool s module

Whenusingthesat el | i t e_pe_t ool s module with Continuous Delivery for PE, impact analysis tasks fail with
a"lnternal Server Error: org.jruby.exceptions. RuntineError: (Error) PuppetDB
not configured, please provide facts with your catal og request" eror. Thisissue
occurs because the API endpoint used to collect facts during impact analysis tasks errorsif thef act _t er mi nus
parameter issetto sat el | i t e or any value other than puppet db. Thisissueisresolved in the versions of Puppet
Server included in PE versions 2021.4 and 2019.8.9.

Impact analysis tasks fail when using Puppet Enterprise versions 2021.2 or 2019.8.7

Impact analysis failswith aR10K: : Modul e: : For ge cannot handl e option

‘defaul t _branch_override’ error. If you'reusing PE version 2021.2 or 2019.8.7, you must update the pe-
r 10k package by following the instructions in this Puppet Support article to continue to use impact analysis. After
you update the package, you can update to future versions of PE using the installer as normal.

Preflight check failure when using Puppet Application Manager versions 1.19 or 1.20

Puppet Application Manager versions 1.19 and 1.20 display an Anal yzer Fail ed: invalid anal yzer
error during the preflight checks when deploying a new version of Continuous Déelivery for PE. This error relatesto
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analyzers supported by version 1.24 and newer versions of the Puppet Application Manager. The error can be safely
ignored. To resolve the failure and take advantage of the new preflight checks, upgrade Puppet Application Manager
to the latest version.

Deployments might time out on node groups with complex rules

When using a built-in deployment policy other than the eventual consistency policy to deploy changes to anode
group with highly complex rules, the deployment times out in some cases.

A PE instance cannot be integrated if dns_al t _nanes is not set on the master certificate

If the Puppet master certificate for your PE instance does not have dns_al t _nanes configured, attempting to
integrate the instance with Continuous Delivery for PE failswithaWe coul d not successful ly validate
the provided credentials agai nst the Code Manager Servi ce error. The master certificate
must be regenerated before PE isintegrated with Continuous Delivery for PE. For instructions, see Regenerate master
certificates in the PE documentation.

Jobs fail when using chained SSL certificates on Windows

If you are using Continuous Delivery for PE with SSL configured to use chained certificates, attemptsto run jobs on
Windows job hardware fail.

Custom deployment policies aren't initially shown for new control repos

When your first action in anewly created control repo is to add a deployment to a pipeline, any custom deployment
policies stored in the control repo aren't shown as deployment policy options. To work around thisissue, click Built-
in deployment policies and then click Custom deployment policies to refresh the list of available policies.

Puppet Application Manager

Before you can begin using Continuous Delivery for PE, you must install Puppet Application Manager (PAM).
PAM is an administrative console that provides tools for managing Continuous Delivery for PE and other Puppet
applications.

Note: Puppet Application Manager was previously known as the platform admin consolein earlier versions of the
Continuous Delivery for PE documentation.

What does PAM do?

The PAM installation process sets up a managed Kubernetes cluster (or, if you prefer, adds PAM to your existing
cluster). Continuous Delivery for PE runs on this Kubernetes cluster, and PAM manages the cluster for you.

Inthe PAM UlI, you can configure Continuous Delivery for PE, monitor the cluster's activity, perform upgrades, and
back up your installation.

How do | use PAM to deploy Continuous Delivery for PE?

Once the cluster is ready, upload your Continuous Delivery for PE license and provide any needed configuration
details about your installation in the PAM Ul. Y ou can then deploy the latest version of Continuous Delivery for PE
with one click whenever you're ready.

* Welcome to Puppet Application Manager (PAM) on page 48
Puppet Application Manager is an administrative console where you can install, access, and manage your Puppet
applications. It is aso where you can go to access upgrades to new Puppet applications rel eases.
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» Architecture overview on page 62

Puppet Application Manager (PAM) runs on Kubernetes. We provide several supported configurations for different
use cases.

* PAM system requirements on page 66

You caninstall Puppet Application Manager (PAM) on a Puppet-supported cluster or add PAM to a customer-
supported cluster. Before installing PAM, ensure that your system meets these requirements.

e Component versionsin PAM releases on page 79

These tables show the versions of components included in recent Puppet Application Manager (PAM) rel eases.

e Install PAM on page 80

You can install Puppet-supported Puppet Application Manager on asingle node or in an HA configuration. Both
online and offlineinstall packages are available. You can aso install it on an existing Kubernetes cluster.

* Working with Puppet applications on page 101

You caninstall and upgrade Puppet applications using the Puppet Application Manager Ul.

« Maintenance and tuning on page 105

Follow these guidelines when you're tuning or performing maintenance on a node running Puppet Application
Manager (PAM).

e Upgrading PAM on a Puppet-supported cluster on page 106

Upgrade Puppet Application Manager (PAM) on a Puppet-supported cluster to take advantage of new features and
bug fixes, and to upgrade your cluster to the latest version of Kubernetes when oneis available.

¢ Upgrading PAM on a customer-supported cluster on page 110

Upgrade Puppet Application Manager (PAM) on your own Kubernetes cluster to take advantage of new features and
bug fixes.

» Backing up PAM using snapshots on page 112

Snapshots are point-in-time backups of your Puppet Application Manager (PAM) deployment, which can be used to
roll back to a previous state or restore your installation into a new cluster for disaster recovery.

* Migrating PAM datato a new system on page 114

By using a snapshot, you can migrate your datato a new Puppet Application Manager (PAM) instance.

« Disaster recovery with PAM on page 120

It isimportant to prepare your system and regularly capture full snapshots. This backs up your data and makes it
easier to restore your system if disaster recovery is needed.

e Troubleshooting PAM on page 121

Use this guide to troubleshoot issues with your Puppet Application Manager installation.

Related information

Deploy Continuous Delivery for PE on page 130

After installing Puppet Application Manager (PAM), specify your initial configuration setting and deploy Continuous
Delivery for Puppet Enterprise (PE) for the first time.

Deploy Continuous Delivery for PE offline on page 131
Use these instructionsto install Continuous Delivery for Puppet Enterprise (PE) in an airgapped or offline
environment where the Continuous Delivery for PE host server does not have direct access to the internet.

Welcome to Puppet Application Manager (PAM)

Puppet Application Manager is an administrative console where you can install, access, and manage your Puppet
applications. It is aso where you can go to access upgrades to new Puppet applications rel eases.

Useful links:
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Puppet Application Manager docslinks Other useful places
Before you install Docsfor related Puppet products
Release notes Continuous Delivery for PE
System requirements Comply
Install Puppet Application Manager Get support
PAM standalone online installation on page 90 Support
PAM standalone offline installation on page 93 Upgrade your support plan
PAM HA onlineinstallation on page 83 Share and contribute
PAM HA offlineinstallation on page 87 Engage with the Puppet community
Upgrading, disaster recovery, and troubleshooting Puppet Forge
Upgrading PAM on a Puppet-supported cluster on Open source projects from Puppet on GitHub
page 106 External resources
Backing up PAM using snapshots on page 112 Getting started with K ubernetes Off-The-Shelf
Disaster recovery with PAM on page 120 software (KOTS)
Troubleshooting PAM on page 121

PAM UI

The Puppet Application Manager (PAM) Ul provides administration functionality where you can access and manage
your Puppet applications.

PAM console menu

Use the console menu at the top of the Puppet Application Manager Ul to manage Puppet Application Manager itself.
It has three tabs of interest to us:

¢ Usethe Dashboard tab to:

e Manage your applications
e Seeversion history
»  Set application configuration settings
« Access support bundles for troubleshooting
¢ Managelicenses
e Viewfiles
« Configure registry settings
e Usethe Cluster Management tab to view current information on the nodes in your cluster. Y ou can also use this
tab to drain, and add nodes to your cluster.
¢ Usethe Snapshots tab to create point-in-time backups of your deployment, which can be used to roll back to
aprevious state, or restore your installation into anew cluster for disaster recovery. For more information, see
Backing up PAM using snapshots on page 112.

Y ou can also use the console menu to Add a new application and to log out of Puppet Application Manager.

Application monitoring graphs

When you have Prometheus installed, the Dashboard tab has an Application sub-tab that provides several simplified
graphs for tracking overall health of the system.

* Node CPU Usage (%) shows when hosts are getting overwhelmed (high % usage).
« Node Memory Usage (%) shows when hosts are reaching full memory capacity that may result in processes
being killed due to out-of-memory errors.
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* Node Available Storage (%) shows when hosts are running out of storage. At 15%, pods may start to be evicted
or reads/writes on databases are paused until more storage is made available.

* Volume Available Storage (%) shows when application persistent volumes are getting full (low %) that may lead
to problems with a particular application. Note that -

Note: As of the 30 June 2021 Puppet Application Manager release, the monitoring/Prometheus-K ubernetes pods
limit their storage use and are expected to never fall below 10% available storage.

Puppet Application Manager HA architectures include Prometheus and Grafana. Metrics about how the system is
working are sent to Prometheus, and can be displayed with Grafana. Grafana credentials are printed during install, or
can be retrieved later with the following command:

kubect! -n nonitoring get secret grafana-admin -0 go-tenplate="{{index .data
"admi n-user"| base64decode}}: {{index .data "adm n-password"| base64decode}}"’

Related information

Backing up PAM using snapshots on page 112
Snapshots are point-in-time backups of your Puppet Application Manager (PAM) deployment, which can be used to
roll back to a previous state or restore your installation into a new cluster for disaster recovery.

Release notes

PAM release notes
These are the new features, enhancements, resolved issues, and deprecations for Puppet Application Manager.

Restriction: Because kURL does not support upgrading more than two Kubernetes minor release versions at once, if
you're upgrading from an older version of PAM, you might need to follow a specific upgrade path to avoid failures.
For example, PAM version 1.80.0 uses Kubernetes version 1.21.x, so you can upgrade up to PAM 1.91.3 (Kubernetes
version 1.23.x), but not to PAM 1.94.0 (Kubernetes version 1.24.x). To determine the specific upgrade path for your
installation, please check the table of Kubernetes versions for each version of PAM.

4 March 2025 (Puppet Application Manager 1.112.4-r1)

Note: Customersusingthepam fi rewal | module must upgrade the moduleto version 1.0.5 prior to upgrading
PAM to 1.112.4-r1.

New in thisrelease:

« Component upgradesto address security issues. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

* kURL:v2025.02.14-0

e containerd: 1.7.25

* Fannd: 0.26.4

e Velero: 1.15.2

e Metrics Server: 0.7.2

e Prometheus: 0.80.0-69.2.0

e OpenEBS: 4.2.0

e MinlO: 2024-11-07T00-52-20Z

Resolved in this release:

e Thisrelease contains an updateto cont ai nerd 1. 7. 25, which resolves amemory leak.
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22 October 2024 (Puppet Application Manager 1.112.4)

Note: Customersusing thepam fi r ewal | module must upgrade the module to version 1.0.5 prior to upgrading
PAM to 1.112.4.

New in thisrelease:

« Kubernetesversion upgrade. For standalone and HA installations, this version includes an upgrade of
Kubernetesto version 1.30.5.

Important upgrade information: The upgrade process takes place on all nodes, upgrading Kubernetes to
version 1.30.5 on each. For athree-node cluster, you can expect the upgrade process to take around an hour.
Confirmations are required during the upgrade process.

Additionally, please keep in mind that KURL can only be upgraded two minor versions at atime on page 125.

e Component upgradesto address security issues. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS 11124

e KkURL: v2024.09.26-0

e containerd: 1.6.33

e Fannd: 0.25.6

« Project Contour: 1.30.0

e Velero: 1.14.0

e Metrics Server: 0.6.4

e ekco: 0.28.7

* Prometheus: 0.76.1-62.6.0
e Registry: 2.8.3

e OpenEBS: 4.1.0

e MinlO: 2024-08-26T 15-33-07Z
* Rook: 1.12.8

« Goldpinger: 3.10.0-6.2.0

23 July 2024 (Puppet Application Manager 1.110.0)

New in thisrelease:
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e Component upgradesto address security issues. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS: 1.110.0

»  kURL:v2024.07.02-0

e containerd: 1.6.32

* Fannd: 0.25.4

e Project Contour: 1.29.0

e Véero: 1.13.2

e Maetrics Server: 0.6.4

e ekco: 0.28.7

e Prometheus: 0.74.0-59.0.0
* Registry: 2.8.3

¢ OpenEBS: 4.0.0

e MinlO: 2024-05-10T01-41-38Z
« Rook: 1.12.8

» Goldpinger: 3.10.0-6.2.0

21 May 2024 (Puppet Application Manager 1.109.0)
New in thisrelease:

* Kubernetesversion upgrade. For standalone and HA installations, this version includes an upgrade of
Kubernetesto version 1.28.9.

Important upgrade information: The upgrade process takes place on al nodes, upgrading Kubernetes to
version 1.28.9 on each. For a three-node cluster, you can expect the upgrade process to take around an hour.
Confirmations are required during the upgrade process.

Additionally, please keep in mind that KURL can only be upgraded two minor versions at atime on page 125.

e Component upgradesto address security issues. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS: 1.109.0

* KkURL: v2024.05.03-0

e containerd: 1.6.31

¢ Fannd: 0.25.1

e Project Contour: 1.28.3

e Veero: 1.13.2

e Metrics Server: 0.6.4

e ekco: 0.28.6

» Prometheus: 0.73.1-58.1.1
* Registry: 2.8.3

e OpenEBS: 4.0.0

* MinlO: 2024-04-06T05-26-02Z
* Rook: 1.12.8

e Goldpinger: 3.10.0-6.2.0

26 March 2024 (Puppet Application Manager 1.108.0)

New in thisrelease:
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e Component upgradesto address security issues. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS: 1.108.0

»  kURL:v2024.02.23-0

e containerd: 1.6.28

* Fanne: 0.24.2

e Project Contour: 1.27.0

e Veero: 1.12.3

e Maetrics Server: 0.6.4

e ekco: 0.284

e Prometheus: 0.71.2-56.6.0
e OpenEBS: 3.10.0

* MinlO: 2024-02-17T01-15-57Z

13 February 2024 (Puppet Application Manager 1.107.0)
New in thisrelease:

e Component upgradesto address security issues. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS: 1.107.0

e KkURL:v2024.01.09-0

e containerd: 1.6.26

e Fannd: 0.24.0

* Project Contour: 1.27.0

e Registry: 2.8.3

e Vdero: 1.12.2

e ekco: 0.284

e Prometheus: 0.70.0-55.0.0
e OpenEBS: 3.10.0

* MinlO: 2024-01-01T16-36-33Z
* Rook: 1.12.8

7 November 2023 (Puppet Application Manager 1.103.3)
New in thisrelease:

« Kubernetesversion upgrade. For standalone and HA installations, this version includes an upgrade of
Kubernetesto version 1.28.2.

Important upgrade information: The upgrade process takes place on all nodes, and first upgrades Kubernetes
to version 1.27.6 before upgrading to version 1.28.2 on each. For athree-node cluster, you can expect the upgrade
process to take around an hour. Confirmations are required during the upgrade process.

Additionally, please keep in mind that KURL can only be upgraded two minor versions at a time on page 125.
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e Component upgradesto address security issues. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS: 1.103.3

» kURL:v2023.10.26-0

e containerd: 1.6.24

* Fannd: 0.22.3

e Project Contour: 1.26.1

* Registry: 2.8.3

* Vdero: 1.12.1

¢ OpenEBS: 3.9.0

e MinlO: 2023-10-16T04-13-43Z
¢ Rook: 1.12.6

26 September 2023 (Puppet Application Manager 1.102.2)
New in thisrelease:

e Migrated from Weaveto Flannel. Flannel has replaced Weave as the Kubernetes CNI on Puppet-supported
clusters, as Weave is no longer supported. The installation has additional interactive prompts to support this
change.

Important upgrade infor mation:

e |Pv6 and dua-stack networks are not supported on Flannel.
« Pod-to-pod networking now depends on UDP port 8472 being open instead of ports 6783 and 6784.

» Added a host preflight. Added a host preflight in the installer to stop installation if the installer detects the
presence of adefault REJECT rulein the FORWARD chain of iptables.

Important upgradeinformation: Thisisaknown issue with the Flannel installation. To check for a REJECT
rule in the FORWARD chain of iptables, run:

i ptabl es -vL FORWARD

If there are any REJECT rules, those rules must be removed prior to the upgrade. They can be restored afterwards.
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e Component upgradesto address security issues. This version upgrades the following:

Note: Before updating standalone installations, ensure there is at least 10GB of free spacein/ var / openebs to
alow for migration of MinlO in this release.

« KOTS: 1.102.2

» kURL:v2023.09.15-0

e containerd: 1.6.22

¢ Weave: REMOVED

e Flanne: 0.22.2

* Project Contour: 1.25.2
 Vdero: 1.11.1

e Kubernetes Metrics Server: 0.6.4
e ekco: 0.28.3

* Prometheus:; 0.68.0-51.0.0

¢ OpenEBS: 3.8.0

«  MinlO: 2023-09-04T19-57-37Z
e Rook: 1.12.3

Note: If you are using the firewall module to manage your PAM install, you must update it to version 1.0.4 to
support this PAM release.

18 July 2023 (Puppet Application Manager 1.100.3)
New in thisrelease:

* Kubernetesversion upgrade. For standalone and HA installations, this version includes an upgrade of
Kubernetesto version 1.26.6.

Important upgrade information: The upgrade process takes place on al nodes, and first upgrades Kubernetes
to version 1.25 before upgrading to version 1.26.6 on each. For athree-node cluster, you can expect the upgrade
process to take around an hour. Confirmations are required during the upgrade process.

Additionally, please keep in mind that KURL can only be upgraded two minor versions at atime on page 125.

e Component upgradesto address security issues. This version upgrades, adds, and removes the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS: 1.100.3

» kURL:v2023.06.27-0

e Prometheus: 0.65.2-46.8.0

¢ OpenEBS: 3.7.0

e MinlO: 2023-06-19T19-52-50Z
* Rook: 1.11.8

Note: If you are using the firewall module to manage your PAM install, you must update it to version 1.0.3 to
support this PAM release.

8 June 2023 (Puppet Application Manager 1.99.0)

New in thisrelease:
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e Component upgradesto address security issues. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS: 1.99.0

» kURL:v2023.05.22-0

e containerd: 1.6.21

¢ Weave: 2.8.1-20230417

e Project Contour: 1.25.0

* Registry: 2.8.2

e Vedero: 1.11.0

e ekco: 0.27.1

e Prometheus: 0.65.1-45.28.0
* OpenEBS: 3.6.0

e MinlO: 2023-05-18T00-05-36Z
* Rook: 1.11.5

e Goldpinger: 3.7.0-6.0.1

Note: For offline HA installs the Rook update in this release can cause significant downtime (around 4 hours)
while downloading additional files. It is possible to do some of this prior to upgrading Puppet Application
Manager from 1.97.0 to 1.99.0 to decrease the downtime.

25 April 2023 (Puppet Application Manager 1.97.0)
New in thisrelease:

e Component upgradesto address CVEs. To address various CVEs, this version includes an upgrade of
OpenEBS to version 3.5.0, an upgrade of kURL to v2023.04.11-0, an upgrade of containerd to 1.6.20, an upgrade
of Weave to version 2.8.1-20230324, an upgrade of Project Contour to version 1.24.3, an upgrade of ekco to
0.26.5, an upgrade of Velero to version 1.10.2, an upgrade of the Prometheus bundle to version 0.63.0-45.9.1, and
upgrade of Kubernetes Metrics Server to version 0.6.3, an upgrade of KOTS to 1.97.0, an upgrade of MinlO to
version 2023-03-24T21-41-23Z, and an upgrade of Goldpinger to 3.7.0-5.6.0.

Note: Before updating, ensure MinlO has 10GB of free space.

Deprecated in this release:

« force-reappl y- addons flag. Starting with Puppet Application Manager 1.97.0, thef or ce- r eappl y-
addons flag is deprecated and generates awarning on use. Thisflag is only required when upgrading to a Puppet
Application Manager version prior to 1.97.0.

28 February 2023 (Puppet Application Manager 1.94.0)
New in thisrelease:

* Kubernetesversion upgrade. For standalone and HA installations, this version includes an upgrade of
Kubernetesto version 1.24.10.

Important upgrade information: The upgrade process takes place on all nodes, and first upgrades Kubernetes
to version 1.24.10 on each. For athree-node cluster, you can expect the upgrade process to take around an hour.
Confirmations are required during the upgrade process.

Additionally, because kURL can only be upgraded two minor versions at atime on page 125, if you're on PAM
version 1.80.0 or earlier, you must upgrade to PAM 1.81.1 before upgrading to PAM 1.94.0.

» Thisrelease also includes component upgrades to address security issues and general bug fixes.
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10 January 2023 (Puppet Application Manager 1.91.3)
New in thisrelease:

e Component upgradesto address security issues and support RHEL 8.7. This version upgrades the following:

Note: Before updating, ensure MinlO has 10GB of free space.

« KOTS: 1913

e MinlO: 2022-10-20T00-55-09Z
¢ OpenEBS: 3.3.0

e Prometheus: 0.60.1-41.7.3

e ekco: 0.26.1

e Velero: 1.94

e Project Contour: 1.23.1

+ kURL:v2022.12.12-0

*  Weave: 2.8.1-20221122

« Goldpinger: 3.7.0-5.5.0

28 September 2022 (Puppet Application Manager 1.81.1)
New in thisrelease:

* Kubernetesversion upgrade. For standalone and HA installations, this version includes an upgrade of
Kubernetesto version 1.23.9.

Important upgrade information: The upgrade process takes place on all nodes, and first upgrades Kubernetes
to version 1.22 before upgrading to version 1.23.9. For a three-node cluster, you can expect the upgrade process to
take around an hour. Confirmations are required during the upgrade process.

Additionally, because kURL can only be upgraded two minor versions at atime on page 125, if you're
upgrading from PAM version 1.56.0 or earlier, you must upgrade to PAM 1.80.0 before upgrading to PAM 1.81.1.

For legacy installations, Kubernetes remains on version 1.19.15. If you're not sure which installation type you're
running, see How to determine your version of Puppet Application Manager.

16 August 2022 (Puppet Application Manager 1.80.0)
New in thisrelease:

e Component upgradesto address CVEs. To address various CVEs, this version upgrades containerd to 1.4.13,
KOTSto 1.80.0, ekco to 0.19.6, and Goldpinger to 3.5.1-5.2.0.

Resolved in this release:

« Fixed an issue where legacy encryption keys didn't load properly during snapshot restores.

2 August 2022 (Puppet Application Manager 1.76.2)
New in this relesse:

e Component upgradesto address CVEs. To address various CVEs, this version includes an upgrade of
OpenEBS to version 3.2.0, an upgrade of Weave to version 2.8.1-20220720, an upgrade of Project Contour to
version 1.21.1, and an upgrade of MinlO to version 2022-07-17T15-43-14Z.

Note: Before updating, ensure MinlO has 10GB of free space.

20 July 2022 (Puppet Application Manager 1.76.1)

New in thisrelease:
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e Support for Red Hat Enterprise Linux version 8.6. Beginning with version 1.76.1, PAM can be successfully
installed on systems running Red Hat Enterprise Linux version 8.6.

* Morelog dataisnow retained. To ensure that you and our Support team have the data you need in debugging
scenarios, the size of the pod logs has been increased from 10 files of 10MiB each to 10 files of 50MiB each. This
change increases the storage used in/ var / | og/ pods by 400MiB.

e Component upgradesto address CVEs. To address various CVEs, this version includes an upgrade of Velero to
version 1.9.0 and an upgrade of the Prometheus bundle to version 0.57.0-36.2.0.

e Other component upgrades. This version also includes an upgrade of Registry to version 2.8.1 and an upgrade of
MinlO to version 2022-07-06T20-29-49Z.

Note: Before updating, ensure MinlO has 10GB of free space.

Resolved in this release:

« Velero pods no longer get stuck in a pending state when creating a snapshot to be saved to internal storage on a
Puppet-supported cluster.

23 June 2022 (Puppet Application Manager 1.72.1)
New in thisrelease:

e Component upgradesto address CVEs. To address various CVEs, this version includes an upgrade of ekco to
version 0.19.2 and an upgrade of kURL to v2022.06.17-0.

26 May 2022 (Puppet Application Manager 1.70.1)
New in this relesse:

e Component upgradesto address CVEs. To address various CVEs, this version includes an upgrade of Project
Contour to version 1.21.0, an upgrade of Velero to version 1.8.1, and an upgrade of the Prometheus bundle to
version 0.56.2-35.2.0.

Resolved in thisrelease:

« Image garbage collection in Kubernetes install er-created clusters (embedded clusters) no longer removes images
outside of the application's dedicated registry namespace.

« The Deploy button is now present in newly updated versions after the configuration is updated from the
previously deployed version.

» Legends are now shown properly for the performance graphs on the dashboard.

12 April 2022 (Puppet Application Manager 1.68.0)
New in thisrelease:

« Ingtall a specific version of an application. When installing a Puppet application using the automated
installation method, you now have the option to specify the application's version by passing the - - app-
ver si on- | abel =<ver si on> flagtothekubect| kots i nstall command. For moreinformation, go
to Automate PAM and Puppet application online installations on page 95.

e Statusreporting improvements. The status reporting tools can now detect when an application is being
upgraded.

e Component upgradesto address CVEs. To address various CVEs in Envoy, this version includes an upgrade of
Project Contour to version 1.20.1.

e Other component upgrades. This version includes an upgrade of KOTS to version 1.68.0, which enables
Kubernetes audit event logging by default and adds a 1 GB storage requirement for / var / | og/ api server.

Resolved in thisrelease:

» During image garbage collection, images still in use by the cluster are no longer in danger of being deleted from
the private registry in a Kubernetes installer-created cluster.
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1 March 2022 (Puppet Application Manager 1.64.0)

Resolved in thisrelease:

Diffs are now shown correctly in the PAM UI.

The OpenSSL package is no longer a prerequisite for successful installation on newer Red Hat Enterprise Linux 7
systems.

Y ou can now successfully install Puppet Application Manager on Red Hat Enterprise Linux 8 systems without the
need to force-install the kurl-local audit-libslibrary.

17 February 2022 (Puppet Application Manager 1.62.0)

Important: Version 1.0.2 of the puppet | abs/ pam fi rewal | moduleisnow available. To avoid conflicts,
upgrade the modul e befor e upgrading Puppet Application Manager to version 1.62.0.

New in thisrelease:

Kuber netes version upgrade. For standalone and HA installations, this version includes an upgrade of
Kubernetesto version 1.21.8.

Important upgrade information: The upgrade process takes place on all nodes, and first upgrades Kubernetes
to version 1.20 before upgrading to version 1.21.8. For a three-node cluster, you can expect the upgrade process to
take around an hour. Confirmations are required during the upgrade process.

For legacy installations (installed before May 2021), this version includes an upgrade of Kubernetesto version
1.19.15.

Tip: SeeHow to determine your version of Puppet Application Manager if you're not sure which installation type
you're running.

Prometheus enabled on standalone ar chitecture. Beginning with version 1.62.0 Prometheus is enabled by
default on al new and existing standal one Puppet Application Manager installations. Prometheus requires

an additional 350m CPU and 500MiB of memory, so ensure your system is properly sized before upgrading.
Prometheusis an optional component; if you need to disable it to conserve resources, see Optional components on
page 124.

Automatic certificate rotation. By default, the self-signed certificates used by Project Contour and Envoy expire
after one year. This version includes an update that auto-rotates those certificates before they expire.

Component upgradesto address CVEs. To address various CVES, this version includes an upgrade of
containerd to version 1.4.12.

Other component upgrades. This version includes an upgrade of KOTS to version 1.62.0.

Deprecated in this release:

L egacy architecture. The legacy architecture, which was the version of Puppet Application Manager available
for installation prior to May 2021, is now deprecated. (See How to determine your version of Puppet Application
Manager if you need to confirm whether you're running the legacy architecture.) The legacy architecture utilizes
Rook 1.0, which isincompatible with Kubernetes version 1.20 and newer versions. Kubernetes version 1.19 is

no longer receiving security updates. Puppet will continue to update legacy architecture components other than
Kubernetes until 30 June 2022. If security advisories against Kubernetes 1.19 arise, the remediation path isto
migrate to one of the newer architectures by following the instructions in Migrating PAM data to a new system on
page 114.

Important: Before beginning the migration process from alegacy deployment you must upgrade to PAM version
1.62.0 withthef or ce- r eappl y- addons flag included in the upgrade command. Find upgrade instructions at
PAM legacy upgrades on page 109 and PAM offline legacy upgrades on page 109.

30 November 2021 (Puppet Application Manager 1.56.0)

Thisrelease includes an upgrade of KOTS to version 1.56.0, which adds the following improvements:
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* Improved support bundles: Adds an option to upload a support bundle directly from Puppet Application
Manager.
» Improved troubleshooting: Adds detailed information on failing pods to the Troubleshoot tab.

6 October 2021 (Puppet Application Manager 1.52.1)
New in thisrelease:

e Improved statuses. More granular status levels are now available from the Application tab.

e Component upgradesto address CVEs. To address various CVEs, this version includes an upgrade of
Kubernetesto 1.19.15.

e Other component upgrades. This version includes an upgrade of KOTS to version 1.52.1.
Resolved in this release:

» Generating a support bundle no longer results in unusualy high memory use.
« Preflight check logs post to info level for progress messages and to error level for error messages.

25 August 2021 (Puppet Application Manager 1.49.0)
New in thisrelease:

e Component upgradesto address CVEs. To address various CVEs, this version includes an upgrade of
Kubernetesto 1.19.13, an upgrade of Project Contour to 1.18.0, and an upgrade of Velero to 1.6.2.

» Goldpinger. High availability architectures now include Goldpinger, which aids the debugging of network issues.
e containerd upgrade. This version includes an upgrade of containerd to version 1.4.6, and removes the need to
usethef or ce- r eappl y- addons option when upgrading.

e Other component upgrades. This version includes an upgrade of KOTS to version 1.49.0, an upgrade of ekco to
0.11.0, an upgrade of Prometheus to 0.49.0, and an upgrade of Rook to 1.5.12.

30 June 2021 (Puppet Application Manager 1.44.1)
New in thisrelease:

» Certificate auto-rotation for standalone ar chitecture. Certificates are now automatically rotated for the
Kubernetes API and Puppet Application Manager Ul in the standal one architecture. With this change, certificate
auto-rotation is now supported in all Puppet Application Manager architectures.

« Rook upgrades. This version includes an upgrade of Rook in the high availability architectureto 1.5.11 and
the version of Rook in the legacy architecture to 1.0.4-14.2.21. These upgrades address a vulnerability in Ceph
components (CV E-2021-20288).

« Prometheus upgrade. This version includes an upgrade of Prometheus in the high availability and legacy
architectures to 0.48.1. Additionally, Prometheus disk usage is now limited in order to preserve the storage space
required for the usage charts on the Application tab.

e Other component upgrades. This version includes an upgrade of KOTS to version 1.44.1, an upgrade of Project
Contour to version 1.15.1, and an upgrade of Weave to version 2.8.1.

Resolved in this release:
*  Snapshots can now successfully use the Other S3-Compatible Storage option as the storage destination.
To apply this update, add the f or ce- r eappl y- addons option during upgrade. For example:

curl <url> | bash -s force-reappl y-addons

26 May 2021
New in thisrelease:
e runC. Theversion of runC has been upgraded to v1.0.0-rc95 to address CV E-2021-30465.
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Known issuesin this release:
* Running the KOTSinstaller withtheai r gap and kur | - regi st ry-i p flagsresultsin an error.

Asaworkaround (if you do not have any applications already installed in the cluster), delete the registry service,
recreate the registry service IP and then re-run the installation script with thekur | - r egi stry-i p flag.

10 May 2021 (Puppet Application Manager 1.40.0)
New in this relesse:

« Distinct architectures for standalone and high availability deployments of the Puppet Application Manager
platform. Standalone supports lower system requirements and resolves inherent flawsin using Ceph on asingle
node. High availability uses an updated version of Rook for faster, more reliable distributed storage.

Note: Itisnot possible currently to upgrade to these architectures from existing installations. However, migrating
applications between them is on the roadmap for a future release.

« The previous architecture is maintained as the legacy configuration. This version includes an upgrade of
Kubernetesto 1.19.10; this upgrade process upgrades through Kubernetes 1.18, and happens on all nodes. It can
take ~1 hour to do for a 3-node cluster, and requires confirmations during that period. It aso includes an upgrade
of Project Contour to version 1.14.1, adds Metrics Server 0.4.1, an upgrade of ekco to 0.10.1, and an upgrade of
Prometheusto 2.26.0.

For more information on legacy upgrades, see PAM legacy upgrades on page 109.

15 April 2021 (Puppet Application Manager 1.38.0)
New in thisrelease:

* Snapshots. Puppet Application Manager now supports full (instance-level) snapshots, which can be used for
application rollbacks and disaster recovery. For more information, see Backing up Puppet Application Manager
using snapshots.

e Component upgrades. This version includes an upgrade of KOTSto version 1.38.0.

17 February 2021 (Puppet Application Manager 1.29.3)
New in thisrelease:

e Support for Ubuntu 20.04. Y ou can how run Puppet Application Manager on Ubuntu 20.04.

e Component upgrades. This version includes an upgrade of Prometheus to version 2.22.1 and Prometheus
Operator to version 0.44.1, an upgrade of KOTSto version 1.29.3, an upgrade of Project Contour to version
1.12.0, and an upgrade of ekco to version 0.10.0.

3 February 2021 (Puppet Application Manager 1.29.2)
New in thisrelease:

e Component upgrades. This version includes an upgrade of KOTS to version 1.29.2, an upgrade of Project
Contour to version 1.11.0, and an upgrade of cont ai ner d to version 1.4.3.

Resolved in thisrelease:

e During their initial preflight checks, new installations now pull images successfully and no longer report a
Failed to pull inage error.

7 December 2020
New in thisrelease:

e Support for Red Hat Enterprise Linux (RHEL) 8 and CentOS 8. Y ou can now run Puppet Application
Manager on RHEL version 8 and CentOS version 8. To support this change, cont ai ner d isnow used
independently of Docker during the installation process.
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e Component upgrades. This version includes an upgrade of Kubernetes to version 1.17.13.

Related information

Upgrading PAM on a Puppet-supported cluster on page 106
Upgrade Puppet Application Manager (PAM) on a Puppet-supported cluster to take advantage of new features and
bug fixes, and to upgrade your cluster to the latest version of Kubernetes when oneis available.

Backing up PAM using snapshots on page 112
Snapshots are point-in-time backups of your Puppet Application Manager (PAM) deployment, which can be used to
roll back to a previous state or restore your installation into a new cluster for disaster recovery.

Known issues
These are the known issues for Puppet Application Manager (PAM).

Restarting a PAM node on v1.103.3, v1.107.0, and v1.108.0 does not successfully bring back up all
pods

A known Kubernetes issue impacts PAM versions v1.103.3, v1.107.0, and v1.108.0. Rebooting a node can result in
pods incorrectly changing phases, causing them to remain at states such as 0/1 Completed and 0/1 Error. This can
lead to pod crashloops and application outages. To work around this issue, delete the errant pods, which forces them
to restart. Check the pods afterwards to ensure they come up as “Running”. Thisissue isresolved in PAM version
1.109.0

PAM versions 1.72.1 and older cannot be installed on RHEL 8.6+ systems

A known issue in KURL prevents Puppet Application Manager versions 1.72.1 and older from successfully installing
on Red Hat Enterprise Linux (RHEL) version 8.6 and newer versions. To work around thisissue, install or upgrade to
Puppet Application Manager version 1.76.1 or a newer version, which support RHEL version 8.6.

Velero fails if network file system (NFS) snapshot storage is misconfigured

In Puppet Application Manager version 1.64.0 and newer versions, changes to the configuration of snapshot storage
on anetwork file system (NFS) is appended to Velero containers, rather than replaced. This meansthat if NFS
snapshot storage is misconfigured, attemptsto fix the configuration do not correct the problem. This issue manifests
asafailure of Velero to start up.

OpenSSL package required for newer RHEL 7 systems with PAM 1.62.0

Attempts to install Puppet Application Manager version 1.62.0 or older on newer Red Hat Enterprise Linux (RHEL) 7
systems fail unless the OpenSSL package is present on the system before installation. To work around this issue, run
yuminstall openssl andthenrerunthe PAM instalation script.

Package updates with yum or DNF fail after upgrading PAM

If you are unableto runyum updat e or dnf upgr ade after aPAM upgrade, run one of the following commands
to clean up atemporary module added by PAM:

yum nmodul e reset kurl .| ocal
or

dnf nodul e reset kurl .| ocal

Architecture overview

Puppet Application Manager (PAM) runs on Kubernetes. We provide several supported configurations for different
use Cases.
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PAM can run on Puppet-supported or customer-supported Kubernetes clusters. Due to potential variationsin the
architecture of customer-supported clusters, the architecture overview provided on this page assumes PAM is running
on Puppet-supported clusters. For more information on installing on a customer-supported Kubernetes cluster, see
Install Puppet applications using PAM on a customer-supported Kubernetes cluster on page 81.

Terminology
Throughout this documentation, we use afew terms to describe different roles nodes can take:

e Primary - A primary node runs core Kubernetes components (referred to as the Kubernetes control plane) as well
as application workloads. At least three primaries are required to support high availability for Puppet Application
Manager. These are also sometimes referred to as masters.

e Secondary - A secondary node runs application workloads. These are also sometimes referred to as workers.

Puppet Application Manager is built on the KOTS (Kubernetes off-the-Shelf) project, and we occasionally useits CLI
tools (kubect | , kot s) to manage the installation.

Standalone architecture

Standalone is optimized for limited resources, storing data directly on disk. If you need to remove optional
components like Prometheus and Grafana to decrease resource utilization, see Optional components on page 124.
While additional compute capacity can be added through secondary nodes, this does not provide increased resilience
asdatais only stored on the node where a component service runs.

For information on migrating data from standalone to HA deployments, see Migrating data between two systems with
different architectures on page 119.

HA architecture

A high availability (HA) architecture provides high availability for scheduling application services during failure
and uses Ceph for distributed storage in case of node failure. Individual applications may still experience some loss
of availability (up to 10 minutes) if individual services do not have replicas and need to be rescheduled. For more
information, see Reduce recovery time when a node fails on page 123. An HA implementation requires a cluster of
three primary nodes. Additional compute capacity can be added through secondary nodes.

The HA architecture installs Prometheus and Alertmanager. These are used to provide system monitoring in the
Puppet Application Manager Ul. Prometheus and Alertmanager are unauthenticated on ports 30900 and 30903,

and you are recommended to control access to these ports viafirewall rules. For information on how to remove

Prometheus and Alertmanager, see Optional components on page 124.

Puppet Application Manager architectures

The following diagram and lists outline some of the core components involved in standalone and HA architectures
and how they communicate. For a detailed list of ports used by Puppet Application Manager, refer to the Cluster port
requir ements sections of the PAM system requirements on page 66. For firewall information, refer to Web URL

and port requirements for firewalls on page 78.
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Network or
Application
Load Balancer

Control plane

Three primaries that can also
run application workloads.

'
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Linux Host

Puppet Application
Manager

A0
=0
EL,D

Network Load
Balancer
(Internal APls)
A

art 6443

—
Port 6443
_p |Manager

B Backplane
Admin TCP 2379/2380
Console UDP 8472
> TCP 10250

"I Applicatio M
Services

Ceph

—
Device or partition I ,

for Ceph o

Linux Host

Puppet Application

Applicatio r—]
Services
Ceph

—
Device or partition I ,

for Ceph o

Linux Host

Puppet Application

Port 6443

Applicatio
Services,
>

Workers

Secondaries can be
added later to add
capacity to the
cluster.

--4 iManager

Ceph

Applicatio Al
Services

—
Device or partition I ,

for Ceph o

Linux Host

Puppet Application

Liveson acluster within aLinux host.
The PAM application includes the admin console, application services, and PostgreSQL .

PAM communicates out of the Linux host to fetch updates.

Ul ports

The application Ul communicates on 80/443 to the Linux host.
The admin console HTTPS Ul communicates on 8800 to the Linux host.

Backplane and internal ports

Backplane portsinclude 8472 (UDP) and 10250 (TCP).
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Backplane ports can a so be used within a single host for inter-process communication.
These ports are only used within a single host for inter-process communication (Flannel): 8472 (UDP)

Additional default ports
30900: Prometheus Ul

30902: Grafana Ul
30903: Alertmanager Ul
HA cluster architecture

Control plane (primaries)
Multiple primaries that can also run application workloads.

Structured as clusters within Linux hosts with a device or partition for Ceph.

Each primary hosts PAM and can run application services in addition to supporting either PostgreSQL or the
admin console.

Workers (secondaries)
Can be added later to add capacity for running application workloads.

Structured as clusters within Linux hosts.

Network or Application Balancer
The balancer communicates out to the control plane (primaries) and workers (secondaries).

Receives admin console HTTPS Ul communication over 8800.

Receives application Ul communication over 80/443.

Network load balancer internal APIs communicate with primaries and secondaries over 6443.

To learn about setting up health checks for your load balancer, go to Load balancer health checks on page 105.

Backplane and internal ports
Backplane ports include 2379/2380 (TCP), 8472 (UDP), and 10250 (TCP).

Backplane ports can a so be used within a single host for inter-process communication.
These ports are only used within a single host for inter-process communication (Flannel): 8472 (UDP)

Additional default ports
30900: Prometheus Ul

30902: Grafana Ul
30903: Alertmanager Ul

UNSUPPORTED: Legacy architecture

Note: The legacy architecture utilizes Rook 1.0, which isincompatible with Kubernetes version 1.20 and newer
versions. Kubernetes version 1.19 is no longer receiving security updates. The legacy architecture reached the end of
its support lifecycle on 30 June 2022, and Puppet no longer updates legacy architecture components.

The Puppet Application Manager legacy architecture reflects an older configuration that used Ceph 1.0 which hosted
data directly on the file system. Installing the legacy architecture is no longer supported.

For information on upgrading to a newer version of the legacy architecture, see PAM legacy upgrades on page 109
and PAM offline legacy upgrades on page 109.

For information on migrating data from alegacy architecture to a standalone or HA architecture, go to our Support
Knowledge Base instructions:

« Migrate to asupported PAM architecture for Continuous Delivery for PE
« Migrate to asupported PAM architecture for Comply
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Related information

Reduce recovery time when a node fails on page 123
If anode running a non-replicated service like PostgreSQL fails, expect some service downtime.

Install Puppet applications using PAM on a customer-supported Kubernetes cluster on page 81
Use these instructionsto install Puppet Application Manager and any Puppet applications on an existing Kubernetes
cluster.

PAM legacy upgrades on page 109
The legacy architecture is no longer supported. However, if you have not yet migrated to a supported architecture,
you can use this method to upgrade Puppet Application Manager (PAM).

PAM offline legacy upgrades on page 109
The legacy architecture is no longer supported. However, if you have not yet migrated to a supported architecture,
you can use this method to upgrade Puppet Application Manager (PAM) on offline nodes.

Troubleshooting PAM on page 121
Use this guide to troubleshoot issues with your Puppet Application Manager installation.

PAM system requirements

You caninstall Puppet Application Manager (PAM) on a Puppet-supported cluster or add PAM to a customer-
supported cluster. Before installing PAM, ensure that your system meets these requirements.

Customer-supported cluster hardware requirements
The following Kubernetes distributions are supported:

» Google Kubernetes Engine
* AWS Elastic Kubernetes Service

If you use adifferent distribution, contact Puppet Support for more information on compatibility with PAM.

Application requirements:

Application CPU Memory | Storage | Ports
Continuous Delivery for Puppet 3CPU |8GB 280 GB | Ingress, NodePort 8000
Enterprise (PE)

Note: NodePort is configurable

Puppet Comply® 7CPU (7GB 35GB | Ingress, NodePort 30303

Note: NodePort is configurable
I

Make sure that your Kubernetes cluster meets the minimum reguirements:

e Kubernetes version 1.24-1.26.

» A default storage class that can be used for rel ocatabl e storage.

« A standard Ingress controller that supports websockets (we have tested with Project Contour and NGINX).
«  We-currently test and support Google Kubernetes Engine (GKE) clusters.

Cluster ports: In addition to the NodePorts used by your Puppet applications, make sure that TCP port 443 is open
for your ingress controller.
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Puppet-supported HA cluster hardware requirements

A high availability (HA) configuration uses multiple servers to provide availability in the event of a server failure.
A majority of servers must be available to preserve service availability. Below are suggested configurations for each
application.

Continuous Delivery for Puppet Enterprise (PE)

Three servers (referred to as primaries during installation) with the following minimum requirements:

CPU Memory | Storage Open ports
6CPU  [10GB  |100GB on an unformatted storage device. TCP: 80, 443, 2379,
. , 2380, 6443, 8000,
1GBfor/var /| og/ api server for Kubernetes audit logs. 8800, and 10250
An additional 140 GB for / var /| i b. You can use separate UDP: 8472

filesystemsif necessary, but it is not a requirement to do so. For your
reference, here is how the usage is roughly divided:

e 2GBfor/var/lib/etcd

e 10GBfor/var/1i b/ rook (plusbuffer)
e 32GBfor/var/lib/ kubel et

e 80GBfor/var/lib/containerd

Note: The storage backend prefers the file system inhabited by /
var/|i b/ rook toremain below 70% utilization.

SSDs (or similarly low-latency storage) are recommended for /
var/lib/etcdand/var/lib/rook.

Puppet Comply

Three servers (referred to as primaries during installation) with the following minimum requirements:
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CPU Memory | Storage Open ports
7CPU 0GB 100 GB on an unformatted storage device. TCP: 80, 443, 2379,
. , 2380, 6443, 8800,
1GBfor/var /1 og/ api server for Kubernetes audit logs. 10250, and 30303
An additional 140 GB for / var /| i b. You can use separate UDP: 8472

filesystems if necessary, but it is not a requirement to do so. For your
reference, hereis how the usage is roughly divided:

e 2GBfor/var/lib/etcd

« 10GBfor/var/1i b/ rook (plusbuffer)
e 32GBfor/var/li b/ kubel et

e 80GBfor/var/lib/containerd

Note: The storage backend prefers the file system inhabited by /
var/ | i b/ r ook toremain below 70% utilization.

SSDs (or similarly low-latency storage) are recommended for /
var/lib/etcdand/var/lib/rook.

Continuous Delivery for Puppet Enterprise (PE) and Puppet Comply

Three servers (referred to as primaries during installation) with the following minimum requirements:
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CPU Memory | Storage Open ports
8CPU  |13GB | 150 GB on an unformatted storage device. TCP: 80, 443, 2379,
. , 2380, 6443, 8000,
1GBfor/var /1 og/ api server for Kubernetes audit logs. 8800, 10250, and
An additional 140 GB for / var /| i b. You can use separate 30303
filesystems if necessary, but it is not a requirement to do so. For your UDP: 8472

reference, hereis how the usage is roughly divided:

e 2GBfor/var/lib/etcd

« 10GBfor/var/1i b/ rook (plusbuffer)
e 32GBfor/var/li b/ kubel et

e 80GBfor/var/lib/containerd

Note: The storage backend prefers the file system inhabited by /
var/ | i b/ r ook toremain below 70% utilization.

SSDs (or similarly low-latency storage) are recommended for /
var/lib/etcdand/var/lib/rook.

For adetailed example of an HA configuration running Continuous Delivery for PE and Puppet Comply, see Example
of an HA cluster that supports CDPE and Comply.

Networking requirements

Gigabit Ethernet (1GbE) and a latency of less than 10 milliseconds (ms) between cluster members is sufficient for
most deployments. For more information on networking for specific Puppet Application Manager components, see
the documentation for Ceph, and etcd.

Cluster port requirements

Puppet Application Manager (PAM) uses the following portsin an HA cluster architecture:

Category Port Protocol Purpose Source
Puppet application |443 TCP Web Ul Browser
ports Relies on Server

Name Indication to

route requeststo the

application.
Continuous 8000 TCP Webhook service Source control
Delivery for Puppet
Enterprise (PE)
ports
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Category Port Protocol Purpose Sour ce

Puppet Comply 30303 TCP Communication with | PE instance
ports Puppet Enterprise
(PE)

Platform ports 2379, 2380 TCP High availability etcd on the
(HA) communication | Kubernetes host.

Only needsto be
open between the
cluster's primary

nodes.

6443 TCP Kubernetes API Admin workstation

Might be useful
to expose to
workstations.

8472 UDP Kubernetes Kubernetes host
networking - Flannel

8800 TCP PAM Admin browser

9001 TCP Internal registry in Kubernetes host
offlineinstalls only.

Requires configuring
an Ingress to use this

port.

9090 TCP Rook CSI RBD Kubernetes host
Plugin Metrics

10250 TCP Kubernetes cluster Kubernetes host
management

Only communicates
in one direction,
from aprimary to
other primaries and
secondaries.

Additionally, these ports are configured by default: 30900 (Prometheus Ul), 30902 (Grafana Ul), and 30903
(Alertmanager Ul)

For Kubernetes-specific information, refer to Networking Requirements in the Kurl documentation.
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IP address range requirements

Important: Puppet Application Manager must be installed on nodes with static | P assignments because | P addresses
cannot be changed after installation.

Ensure that IP address ranges 10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 arelocally accessible. See Resolve IP address
range conflicts for instructions.

Note: The minimum size for CIDR blocks used by PAM are:

e /23 for pod and service CIDRs
» Default of / 22 isrecommended to support future expansion

Antivirus and antimalware considerations
Antivirus and antimalware software can impact PAM and its applications or prevent them from functioning properly.

To avoid issues, exclude the following directories from antivirus and antimalware tools that scan disk write
operations:

e /[var/lib/rook
e [var/lib/kubel et
e /[var/lib/containerd

Firewall modules

If you usethe puppet | abs/ firewal | moduleto manage your cluster's firewall rules with Puppet, be
advised that purging unknown rules from changes breaks Kubernetes communication. To avoid this, apply the
puppet | abs/ pam fi rewal | module beforeinstalling Puppet Application Manager.

If you've already installed PAM, apply the pam fi r ewal I module and then restart the kube- pr oxy serviceto
recreate its iptables rules by running the following on a primary:

systentt!l restart kubel et
kubect| -n kube-system del ete pod -1 k8s-app=kube- proxy
kubect| -n kube-flannel delete pod -1 app=flannel

For more information, see the PAM firewall module.

Supported operating systems

Puppet Application Manager and the applications it supports can be installed on these operating systems:

Operating system Supported versions
Amazon Linux 2
CentOS 7.4,75,76,7.7,7.8,7.9

8.0,81,82,83,84
Oracle Linux 7.4,75,76,7.7,7.8,7.9
8.0,81,82,83,84,85,86,87,88
Red Hat Enterprise Linux (RHEL) 7.4,75,76,7.7,7.8,7.9

8.0,8.1,82,83,84,85,86,87,88
9.0,91,9.2
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Operating system Supported versions
Rocky Linux 9.0,9.1,9.2
Ubuntu (General availability kernels) 18.04

20.04

22.04

Puppet-supported standalone hardware requirements
Here are the suggested configurations for standalone installations.

Continuous Delivery for Puppet Enterprise (PE)

CPU Memory Storage Open ports
4 CPU 8GB 220GB for/var/ | i b and/ var/ openebsThisis | TCP: 80, 443,
primarily divided among: 2379, 2380,

6443, 8000,

e 2GBfor/var/lib/etcd 8800, and 10250

e 32GBfor/var/li b/ kubel et
« 80GBfor/var/lib/containerd UDP: 8472
e 100GB for/ var/ openebs

Puppet Comply

CPU Memory Storage Open ports
7CPU 7GB 220GB for/var/liband/var/openebsThisis TCP: 80, 443,
primarily divided among: 2379, 2380,
« 2GBfor/var/libl/etcd 6443, 8800,
. 32GBfor/var/li bl kubel et §8§§2' and
e 80GBfor/var/lib/containerd
» 100GB for/ var/ openebs UDP: 8472

Cluster port requirements

Puppet Application Manager (PAM) uses the following portsin a standalone architecture:
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Category

Port

Pr otocol

Purpose

Source

Puppet application
ports

442

TCP

Web Ul

Relies on Server
Name Indication to
route requeststo the
application.

Browser

Continuous
Delivery for Puppet
Enterprise (PE)
ports

8000

TCP

Webhook service

Source control

Puppet Comply
ports

30303

TCP

Communication with
Puppet Enterprise

PE instance

Platform ports

6443

TCP

Kubernetes API

Might be useful
to expose to
workstations.

Admin workstation

8472

UDP

Kubernetes
networking - Flannel

Kubernetes host

8800

TCP

PAM

Admin browser

9001

TCP

Internal registry in
offlineinstalls only.

Requires configuring
an Ingress to use this
port.

Kubernetes host

10250

TCP

Kubernetes cluster
management

Only communicates
in one direction,
from aprimary to
other primaries and
secondaries.

Kubernetes host

Additionally, these ports are configured by default: 30900 (Prometheus Ul), 30902 (Grafana Ul), and 30903

(Alertmanager Ul)

For Kubernetes-specific information, refer to Networking Requirements in the Kurl documentation.

IP address range requirements

Important: Puppet Application Manager must be installed on nodes with static | P assignments because | P addresses
cannot be changed after installation.
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Ensure that IP addressranges 10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 arelocally accessible. See Resolve IP address
range conflicts for instructions.

Note: The minimum size for CIDR blocks used by PAM are:

e /24 for pod and service CIDRs
« Default of / 22 isrecommended to support future expansion

Antivirus and antimalware considerations
Antivirus and antimalware software can impact PAM and its applications or prevent them from functioning properly.

To avoid issues, exclude the following directories from antivirus and antimalware tools that scan disk write
operations:

e /var/openebs
« [var/libl/kubel et
e /[var/lib/containerd

Firewall modules

If you usethe puppet | abs/ firewal | moduleto manage your cluster's firewall rules with Puppet, be
advised that purging unknown rules from changes breaks Kubernetes communication. To avoid this, apply the
puppet | abs/ pam fi rewal | module beforeinstalling Puppet Application Manager.

If you've already installed PAM, apply thepam fi r ewal | module and then restart the kube- pr oxy serviceto
recreate its iptables rules by running the following on a primary:

systenct!| restart kubel et
kubect| -n kube-system del ete pod -1 k8s-app=kube- proxy
kubect! -n kube-flannel delete pod -I app=flannel

For more information, see the PAM firewall module.

Detailed hardware requirements
For additional compute capacity, you can horizontally scale HA and standal one architectures by adding secondary
nodes. During installation, only add secondaries after setting up all primaries.

Y ou can add secondaries to HA and standal one architectures; however in standal one architectures, secondaries do not
increase availability of the application, and data storage services are pinned to the host they start on and cannot be
moved.

Here are the baseline requirements to run cluster services on primaries and secondaries. Any Puppet applications
require additional resources on top of these requirements.
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Node type

CPU

Memory

Storage

Open ports

Primary

4 CPU

7GB

At least 50 GB on an unformatted storage devicein
addition to application-specific storage (below) for the
Ceph storage backend. This can be satisfied by multiple
devicesif more storage is needed later, but should be
balanced across primaries.

1GBfor/var/ | og/ api server for Kubernetes
audit logs.

An additional 140 GB for/ var/ | i b. You can

use separate filesystems if necessary, but it isnot a
requirement to do so. For your reference, hereis how the
usage is roughly divided:

e 2GBfor/var/lib/etcd

« 10GBfor/var/Ilib/rook (plusbuffer)

« 32GBfor/var/lib/ kubel et

e 80GBfor/var/lib/containerd

Note: Ceph storage backend prefers the file system
inhabited by / var / | i b/ r ook to remain below 70%
utilization.

SSDs (or similarly low-latency storage) are
recommended for/ var/ | i b/ etcdand/var/li b/
r ook.

Secondary

1CPU

1.5GB

1GBfor/var/ | og/ api server for Kubernetes
audit logs.

120 GB for/ var /1 i b. You can use separate
filesystemsif necessary, but it is not arequirement to do
so. For your reference, here is how the usage is roughly
divided:

o 32GBfor/var/lib/ kubel et

» 80GBfor/var/lib/containerd

TCP:

80, 443,
2379,2380,
6443, 8800,
and 10250

UDP: 8472
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Applications are composed of multiple smaller services, so you can divide CPU and memory requirements across
multiple servers. The listed ports can be accessed from all primaries and secondaries, but only need to be exposed on
nodes you include in your load balancer. Apply application-specific storage to all primary nodes.

Application-specific requirements:

Application CPU Memory Storage Ports
Continuous Delivery |3 CPU 8GB 50 GB 80, 443, 8000
for Puppet Enterprise

(PE)

Puppet Comply 7 CPU 7GB 50 GB 80, 443, 30303

The minimum recommended size for a secondary nodeis 4 CPU and 8 GB of memory to allow some scheduling
flexibility for individual services.

Example of an HA cluster capable of running Continuous Delivery for PE and Comply

An HA cluster capable of running both Continuous Delivery for Puppet Enterprise (PE) and Puppet Comply requires
10 CPU and 15 GB of application-specific memory in addition to per-node baselines. Y ou can create a cluster from
4 CPU, 8 GB nodes. Each primary uses all CPU and 7 GB of memory for cluster services, providing 0 CPU and 1
GB of memory for application workloads; each secondary uses 1 CPU and 1.5 GB of memory for cluster services,
providing 3 CPU and 6.5 GB of memory for application workloads. Create the cluster as follows:

e Three primaries provide an excess of 3 GB of memory for application workloads. Each primary must have 150
GB of storage in an unformatted, unpartitioned storage device for Ceph and 140 GB of storagefor / var/ | i b.

» Three secondaries provide an excess of 9 CPU and 19.5 GB of memory for application workloads. Each
secondary must have 120 GB of storagefor / var/ | i b.
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This diagram illustrates the suggested three-node configuration for a cluster
capable of running Continuous Delivery for Puppet Enterprise (PE) and Puppet
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Puppet Application Manager interacts with external web URLsfor avariety of installation, configuration, upgrade,
and deployment tasks. Puppet Application Manager uses the following web URLs for internal and outbound network

traffic.

Category

URLSs

Puppet Application Manager and platform

Container registries

Puppet Enterprise

* get.replicated.com

* registry.replicated.com

e proxy.replicated.com

e api.replicated.com

e k8skurl.sh

e kurl-sh.s3.amazonaws.com
e replicated.app

e registry-data.replicated.com

e gcr.io

e docker.io

e index.docker.io

e registry-1.docker.io

e auth.docker.io

e production.cloudflare.docker.com

e Quay.io

*  pup.pt

« forgeapi.puppet.com
e pm.puppetlabs.com
e amazonaws.com

¢ s3.amazonaws.com
« rubygems.org

For information about containers and firewalls, refer to the Networking Requirements in the Kurl documentation.
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Firewall modules

If you usethe puppet | abs/ firewal | moduleto manage your cluster's firewall rules with Puppet, be
advised that purging unknown rules from changes breaks Kubernetes communication. To avoid this, apply the
puppet | abs/ pam fi rewal | module beforeinstalling Puppet Application Manager.

If you've already installed PAM, apply thepam fi r ewal | module and then restart the kube- pr oxy serviceto
recreate its iptables rules by running the following on a primary:

systenctt!| restart kubel et
kubect| -n kube-system del ete pod -1 k8s-app=kube- proxy
kubect| -n kube-flannel delete pod -1 app=flannel

For more information, see the PAM firewall module.

Supported browsers
The following browsers are supported for use with the Puppet Application Manager Ul:

Browser Supported versions

Google Chrome Current version as of release
Mozilla Firefox Current version as of release
Microsoft Edge Current version as of release
Apple Safari Current version as of release

Component versions in PAM releases
These tables show the versions of componentsincluded in recent Puppet Application Manager (PAM) releases.

ComphePAM PAMPAMPAMPAM PAM PAMPAM PAM PAM PAM PAM PAM PAM PAM PAMPAMPAMPAM
1.1124412141101010901081D1071010318B102210018399.01..97.01.94.(1.91.3..81.11.80.(1.76.21.76.11.72.11.70.11.68)0
rl

Kubefnge4l.30.9.28.9.28.9.28.21.28.21.28.21.26.61.26.6..24.1024.1024.1023.9.23.9.21.8.21.8.21.8.21.8..21.8.21{8
KOT8.11214112141100109D1081D107D1031B10212100199.0.97.(1.94.(1..91.3.81.1.80.(1.76.11.76.11.72.11.70.11..68)0
kURLv2025/2024:dD 2600 2 a5 DS AR 228 AN 77 A1) 228 0 25 A6 237 4 25 a8 213 A 276 20 200 A 222 A8 TR AP 220 R B 7 AB 3002 08-0

Weald/ N/ N/ N/ N/ N/ N REMQSERGBMXBMRTBIIRBARIP-RPHRPPRPF/2( 2.8.1 2.8.1
A A A A A A A

Flann@l26.4.25.0.25.0.25.0.24.D.24.0.22.0.22.2N/ N/ N/ N/ N/ N/ N/ N N N N N/
AA A A A A A A A A A A

Projedt30.0..30.0..29.01..28.3.27.01.27.0..26.11..25.2..25.0.25.0.24.3.24.0.23.1.22.(4.21.1.21.1.21.(4..21.4..21.A.20{1
Contour

Regish$.32.8.32.8.32.8328328328328228228228128128128128128128127127.127.1

Promé&tBeL® 6% 23052 G (074, 166 GI6R (BB OiGh (E5 AR 28462 Shus0 A0VER THESY, AR, PHE0, ARG 20560 23004 7.1.1
bundle

contaih@érd3.6.33.6.32..6.311.6.28.6.26.6.241.6.22.6.211.6.211.6.20.5.111.4.13.4.13.4.13.4.12 412,412 412 4. 12
Velerh.15.2.14.0.13.2.13.2.12.3.12.2.12.1.11.11.11.0.11.0.10.2.951941.9.119.01.9019.01.81 181 1.6.
ekco 0.28.70.28.70.28.70.28.8.28.4.28.4.28.3.28.3.27.10.27.1.26.9.26.3.26.1.20.1.19.9.19.D.19.2.19.D.16.®.16{0
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CompahighPAM PAM PAM PAM PAM PAM PAM PAM PAM PAM PAM PAM PAM PAM PAM PAMPAM PAMPAM
1.112141211100D10901081D107101031B10221001399.1.97.(1.94.(1.91.3.81.11.80.A1.76.2.76.11.72.11.70.11.68)0
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Metrics

Server
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OpenER® 4.1.04.0.0 4.0.0 3.10.(8.10.(8.9.03.8.03.7.03.6.03.5.0 3.3.03.3.0 3.2.03.2.0 3.2.0 2.6.0 2.6.0 2.6.0 2.6.0

(Sandalone

only)

Looking up component versions

To view alist of the component versionsincluded in your current version of PAM, run the following:
kubect| get installer -o jsonpath="{.itens[].spec}" |jq

Y ou can find more information about the current PAM version's component versions by navigating to the website
appropriate to your installation type:

« HA installations. https://kurl.sh/puppet-application-manager
» Standaloneinstallations: https://kurl.sh/puppet-application-manager-standalone

Install PAM

Y ou can install Puppet-supported Puppet Application Manager on a single node or in an HA configuration. Both
online and offline install packages are available. Y ou can also install it on an existing Kubernetes cluster.

Refer to the Architecture overview on page 62 for guidance on choosing which Puppet-supported Kubernetes
cluster configuration is most appropriate for your needs.

Important: The Puppet-supported Puppet Application Manager cluster brings its own container runtime as part of
the KURL installation.

» Do not install acontainer runtime from your operating system (OS) vendor or third-party.
« Do not install PAM on anode that has previously hosted a container runtime from your OS vendor or third-party.

Installing a different container runtime on anode, even if you installed and removed the packages before you installed
PAM, causes failures that persist even after you've uninstalled the runtime.

For information on installing Puppet Application Manager on an existing Kubernetes cluster, see Install Puppet
applications using PAM on a customer-supported Kubernetes cluster on page 81.

» Install Puppet applications using PAM on a customer-supported Kubernetes cluster on page 81

Use these instructionsto install Puppet Application Manager and any Puppet applications on an existing Kubernetes
cluster.

« PAM HA online installation on page 83

The Puppet Application Manager (PAM) installation process creates a Kubernetes cluster for you and walks you
through installing your Puppet application on the cluster.
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* PAM HA offline installation on page 87

Use these instructionsto install Puppet Application Manager (PAM) in an air-gapped or offline environment where
the Puppet Application Manager host server does not have direct access to the internet.

* PAM standalone online installation on page 90

The Puppet Application Manager (PAM) installation process sets up the application manager (with asimple
Kubernetesinstallation for container orchestration) for you and installs the application on the single-node cluster.
« PAM standalone offline installation on page 93

Use these instructionsto install Puppet Application Manager (PAM) in an offline environment where the Puppet
Application Manager host server does not have direct access to the internet.

« Automate PAM and Puppet application online installations on page 95

During afresh online installation of Puppet Application Manager (PAM) and a Puppet application, you have the
option to configure the software automatically rather than completing the installation script interview.

* Automate PAM and Puppet application offline installations on page 97

During afresh offline installation of Puppet Application Manager (PAM) and a Puppet application, you have the
option to configure the software automatically rather than completing the installation script interview.

e Uninstall PAM on page 101

Different uninstall procedures are required for Puppet-supported and customer-supported clusters

Related information

Architecture overview on page 62
Puppet Application Manager (PAM) runs on Kubernetes. We provide several supported configurations for different
use Cases.

Install Puppet applications using PAM on a customer-supported Kubernetes cluster

Use these instructions to install Puppet Application Manager and any Puppet applications on an existing Kubernetes
cluster.

Before you begin

1. If you haven't already done so, install kubectl.
2. Puppet Application Manager is expected to work on any certified Kubernetes distribution that meets the following
reguirements. We validated and support:

» Google Kubernetes Engine
* AWSElastic Kubernetes Service

If you use a different distribution, contact Puppet Support for more information on compatibility with PAM.
3. Make sure your Kubernetes cluster meets the minimum requirements:

* Kubernetes version 1.24-1.26.

» A default storage class that can be used for relocatable storage.

» A standard Ingress controller that supports websockets (we have tested with Project Contour and NGINX).
*  Wecurrently test and support Google Kubernetes Engine (GKE) clusters.

Note: If you'reusing self-signed certificates on your Ingress controller, you must ensure that your job
hardware nodes trust the certificates. Additionally, all nodes that use Continuous Delivery for PE webhooks must
trust the certificates, or SSL checking must be disabled on these nodes.

Important: If you areinstalling Puppet Comply on Puppet Application Manager, the ingress controller must
be configured to allow request payloads of up to 32 MB. Ingress controllers used by Amazon EK'S commonly
default to a1 MB maximum — this causes all report submissions to fail.

The ingress must have a generous limit for total connection time. Setting the connection timeouttoi nfi nity in
conjunction with an idle timeout is recommended.
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If you are setting up Puppet Application Manager behind a proxy server, the installer supports proxies configured
viaHTTP_PROXY/HTTPS_PROXY/NO_PROXY environment variables.

Restriction: Using a proxy to connect to external version control systemsis currently not supported.

Installation takes several (mostly hands-off) minutes to complete.

1

Install the KOTS (Kubernetes off-the-shelf software) plugin on aworkstation that has kubectl access to the
cluster. Your kubectl configuration must have sufficient privilegesto create cluster-level roles and permissions:

curl https://kots.iol/install | bash

If you are performing an offline install, ensure the required images are available in alocal registry.
a) Download the release assets matching the CLI version using the following command:

curl -LO https://github.com replicatedhqg/kots/rel eases/ downl oad/ v
$(kubect!| kots version | head -nl | cut -d" ' -f3)/kotsadmtar. gz

b) Extract theimages and push them into a private registry. Registry credentials provided in this step must have
push access. These credentials are not stored anywhere or reused later.

kubect| kots adm n-consol e push-imges ./kotsadmtar. gz
<private.registry. host>/ puppet-applicati on-manager \

--regi stry-username <rw usernane> \

--regi stry-password <rw password>

¢) Install Puppet Application Manager using images pushed in the previous step. Registry credentials provided
in this step only need to have read access, and they are stored in a Kubernetes secret in the current namespace.
These credentials are used to pull the images.

kubect| kots install puppet-application-manager \
- - kot sadm nanespace puppet -appli cati on-manager \
--kotsadmregistry <private.registry. host> \
--regi stry-usernane <ro-usernane> \

--regi stry-password <ro-password>

Note: If you are setting up Puppet Application Manager behind a proxy server, add the - - copy- pr oxy-
env flag to this command to copy the proxy-related environment values from your environment.

d) You can use similar commands to upload images from the application bundle to your registry to continue to
use read-only access when pulling images. Use the same registry hamespace (puppet - appl i cati on-
manager ) to pull application images.

kubect| kots adm n-consol e push-i nmages ./<application-rel ease>. ai rgap
<private.registry. host>/ puppet - appl i cati on- manager \

--registry-usernane <rw usernane> \

--regi stry-password <rw password>

To perform an online install of Puppet Application Manager on your cluster, run the following commands from a
workstation that has kubectl access to the cluster.

kubect| kots install puppet-application-manager --nanmespace <target
namespace>

Thisinstalls Puppet Application Manager on the cluster and sets up a port forward on the Cluster|P.
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4. Navigatetohttp://1 ocal host: 8800 and follow the promptsto be guided through the process of uploading
alicense for the application, configuring alocal registry (for offline installs), checking to make sure your
infrastructure meets system requirements, and configuring the application.

Note: If you are performing an offline install, download the application bundle and provide it when prompted.

Tip: Clusterslike GKE often restrict ports to 30000-32767. The webhook for Continuous Delivery for PE
defaults to port 8000. To update this port to something in the allowed range, when configuring the application, use
the following steps:

a. On the Puppet Application Manager Dashboar d page, under Config > Optional configuration, select View
optionsfor using a proxy or external load balancer.

b. Enter anew value for Webhook service port.

5. To configure your installation further, click Config. On this tab, you can configure a public hostname, root user,
and other settings. These are written as Kubernetes secrets in the deployment manifests. For information on how
to configure your application, see the documentation for that application:

» Configure Continuous Delivery for PE in an online environment
» Configure Comply in an online environment

6. To use cert-manager, in the Customize endpoints section, select | have cert manager and in the annotations
section, add yours. For example:

kuber netes. i o/ingress. class: nginx
cert-manager.io/cluster-issuer: |etsencrypt-prod

7. When you are happy with your configuration, click Save config to deploy the application.

Follow the instructions for configuring and deploying your Puppet applications on Puppet Application Manager. For
general information, go to Install applications viathe PAM Ul on page 102.

For more information on installing Continuous Delivery for PE online, see Install Continuous Delivery for PE.
For more information on installing Comply online, see Install Comply online.

Related information

Upgrade PAM on a customer-supported online cluster on page 110
Upgrading Puppet Application Manager (PAM) on a customer-supported online Kubernetes cluster can be done with
a single command.

Upgrade PAM on a customer-supported offline cluster on page 111
Upgrading Puppet Application Manager (PAM) on a customer-supported offline Kubernetes cluster requires afew
simple kubectl commands.

PAM HA online installation

The Puppet Application Manager (PAM) installation process creates a Kubernetes cluster for you and walks you
through installing your Puppet application on the cluster.

Before you begin

1. Review the Puppet Application Manager system requirements.
2. Notethat Swap is not supported for use with this version of Puppet Application Manager (PAM). The installation
script attempts to disable Swap if it is enabled.
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3. (Optiona) If necessary, prepare additional steps related to SELinux and Firewalld:

The PAM ingtallation script disables SELinux and Firewalld by default. If you want to keep SELinux enabled,
appendthe-s preserve-sel i nux-confi g switchtothe PAM install command. This may require
additional configuration to adapt SELinux policy to the installation.

If you want to keep Firewalld enabled:

a. Make sure Firewalld isinstalled on your system.

b. To prevent the installation from disabling Firewalld, provide a patch file to the PAM install command using
-s installer-spec-fil e=patch. yam ,wherepat ch. yam isthe name of your patch file. For
reference, here's an example patch file that enables Firewalld during installation, startsthe serviceif itisn't
running, and adds rules to open relevant ports:

api Version: cluster.kurl.sh/vlbetal
kind: Installer
nmet adat a:
nane: patch
spec:
firewal | dConfi g:
firewal | d: enabl ed

command: ["/bin/bash", "-c"]
args: ["echo 'net.ipv4.ip_forward = 1' | tee -a /etc/sysctl.conf &&
sysctl -p"]
firewal | dOmds:
- ["--permanent", "--zone=trusted", "--add-interface=flannel.1"]
- ["--zone=external", "--add-nmasquerade"]
# SSH port
- ["--permanent", "--zone=public", "--add-port=22/tcp"]
# HTTPS port
- ["--permanent", "--zone=public", "--add-port=443/tcp"]
# Kubernetes etcd port
- ["--permanent”, "--zone=public", "--add-port=2379-2830/tcp"]
# Kubernetes APl port
- ["--permanent", "--zone=public", "--add-port=6443/tcp"]
# Fl annel Net port
- ["--permanent", "--zone=public", "--add-port=8472/udp"]
# CDAPE Webhook cal | back port (uncomment |ine below if needed)
# - ["--permanent"”, "--zone=public", "--add-port=8000/tcp"]
# KOTS U port
- ["--permanent", "--zone=public", "--add-port=8800/tcp"]
# CDAPE Local registry port (offline only, uncoment |ine belowif
needed)
# - ["--permanent”, "--zone=public", "--add-port=9001/tcp"]

# Kuber netes conponent ports (kubel et, kube-schedul er, kube-
controller)
- ["--permanent", "--zone=public", "--add-port=10250-10252/tcp"]
# Reload firewall rules
- ["--rel oad"]
bypassFi rewal | dWarni ng: true
di sabl eFirewal I d: fal se
har dFai | OnFirewal | d: fal se
preserveConfig: false

4. Ensurethat IP addressranges10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 arelocally accessible. See Resolve IP
address range conflicts on page 122 for instructions.
Note: The minimum size for CIDR blocks used by Puppet Application Manager are:

« Standalone - /24 for pod and service CIDRs
e HA -/23for pod and service CIDRs
« Default of /22 is recommended to support future expansion
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5. If you are setting up Puppet Application Manager behind a proxy server, the installer supports proxies configured
viaHTTP_PROXY/HTTPS_PROXY/NO_PROXY environment variables.

Restriction: Using a proxy to connect to external version control systemsis currently not supported.

6. Set all nodes used in your HA implementation to the UTC timezone.

7. If youusethepuppet| abs/firewal | moduleto manage your cluster's firewall rules with Puppet, be
advised that purging unknown rules from changes breaks K ubernetes communication. To avoid this, apply the
puppet | abs/ pam fi rewal | module before installing Puppet Application Manager.

Thisinstallation process results in a Puppet Application Manager instance that is configured for high availability.
Installation takes several minutes (mostly hands-off) to complete.

For more context about HA components and structure, refer to the HA ar chitectur e section of the Architecture
overview on page 62.

1. Ingtall and configure aload balancer (or two if you want to segment internal and external traffic - for more
information, see Architecture overview on page 62). Round-robin load balancing is sufficient. For an HA
cluster, the following is required:

« A network (L4, TCP) load balancer for port 6443 across primary nodes. Thisisrequired for Kubernetes
components to continue operating in the event that a node fails. The port is only accessed by the Kubernetes
nodes and any adminsusing kubect | .

¢ A network (L4, TCP) or application (L7, HTTP/S) load balancer for ports 80, and 443 across all primaries and
secondaries. This maintains access to applications in event of anode failure. Include 8800 if you want external
access to the Puppet Application Manager Ul.

Note: Include port 8000 for webhook callbacks if you are installing Continuous Delivery for PE.
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2. From the command line of your first primary node, run the installation script:

curl -sSL https://k8s.kurl.sh/puppet-application-nmanager | sudo bash

Tip: If you'reinstalling Puppet Application Manager behind a proxy server, using sudo might cause the
installation to fail. Try running the command as root and replace sudo bash with bash.

Note: An unformatted, unpartitioned storage device is required.

By default this installation automatically uses devices (under / dev) matching the pattern vd[ b- z] . Attach a
device to each host. Only devices that match the pattern, and are unformatted, are used.

If necessary, you can override this pattern by providing a patch during installation; append-s i nstal | er -
spec-fil e=pat ch. yan totheinstalation command.

api Version: cluster.kurl.sh/vlbetal
kind: Installer
nmet adat a:
nane: patch
spec:
r ook:
bl ockDevi ceFilter: "sd[b-z]"

a) When prompted for aload balancer address, enter the address of the DNS entry for your load balancer.

b) The installation script prints the address and password (only shown once, so make careful note of it) for Puppet
Application Manager:

Kot sadm http://<PUPPET APPLI CATI ON MANAGER ADDRESS>: 8800
Login with password (will not be shown again): <PASSWORD>

Note: If you lose this password or wish to change it, see Reset the PAM password on page 122 for
instructions.

¢) Whentheinstallation script is complete, runbash -1 toreload the shell.

Tip: If theinstallation script fails, run the following and upload the results to the Puppet Support team:
kubect| support-bundle https://kots.io
If you're installing as the root user, run the command directly:

/usr/ 1 ocal /bin/kubect!| - support _bundle https://kots.io

3. Add two additional primary nodes to the installation by following the instructionsin the install script:

To add MASTER nodes to this installation, run the followi ng script on your
ot her nodes:

curl -sSL

htt ps://k8s. kurl . sh/ puppet - appl i cati on- manager - unst abl e/ j oi n. sh

| sudo bash -s kubernetes-naster-address=...

If you want to keep SELinux enabled, appendthe-s preserve-sel i nux- confi g switch to theinstall
command.

4. Add the two new nodesto your load balancer.
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5. Navigate to the Puppet Application Manager Ul using the address provided by the installation script (ht t p: //
<PUPPET APPLI CATI ON MANAGER ADDRESS>: 8800) and follow the prompts.
The Puppet Application Manager Ul is where you manage Puppet applications. You'll be guided through the
process of setting up SSL certificates, uploading alicense, and checking to make sure your infrastructure meets
application system requirements.

Follow the instructions for configuring and deploying your Puppet applications on Puppet Application Manager. For
more information, see Install applications viathe PAM Ul on page 102.

For more information on installing Continuous Delivery for PE online, see Install Continuous Delivery for PE.
For more information on installing Comply online, see Install Comply online.

Related information

Reset the PAM password on page 122

As part of the installation process, Puppet Application Manager (PAM) generates a password for you. Y ou can update
this password to one of your choosing after installation.

PAM system requirements on page 66
You caninstall Puppet Application Manager (PAM) on a Puppet-supported cluster or add PAM to a customer-
supported cluster. Before installing PAM, ensure that your system meets these requirements.

Resolve | P address range conflicts on page 122
When installing Puppet Application Manager, IP addressranges 10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 must not be
used by other nodes on the local network.

Architecture overview on page 62
Puppet Application Manager (PAM) runs on Kubernetes. We provide several supported configurations for different
USe cases.

Using sudo behind a proxy server on page 125

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM
behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to ther oot user and running the command without sudo.

PAM HA offline installation

Use theseinstructionsto install Puppet Application Manager (PAM) in an air-gapped or offline environment where
the Puppet Application Manager host server does not have direct access to the internet.

Before you begin

1. Review the Puppet Application Manager system requirements.

2. Notethat Swap is not supported for use with this version of Puppet Application Manager (PAM). Theinstallation
script attempts to disable Swap if it is enabled.

3. (Optional) If necessary, prepare additional steps related to SELinux and Firewalld:

The PAM installation script disables SELinux and Firewalld by default. If you want to keep SELinux enabled,
appendthe- s preserve-sel i nux- confi g switchto the PAM install command. This may require
additional configuration to adapt SELinux policy to the installation.

If you want to keep Firewalld enabled:

a. Makesure Firewalld isinstalled on your system.

b. To prevent the installation from disabling Firewalld, provide a patch file to the PAM install command using
-s installer-spec-fil e=patch. yam ,wherepat ch. yam isthe name of your patch file. For
reference, here's an example patch file that enables Firewalld during installation, startsthe serviceif it isn't
running, and adds rules to open relevant ports:

api Version: cluster. kurl.sh/vlbetal
kind: Installer
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met adat a:
nane: patch
spec:
firewall dConfi g:
firewal I d: enabled

command: ["/bin/bash", "-c"]
args: ["echo '"net.ipvd.ip forward = 1' | tee -a /etc/sysctl.conf &&
sysctl -p"]
firewal |l dCnds:
- ["--permanent”, "--zone=trusted", "--add-interface=flannel.1"]
- ["--zone=external", "--add-masquerade"]
# SSH port
- ["--permanent"”, "--zone=public", "--add-port=22/tcp"]
# HITPS port
- ["--permanent”, "--zone=public", "--add-port=443/tcp"]
# Kubernetes etcd port
- ["--permanent", "--zone=public", "--add-port=2379-2830/tcp"]
# Kubernetes APl port
- ["--permanent"”, "--zone=public", "--add-port=6443/tcp"]
# Fl annel Net port
- ["--permanent”, "--zone=public", "--add-port=8472/udp"]
# CDAPE Webhook cal | back port (uncomrent |ine below if needed)
# - ["--permanent”, "--zone=public", "--add-port=8000/tcp"]
# KOTS U port
- ["--permanent"”, "--zone=public", "--add-port=8800/tcp"]
# CDAPE Local registry port (offline only, uncoment |ine belowif
needed)
# - ["--permanent”, "--zone=public", "--add-port=9001/tcp"]

# Kuber net es conponent ports (kubel et, kube-schedul er, kube-
controller)
- ["--permanent", "--zone=public", "--add-port=10250-10252/tcp"]
# Reload firewall rules
- ["--rel oad"]
bypassFi rewal | dWarni ng: true
di sabl eFirewal | d: fal se
hardFai | OnFirewal | d: fal se
preserveConfig: false

4. Ensurethat IP addressranges10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 arelocally accessible. See Resolve IP
address range conflicts on page 122 for instructions.

Note: The minimum size for CIDR blocks used by Puppet Application Manager are:

e Standalone- /24 for pod and service CIDRs
e HA -/23for pod and service CIDRs
» Default of /22 is recommended to support future expansion

5. Ensure that the nodes can resolve their own hostnames, through either local host mapping or areachable DNS
server.

6. Set all nodes used in your HA implementation to the UTC timezone.

7. If youusethepuppet| abs/firewal I moduleto manage your cluster's firewall rules with Puppet, be
advised that purging unknown rules from changes breaks Kubernetes communication. To avoid this, apply the
puppet | abs/ pam fi rewal | module before installing Puppet Application Manager.

8. If you'rerestoring a backup from a previous cluster, make sure you includethekur | -r egi st ry-

i p=<YOUR_| P_ADDRESS> installation option. For more information, see Migrating PAM datato a new system
on page 114.

Thisinstallation process results in a basic Puppet Application Manager instance that is configured for optional high
availability. Installation takes several minutes (mostly hands-off) to complete.

For more context about HA components and structure, refer to the HA ar chitectur e section of the Architecture
overview on page 62.
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1. Ingtall and configure aload balancer (or two if you want to segment internal and external traffic - for more
information, see Architecture overview on page 62). Round-robin load balancing is sufficient. For an HA
cluster, the following is required:

* A network (L4, TCP) load balancer for port 6443 across primary nodes. Thisisrequired for Kubernetes
components to continue operating in the event that a node fails. The port is only accessed by the Kubernetes
nodes and any adminsusing kubect | .

e A network (L4, TCP) or application (L7, HTTP/S) load balancer for ports 80, and 443 across all primaries and
secondaries. This maintains access to applicationsin event of a node failure. Include 8800 if you want external
access to the Puppet Application Manager Ul.

Note: Include port 8000 for webhook callbacksif you are installing Continuous Delivery for PE.

2. From aworkstation with internet access, download the cluster installation bundle (note that this bundle is ~4GB):

htt ps://k8s. kurl . sh/ bundl e/ puppet - appl i cati on- manager.tar. gz

3. Copy theinstallation bundle to your primary and secondary nodes and unpack it:

tar xzf puppet-application-nanager.tar.gz

4. Run theinstallation command:

cat install.sh | sudo bash -s airgap

Note: An unformatted, unpartitioned storage device is required.

By default thisinstallation automatically uses devices (under / dev) matching the pattern vd[ b- z] . Attach a
device to each host. Only devices that match the pattern, and are unformatted, are used.

If necessary, you can override this pattern by providing a patch during installation; append-s i nstal | er -
spec-fil e=pat ch. yanl totheinstalation command.

api Version: cluster.kurl.sh/vlbetal
kind: Installer
net adat a:
nane: patch
spec:
r ook:
bl ockDevi ceFilter: "sd[b-z]"

a) When prompted for aload balancer address, enter the address of the DNS entry for your load balancer.

b) The installation script prints the address and password (only shown once, so make careful note of it) for Puppet
Application Manager:

Kot sadm http://<PUPPET APPLI CATI ON MANAGER ADDRESS>: 8800
Login with password (will not be shown again): <PASSWORD>

Note: If you lose this password or wish to change it, see Reset the PAM password on page 122 for
instructions.
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5. Add two additional primary nodes to your offline installation using the instructions provided in the install script:

To add MASTER nodes to this installation, copy and unpack this bundle on
your ot her nodes, and run the foll ow ng:

cat ./join.sh | sudo bash -s airgap

kuber net es- nast er - addr ess=. . .

6. Add the two new nodes to your load balancer.

7. Navigate to the Puppet Application Manager Ul using the address provided by the installation script (ht t p: / /
<PUPPET APPLI CATI ON MANAGER ADDRESS>: 8800) and follow the prompts.

The Puppet Application Manager Ul is where you manage Puppet applications. You'll be guided through the

process of setting up SSL certificates, uploading a license, and checking to make sure your infrastructure meets
application system requirements.

Follow the instructions for installing your Puppet applications on Puppet Application Manager. For more information,
see Install applications viathe PAM Ul on page 102.

For more information on installing Continuous Delivery for PE offline, see Install Continuous Delivery for PE in an
offline environment.

For more information on installing Comply offline, see Install Comply offline.

Related information

Reset the PAM password on page 122

As part of the installation process, Puppet Application Manager (PAM) generates a password for you. Y ou can update
this password to one of your choosing after installation.

PAM system requirements on page 66
You can install Puppet Application Manager (PAM) on a Puppet-supported cluster or add PAM to a customer-
supported cluster. Before installing PAM, ensure that your system meets these requirements.

Resolve | P address range conflicts on page 122
When installing Puppet Application Manager, IP addressranges 10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 must not be
used by other nodes on the local network.

Architecture overview on page 62
Puppet Application Manager (PAM) runs on Kubernetes. We provide several supported configurations for different
use Cases.

Using sudo behind a proxy server on page 125

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM
behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to ther oot user and running the command without sudo.

PAM standalone online installation

The Puppet Application Manager (PAM) installation process sets up the application manager (with asimple
Kubernetesinstallation for container orchestration) for you and installs the application on the single-node cluster.

Before you begin

1. Review the Puppet Application Manager system requirements.

2. Notethat Swap is not supported for use with this version of Puppet Application Manager (PAM). Theinstallation
script attempts to disable Swap if it is enabled.
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3. (Optiona) If necessary, prepare additional steps related to SELinux and Firewalld:

The PAM ingtallation script disables SELinux and Firewalld by default. If you want to keep SELinux enabled,
appendthe-s preserve-sel i nux-confi g switchtothe PAM install command. This may require
additional configuration to adapt SELinux policy to the installation.

If you want to keep Firewalld enabled:

a. Make sure Firewalld isinstalled on your system.

b. To prevent the installation from disabling Firewalld, provide a patch file to the PAM install command using
-s installer-spec-fil e=patch. yam ,wherepat ch. yam isthe name of your patch file. For
reference, here's an example patch file that enables Firewalld during installation, startsthe serviceif itisn't
running, and adds rules to open relevant ports:

api Version: cluster.kurl.sh/vlbetal
kind: Installer
nmet adat a:
nane: patch
spec:
firewal | dConfi g:
firewal | d: enabl ed

command: ["/bin/bash", "-c"]
args: ["echo 'net.ipv4.ip_forward = 1' | tee -a /etc/sysctl.conf &&
sysctl -p"]
firewal | dOmds:
- ["--permanent", "--zone=trusted", "--add-interface=flannel.1"]
- ["--zone=external", "--add-nmasquerade"]
# SSH port
- ["--permanent", "--zone=public", "--add-port=22/tcp"]
# HTTPS port
- ["--permanent", "--zone=public", "--add-port=443/tcp"]
# Kubernetes etcd port
- ["--permanent”, "--zone=public", "--add-port=2379-2830/tcp"]
# Kubernetes APl port
- ["--permanent", "--zone=public", "--add-port=6443/tcp"]
# Fl annel Net port
- ["--permanent", "--zone=public", "--add-port=8472/udp"]
# CDAPE Webhook cal | back port (uncomment |ine below if needed)
# - ["--permanent"”, "--zone=public", "--add-port=8000/tcp"]
# KOTS U port
- ["--permanent", "--zone=public", "--add-port=8800/tcp"]
# CDAPE Local registry port (offline only, uncoment |ine belowif
needed)
# - ["--permanent”, "--zone=public", "--add-port=9001/tcp"]

# Kuber netes conponent ports (kubel et, kube-schedul er, kube-
controller)
- ["--permanent", "--zone=public", "--add-port=10250-10252/tcp"]
# Reload firewall rules
- ["--rel oad"]
bypassFi rewal | dWarni ng: true
di sabl eFirewal I d: fal se
har dFai | OnFirewal | d: fal se
preserveConfig: false

4. Ensurethat IP addressranges10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 arelocally accessible. See Resolve IP
address range conflicts on page 122 for instructions.

5. If youusethe puppet | abs/firewal I moduleto manage your cluster's firewall rules with Puppet, be
advised that purging unknown rules from changes breaks Kubernetes communication. To avoid this, apply the
puppet | abs/ pam fi rewal | module beforeinstalling Puppet Application Manager.

Thisinstallation process results in a basic Puppet Application Manager instance. Installation takes several (mostly
hands-off) minutes to complete.
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1. From the command line of your node, run the installation script:

curl -sSL https://k8s. kurl.sh/puppet-application-nmanager-standal one | sudo
bash

Tip: If you'reinstalling Puppet Application Manager behind a proxy server, using sudo might cause the
installation to fail. Try running the command as root (use command sudo su -) and replacesudo bash with
bash.

a) When theinstallation script prints the Puppet Application Manager address and password, make a careful note
of these credentials:

Kot sadm http://<PUPPET APPLI CATI ON MANAGER ADDRESS>: 8800
Login with password (will not be shown again): <PASSWORD>

Note: If you lose this password or wish to change it, see Reset the PAM password on page 122 for
instructions.

b) When theinstallation script is complete, runbash -1 to reload the shell.

Tip: If theinstallation script fails, run the following and upload the results to the Puppet Support team:
kubect| support-bundle https://kots.io
If you're installing as the root user, run the command directly:

/usr/ 1 ocal / bi n/ kubect| - support _bundle https://kots.io

2. Navigate to the Puppet Application Manager Ul using the address provided by the installation script (ht t p: //
<PUPPET APPL| CATI ON MANAGER ADDRESS>: 8800) and follow the prompts.
The Puppet Application Manager Ul iswhere you manage Puppet applications. You' |l be guided through the
process of setting up SSL certificates, uploading a license, and checking to make sure your infrastructure meets
application system requirements.

Follow the instructions for configuring and deploying your Puppet applications on Puppet Application Manager. For
more information, see Install applications viathe PAM Ul on page 102.

For more information on installing Continuous Delivery for PE online, see Install Continuous Delivery for PE.
For more information on installing Comply online, see Install Comply online.

Related information

Reset the PAM password on page 122

As part of the installation process, Puppet Application Manager (PAM) generates a password for you. Y ou can update
this password to one of your choosing after installation.

PAM system requirements on page 66
You can install Puppet Application Manager (PAM) on a Puppet-supported cluster or add PAM to a customer-
supported cluster. Before installing PAM, ensure that your system meets these requirements.

Resolve I P address range conflicts on page 122
When installing Puppet Application Manager, |P address ranges 10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 must not be
used by other nodes on the local network.

Architecture overview on page 62
Puppet Application Manager (PAM) runs on Kubernetes. We provide several supported configurations for different
use Cases.

© 2024 Puppet, Inc., a Perforce company


https://puppet.com/docs/continuous-delivery/4.x/cd_install.html
https://puppet.com/docs/comply/latest/installing-comply.html

continuous-delivery | Puppet Application Manager | 93

Using sudo behind a proxy server on page 125

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM
behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to ther oot user and running the command without sudo.

PAM standalone offline installation

Use these instructionsto install Puppet Application Manager (PAM) in an offline environment where the Puppet
Application Manager host server does not have direct access to the internet.

Before you begin

1. Review the Puppet Application Manager system requirements.

2. Notethat Swap is not supported for use with this version of Puppet Application Manager (PAM). The installation
script attempts to disable Swap if it is enabled.

3. (Optional) If necessary, prepare additional steps related to SELinux and Firewalld:

The PAM ingtallation script disables SELinux and Firewalld by default. If you want to keep SELinux enabled,
appendthe-s preserve-sel i nux-confi g switch tothe PAM install command. This may require
additional configuration to adapt SELinux policy to the installation.

If you want to keep Firewalld enabled:

a. Make sure Firewalld isinstalled on your system.

b. To prevent the installation from disabling Firewalld, provide a patch file to the PAM install command using
-s install er-spec-fil e=patch. yam ,wherepat ch. yam isthe name of your patch file. For
reference, here's an example patch file that enables Firewalld during installation, starts the serviceif it isn't
running, and adds rules to open relevant ports:

api Version: cluster. kurl.sh/vlbetal
kind: Installer
nmet adat a:
nane: patch
spec:
firewall dConfi g:
firewal I d: enabl ed

command: ["/bin/bash", "-c"]
args: ["echo '"net.ipvd.ip forward = 1' | tee -a /etc/sysctl.conf &&
sysctl -p"]
firewal | dOmds:
- ["--permanent”, "--zone=trusted", "--add-interface=flannel.1"]
- ["--zone=external ", "--add-masquerade"]
# SSH port
- ["--permanent", "--zone=public", "--add-port=22/tcp"]
# HITPS port
- ["--permanent”, "--zone=public", "--add-port=443/tcp"]
# Kubernetes etcd port
- ["--permanent", "--zone=public", "--add-port=2379-2830/tcp"]
# Kubernetes APl port
- ["--permanent", "--zone=public", "--add-port=6443/tcp"]
# Fl annel Net port
- ["--permanent"”, "--zone=public", "--add-port=8472/udp"]
# CDAPE Webhook cal | back port (uncomrent |ine below if needed)
# - ["--permanent”, "--zone=public", "--add-port=8000/tcp"]
# KOTS U port
- ["--permanent", "--zone=public", "--add-port=8800/tcp"]
# CDAPE Local registry port (offline only, uncoment |ine belowif
needed)
# - ["--permanent”, "--zone=public", "--add-port=9001/tcp"]

# Kuber netes conponent ports (kubel et, kube-schedul er, kube-
controller)
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- ["--permanent", "--zone=public", "--add-port=10250-10252/tcp"]
# Reload firewall rules
- ["--rel oad"]

bypassFi rewal | dWarni ng: true

di sabl eFirewal | d: fal se

hardFai | OnFirewal | d: fal se

preserveConfig: false

4. Ensurethat IP addressranges10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 arelocally accessible. See Resolve IP
address range conflicts on page 122 for instructions.

5. Ensure that the nodes can resolve their own hostnames, through either local host mapping or areachable DNS
server.

6. If youusethepuppet| abs/firewal | moduleto manage your cluster's firewall rules with Puppet, be
advised that purging unknown rules from changes breaks Kubernetes communication. To avoid this, apply the
puppet | abs/ pam firewal | module beforeinstalling Puppet Application Manager.

7. |If you'rerestoring a backup from a previous cluster, make sure you includethekur | -r egi st ry-

i p=<YOUR_| P_ADDRESS> installation option. For more information, see Migrating PAM data to a new system
on page 114.

Thisinstallation process results in a basic Puppet Application Manager instance. Installation takes several (mostly
hands-off) minutes to complete.

1. From aworkstation with internet access, download the cluster installation bundle (note that this bundle is ~4GB):
htt ps://k8s. kurl . sh/ bundl e/ puppet - appl i cati on- manager - st andal one. tar. gz

2. Copy theinstallation bundle to the host node and unpack it:

tar xzf puppet-application-nmanager-standal one.tar. gz

3. Run theinstallation command:
cat install.sh | sudo bash -s airgap

a) Theinstallation script prints the address and password (only shown once, so make careful note of it) for Puppet
Application Manager:

Kot sadm http://<PUPPET APPLI CATI ON MANAGER ADDRESS>: 8800
Login with password (will not be shown again): <PASSWORD>

Note: If you lose this password or wish to change it, see Reset the PAM password on page 122 for
instructions.

4. Navigate to the Puppet Application Manager Ul using the address provided by the installation script (ht t p: //
<PUPPET APPLI CATI ON MANAGER ADDRESS>: 8800) and follow the prompts.

The Puppet Application Manager Ul is where you manage Puppet applications. You'll be guided through the
process of setting up SSL certificates, uploading alicense, and checking to make sure your infrastructure meets
application system requirements.

Follow the instructions for configuring and deploying your Puppet applications on Puppet Application Manager. For
more information, see Install applications viathe PAM Ul on page 102.

For more information on installing Continuous Delivery for PE offline, see Install Continuous Delivery for PE in an
offline environment.

For more information on installing Comply offline, see Install Comply offline.

Related information
Reset the PAM password on page 122
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As part of the installation process, Puppet Application Manager (PAM) generates a password for you. Y ou can update
this password to one of your choosing after installation.

PAM system requirements on page 66

You can install Puppet Application Manager (PAM) on a Puppet-supported cluster or add PAM to a customer-
supported cluster. Before installing PAM, ensure that your system meets these requirements.

Resolve | P address range conflicts on page 122

When installing Puppet Application Manager, |P addressranges 10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 must not be
used by other nodes on the local network.

Architecture overview on page 62

Puppet Application Manager (PAM) runs on Kubernetes. We provide several supported configurations for different
use cases.

Using sudo behind a proxy server on page 125

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM

behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to the r oot user and running the command without sudo.

Automate PAM and Puppet application online installations

During afresh online installation of Puppet Application Manager (PAM) and a Puppet application, you have the
option to configure the software automatically rather than completing the installation script interview.

Before you begin
Ensure that your system meets the PAM system requirements on page 66.
1. Install Puppet Application Manager. For detailed instructions, see PAM HA onlineinstallation on page 83.
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2. Definethe configuration values for your Puppet application installation, using Kubernetes Y AML format.

api Versi on: kots.iol/vlbetal
ki nd: Confi gVval ues
nmet adat a:
nane: app-config
spec:
val ues:
accept _eul a:
val ue: has_accepted_eul a
annot at i ons:
val ue: "ingress. kubernetes.io/force-ssl-redirect: 'false
host nane:
val ue: " <HOSTNAME>"
r oot _password:
val ue: " <ROOT ACCOUNT PASSWORD>"

Tip: View the keyword names for all settings by clicking View files > upstream > config.yaml in Puppet
Application Manager.

Replace the values indicated:

* Replace <HOSTNAME> with a hostname you want to use to configure an Ingress and to tell job hardware
agents and web hooks how to connect to it. Y ou might need to configure your DNS to resolve the hostname to
your Kubernetes hosts.

* Replace <ROOT ACCOUNT PASSWORD> your chosen password for the application root account. The
root account is used to administer your application and has full accessto all resources and application-wide
settings. This account must NOT be used for testing and deploying control repositories or modules.

e Optional. These configuration values disable HTTP-to-HTTPS redirection, so that SSL can be terminated at
the load balancer. If you want to run the application over SSL only, change thef or ce- ssl - r edi r ect
annotationtot r ue.

e Optional. If your load balancer requires HTTP health checks, you can now enable Ingress settings that do not
require Server Name Indication (SNI) for / st at us. To enable this setting, add the following to the config
values statement:

enabl e | b_heal t hcheck:
val ue: "1"

Note: The automated installation automatically accepts the Puppet application end user license agreement
(EULA). Unless Puppet has otherwise agreed in writing, all software is subject to the terms and conditions of the
Puppet Master License Agreement located at https://puppet.com/legal.

3. Write your license file and the configuration values generated in step 1 to the following locations:

e Writeyour licensefileto. /replicated _|icense. yan
« Writeyour configuration valuesto . / r epl i cat ed_confi g. yanl

4. Add the Puppet application definition to Puppet Application Manager with the license file and configuration
values, passing in the Puppet Application Manager password you set in step 4:

kubect| kots install <APPLI CATI ON NAVE> --nanespace default --shared-
password <YOUR CHOSEN PASSWORD> - -port-forward=fal se \

--license-file ./replicated |icense.yam --config-values ./
replicated_config.yanl

Note: If you want toinstall a specific version of the application, include the - - app- ver si on-
| abel =<VERSI ON> flag in the install command.

5. Wait five minutes to allow the software time to process the change.
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6. Navigatetohttp:// <NODE | P ADDRESS>: 8800 and log in with the Puppet Application Manager
password.

Y our configuration values are applied, and if preflight checks have passed, the application is deployed and in the
process of starting up.

The application's status on the Application tab is shown as Missing for several minutes while deployment is
underway. To monitor the deployment's progress, run kubect | get pods --wat ch.
When the deployment is compl ete, the application status changes to Ready.

7. Updateyour DNSor/ et ¢/ host s fileto include the hostname you chose during configuration.

8. Installation is now complete! Navigateto ht t ps: / / <HOSTNAME> and sign into Puppet application.

Related information

PAM HA onlineinstallation on page 83
The Puppet Application Manager (PAM) installation process creates a Kubernetes cluster for you and walks you
through installing your Puppet application on the cluster.

Upgrade an automated online application installation on page 103
If you installed a Puppet application following the automated online installation instructions, run a script to upgrade
to the latest version.

Automate PAM and Puppet application offline installations

During afresh offline installation of Puppet Application Manager (PAM) and a Puppet application, you have the
option to configure the software automatically rather than completing the installation script interview.

Before you begin
Ensure that your system meets the PAM system requirements on page 66.

Related information

PAM HA offlineinstallation on page 87
Use these instructions to install Puppet Application Manager (PAM) in an air-gapped or offline environment where
the Puppet Application Manager host server does not have direct access to the internet.

Upgrade an automated offline application installation on page 104
If you installed a Puppet application following the automated offline installation instructions, run a script to upgrade
to the latest version.

Automate PAM and Puppet application offline installations on Puppet-supported clusters

1. Install Puppet Application Manager. For detailed instructions, see PAM HA offline installation on page 87.

© 2024 Puppet, Inc., a Perforce company



continuous-delivery | Puppet Application Manager | 98

2. Definethe configuration values for your Puppet application installation, using Kubernetes Y AML format.

api Versi on: kots.iol/vlbetal
ki nd: Confi gVval ues
nmet adat a:
nane: app-config
spec:
val ues:
accept _eul a:
val ue: has_accepted_eul a
annot at i ons:
val ue: "ingress. kubernetes.io/force-ssl-redirect: 'false
host nane:
val ue: " <HOSTNAME>"
r oot _password:
val ue: " <ROOT ACCOUNT PASSWORD>"

Tip: View the keyword names for all settings by clicking View files > upstream > config.yaml in Puppet
Application Manager.

Replace the values indicated:

* Replace <HOSTNAME> with a hostname you want to use to configure an Ingress and to tell job hardware
agents and web hooks how to connect to it. Y ou might need to configure your DNS to resolve the hostname to
your Kubernetes hosts.

* Replace <ROOT ACCOUNT PASSWORD> your chosen password for the application root account. The
root account is used to administer your application and has full accessto all resources and application-wide
settings. This account must NOT be used for testing and deploying control repositories or modules.

e Optional. These configuration values disable HTTP-to-HTTPS redirection, so that SSL can be terminated at
the load balancer. If you want to run the application over SSL only, change thef or ce- ssl - r edi r ect
annotationtot r ue.

e Optional. If your load balancer requires HTTP health checks, you can now enable Ingress settings that do not
require Server Name Indication (SNI) for / st at us. To enable this setting, add the following to the config
values statement:

enabl e | b_heal t hcheck:
val ue: "1"

Note: The automated installation automatically accepts the Puppet application end user license agreement
(EULA). Unless Puppet has otherwise agreed in writing, all software is subject to the terms and conditions of the
Puppet Master License Agreement located at https://puppet.com/legal.

3. Write your license file and the configuration values generated in the previous step to the following locations:

e Writeyour licensefileto. /replicated _|icense. yan
« Writeyour configuration valuesto . / r epl i cat ed_confi g. yanl

4. Download the application bundle:

curl -L <APPLI| CATI ON BUNDLE URL> -0 <APPLI CATI ON BUNDLE FI LE>

5. Copy the application bundle to your primary and secondary nodes and unpack it:

tar xzf ./<APPLI CATI ON BUNDLE FI LE>
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6. Run the application install command on your primary node. Replace the <YOUR CHOSEN PASSWORD>
<APPLI CATI ON NAME>, <APPL| CATI ON BUNDLE FI LE> valuesin the example below with your own
values:

KOTS_PASSWORD=<YOUR CHOSEN PASSWORD>

kubect| kots install <APPLI CATI ON NAVE> --nanespace default --shared-

password $KOTS_PASSWORD --1license-file ./license.yam --config-

val ues ./config.yam --airgap-bundle ./<APPLI CATI ON BUNDLE FI LE> --port -

f orwar d=f al se

# wait several mnutes for the application to deploy; if it doesn’t show
up, preflights or another error might have occurred

Note: If you want to install a specific version of the application, include the - - app- ver si on-
| abel =<VERSI ON> flag in the install command.

Automate PAM and Puppet application offline installations on customer-supported clusters
Before you begin

1. If you haven't aready done so, install kubectl.
2. Puppet Application Manager is expected to work on any certified Kubernetes distribution that meets the following
requirements. We validated and support:

« Google Kubernetes Engine
* AWS Elastic Kubernetes Service

If you use a different distribution, contact Puppet Support for more information on compatibility with PAM.
3. Make sure your Kubernetes cluster meets the minimum requirements:

» Kubernetes version 1.24-1.26.

e A default storage class that can be used for relocatable storage.

e A standard Ingress controller that supports websockets (we have tested with Project Contour and NGINX).
*  Wecurrently test and support Google Kubernetes Engine (GKE) clusters.

Note: If you're using self-signed certificates on your Ingress controller, you must ensure that your job
hardware nodes trust the certificates. Additionally, all nodes that use Continuous Delivery for PE webhooks must
trust the certificates, or SSL checking must be disabled on these nodes.

Important: If you areinstalling Puppet Comply on Puppet Application M anager, the ingress controller must
be configured to allow request payloads of up to 32 MB. Ingress controllers used by Amazon EK'S commonly
default to a1 MB maximum — this causes all report submissions to fail.

The ingress must have a generous limit for total connection time. Setting the connection timeout toi nfi ni ty in
conjunction with an idle timeout is recommended.

4. If you are setting up Puppet Application Manager behind a proxy server, the installer supports proxies configured
viaHTTP_PROXY/HTTPS_PROXY/NO_PROXY environment variables.

Restriction: Using a proxy to connect to external version control systemsis currently not supported.
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1. Definethe configuration values for your Puppet application installation, using Kubernetes Y AML format.

api Versi on: kots.iol/vlbetal
ki nd: Confi gVval ues
nmet adat a:
nane: app-config
spec:
val ues:
accept _eul a:
val ue: has_accepted_eul a
annot at i ons:
val ue: "ingress. kubernetes.io/force-ssl-redirect: 'false
host nane:
val ue: " <HOSTNAME>"
r oot _password:
val ue: " <ROOT ACCOUNT PASSWORD>"

Tip: View the keyword names for all settings by clicking View files > upstream > config.yaml in Puppet
Application Manager.

Replace the values indicated:

* Replace <HOSTNAME> with a hostname you want to use to configure an Ingress and to tell job hardware
agents and web hooks how to connect to it. Y ou might need to configure your DNS to resolve the hostname to
your Kubernetes hosts.

* Replace <ROOT ACCOUNT PASSWORD> your chosen password for the application root account. The
root account is used to administer your application and has full accessto all resources and application-wide
settings. This account must NOT be used for testing and deploying control repositories or modules.

e Optional. These configuration values disable HTTP-to-HTTPS redirection, so that SSL can be terminated at
the load balancer. If you want to run the application over SSL only, change thef or ce- ssl - r edi r ect
annotationtot r ue.

e Optional. If your load balancer requires HTTP health checks, you can now enable Ingress settings that do not
require Server Name Indication (SNI) for / st at us. To enable this setting, add the following to the config
values statement:

enabl e | b_heal t hcheck:
val ue: "1"

Note: The automated installation automatically accepts the Puppet application end user license agreement
(EULA). Unless Puppet has otherwise agreed in writing, all software is subject to the terms and conditions of the
Puppet Master License Agreement located at https://puppet.com/legal.

2. Write your license file and the configuration values generated in the previous step to the following locations:

e Writeyour licensefileto. /replicated _|icense. yan
« Writeyour configuration valuesto . / r epl i cat ed_confi g. yanl
3. Download the application bundle:

curl -L <APPLI| CATI ON BUNDLE URL> -0 <APPLI CATI ON BUNDLE FI LE>
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4. Create and run the following script, supplying values specific to your installation for the variables:

#! / bi n/ bash

REG STRY=<YOUR_CONTAI NER_REG STRY>

APP_K8S NAMESPACE=<DESI RED NAMESPACE | N TARGET CLUSTER>
APP_BUNDLE=<PATH TO Al RGAP_BUNDLE_FROM STEP_ 3>

PAM PASSWORD=<DESI RED PAM CONSOLE_PASSWORD>

LI CENSE_FI LE=<PATH TO LI CENSE FI LE_FROM STEP_ 1>

CONFI G _FI LE=<PATH TO CONFI G FI LE_ FROM STEP 2>

curl https://kots.iolinstall | bash
curl -LO https://github.com replicatedhg/kots/rel eases/ downl oad/ v$( kubect |
kots version | head -n1 | cut -d ' -f3)/kotsadmtar.gz

kubect| kots admi n-consol e push-inages ./kotsadmtar.gz ${REG STRY}
kubect| kots adm n-consol e push-i nmages ${ APP_BUNDLE} ${REG STRY}
kubect| kots install puppet-application-nmanager --nanespace

${ APP_K8S NAMESPACE} --shared-password ${PAM PASSWORD} --1icense-
file ${LI CENSE _FI LE} --config-val ues ${CONFI G FI LE} --airgap-bundle

${ APP_BUNDLE} --di sabl e-i mage- push --kotsadmregistry ${REG STRY} --port-
forward=fal se --skip-preflights

Tip: If the script fails, it might be because:

e Thepush-i nages commands require that the local machine where the script is running has push accessto
the registry.

e Thei nstal I command requiresr ead access to the registry from the target cluster.

« Offline HA installs of GKE can't run preflights; therefore - - ski p- pr ef | i ght s must be included.

Uninstall PAM
Different uninstall procedures are required for Puppet-supported and customer-supported clusters

At thistimeit's not possible to cleanly uninstall PAM from Puppet-supported clusters.
If you need to start with afresh PAM install, you'll need to provision anew host.

Uninstall PAM on customer-supported clusters

To uninstall Puppet Application Manager from customer-supported clusters, use:

kubect| del ete nanespace <pam nanespace>
kubect| del ete clusterrol ebi ndi ng kot sadm r ol ebi ndi ng
kubect| delete clusterrol e kotsadmrole

Related information

Using sudo behind a proxy server on page 125

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM
behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to the r oot user and running the command without sudo.

Working with Puppet applications

You caninstall and upgrade Puppet applications using the Puppet Application Manager Ul.
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» Install applications viathe PAM Ul on page 102

The process of adding an application once you've installed Puppet Application Manager is simple.

* Update alicense for online installations on page 103

If you have performed online installation of an application, you can use the Puppet Application Manager Ul to update
your license.

* Update alicense for offline installations on page 103

If you have performed offline installation of an application, you can use the Puppet Application Manager Ul to update
your license.

¢ Upgrade an automated online application installation on page 103

If you installed a Puppet application following the automated online installation instructions, run a script to upgrade
to the latest version.

» Upgrade an automated offline application installation on page 104

If you installed a Puppet application following the automated offline installation instructions, run a script to upgrade
to the latest version.

Install applications via the PAM Ul
The process of adding an application once you've installed Puppet Application Manager is simple.

Important: Ensure you are using the following Puppet application versions if you want to add more than one Puppet
application via the Puppet Application Manager Ul:

Application Version
Continuous Delivery for Puppet Enterprise 4.6.0 or later
Comply 1.0.4 or later

For information on installing Puppet applications via the command line, see Automate PAM and Puppet application
onlineinstallations on page 95 and Automate PAM and Puppet application offline installations on page 97.

To install a Puppet application using the Puppet Application Manager UI:
1. Loginto the Puppet Application Manager Ul, and click Add a new application.

« |If you have not added a Puppet application before you are prompted to upload alicense.
« |If you have already added a Puppet application, click Add a new application.
2. Uploadyourreplicated |icense.yan filewhenrequested.

Note: Oncethelicensefileisinstaled, if offline installations are enabled, you are presented with an option to
proceed with an offline setup.
Add the following information to install an offline application:

e Hostname - the hostname you want to use to configure an Ingress and to tell job hardware agents and
web hooks how to connect to it. Y ou might need to configure your DNS to resolve the hostname to your
Kubernetes hosts.

Important: The hostname must be unique for each application you install.

e Username/Password - The username and password for the application root account. The root account is used
to administer your application and has full accessto all resources and application-wide settings. This account
must NOT be used for testing and deploying control repositories or modules.

* Registry namespace - the registry namespace for the application, e.g. CD4PE or Comply.
» Airgap bundle - upload the relevant application bundle tarball. Click Continue.
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3. Add any additional required information that is presented on the Config page. Configure any other settings on
the page relevant to your installation, such as external databases, customized endpoints, aload balancer, or TLS
certificates. Click Save Config when you are done.

Saving your new configuration settings prompts the creation of a new application version.

4. Click Goto new version, which redirects you to the Version history tab. The newly created version is shown in
the All versions section of the page.

5. Monitor the new version's preflight checks. The Running Checksindicator is shown on the screen while your
system is checked to make sure your cluster meets minimum system requirements. When the preflight check is
complete:

« |f the statusis Checks Failed, click View preflights. Correct the issues and click Re-run. Repeat this step as
needed.

Important: Do not move on until all preflight checks pass.

« |f the statusis Ready to Deploy, move on to the next step.

6. Oncethe version isready to deploy, click Deploy. On the Application tab, monitor the application for readiness.
The application's status is shown as Missing for several minutes while deployment is underway. To monitor the
deployment's progress, run kubect | get pods --watch.

When the deployment is compl ete, the application status changes to Ready.

7. Navigateto htt ps: // <HOSTNANME> (using the hostname you entered on the Config screen) and sign into your
application.

Update a license for online installations
If you have performed online installation of an application, you can use the Puppet Application Manager Ul to update
your license.
To update the license for an online application:

1. Loginto Puppet Application Manager, click the License tab, and then Sync License.
2. OntheVersion history tab, click Deploy.

Puppet Application Manager adds “License Change’ as the deployment cause on the Version history tab.

Update a license for offline installations
If you have performed offline installation of an application, you can use the Puppet Application Manager Ul to update
your license.
To update the license for an offline application:

1. Ask your Puppet sales representative to email you an updated license file.

2. Log into Puppet Application Manager, click the License tab.

3. Drag and drop or upload the updated license file provided by your Puppet sales representative.
4. OntheVersion history tab, click Deploy.

Puppet Application Manager adds “License Change’ as the deployment cause on the Version history tab.

Upgrade an automated online application installation

If you installed a Puppet application following the automated online installation instructions, run a script to upgrade
to the latest version.

Important: Ensure that you are following an approved upgrade path for the application you want to upgrade. For
more information, check the relevant application documentation.
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From the command line of your primary (control plane) node, get the application slug for the application you
want to upgrade:

kubect| kots --nanespace <NAVESPACE> get apps

Replace <NAMESPACE> with the name of the namespace in which you installed PAM (usually def aul t).
Run the upgrade script:

kubect| kots upstream upgrade <APPLI CATI ON SLUG> - - nanespace <NAMESPACE>
- -depl oy

Replace <APPLI CATI ON SLUG> with the relevant application slug for the application you want to upgrade.

Replace <NAMVESPACE> with the name of the namespace in which you installed PAM (usually def aul t).
Wait five minutes to allow the software time to process the change.

Navigatetoht t p: / / <NODE | P ADDRESS>: 8800 and log in with the Puppet Application Manager
password.

If preflight checks have passed, the upgraded application is deployed and in the process of starting up. To monitor
the deployment's progress, run:

kubect| get pods --watch

Related information

Automate PAM and Puppet application offline install ations on page 97

During afresh offline installation of Puppet Application Manager (PAM) and a Puppet application, you have the
option to configure the software automatically rather than completing the installation script interview.

Upgrade an automated offline application installation

If you installed a Puppet application following the automated offline installation instructions, run a script to upgrade
to the latest version.

Important: Ensure that you are following an approved upgrade path for the application you want to upgrade. For
more information, check the relevant application documentation.

1
2.

Download the application bundle you want to upgrade to. Copy to your primary node.

From the command line of your primary (control plane) node, get the application slug for the application you
want to upgrade:

kubect| kots --nanespace <NAVESPACE> get apps

Replace <NAVESPACE> with the name of the namespace in which you installed PAM (usually def aul t).
Run the upgrade script:

kubect| kots upstream upgrade <APPLI CATI ON SLUG> --ai rgap-bundle ./
<APPL| CATI ON BUNDLE FI LE> - - kot sadm nanespace <REG STRY NAMESPACE> - -
nanespace <NAMESPACE> - -depl oy

* Replace <APPLI CATI ON SLUG> with the relevant application slug for the application you want to upgrade.
* Replace <APPLI CATI ON BUNDLE FI LE> with the name of the application bundlefile.

e Replace <REA STRY NAMESPACE> with your Registry namespace where images are uploaded.

* Replace <NAMESPACE> with the name of the namespace in which you installed PAM (usually def aul t).

Wait five minutes to allow the software time to process the change.
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5. Navigatetohtt p:// <NODE | P ADDRESS>: 8800 and log in with the Puppet Application Manager
password.
If preflight checks have passed, the upgraded application is deployed and in the process of starting up. To monitor
the deployment's progress, run:

kubect| get pods --watch

Related information

Automate PAM and Puppet application offline install ations on page 97

During afresh offline installation of Puppet Application Manager (PAM) and a Puppet application, you have the
option to configure the software automatically rather than completing the installation script interview.

Maintenance and tuning

Follow these guidelines when you're tuning or performing maintenance on a node running Puppet Application
Manager (PAM).

How to look up your Puppet Application Manager architecture
If you're running PAM on a Puppet-supported cluster, you can use the following command to determine your PAM
architecture version:

kubect| get installer --sort-by=. netadata.creationTi nestanp -0
jsonpath="{.itens[-1:].netadata. nane}' ; echo

Depending on which architecture you used when installing, the command returns one of these values:

* HA architecture: puppet - appl i cati on- manager

« Standalonearchitecture: puppet - appl i cat i on- manager - st andal one

« Legacy architecture: Any other value, for example, puppet - appl i cati on- manager - | egacy, cd4pe, or
conply

Rebooting PAM nodes

Where possible, avoid rebooting or shutting down a PAM node. Shutting down an HA PAM node incorrectly could
result in storage volume corruption and the loss of data.

For tasks such as package updates or security patches, where you must perform a reboot or shut down, follow the
procedure below to gracefully shut down the node and ensure that it is drained correctly.

To reboot anode;
1. Shut down services using Ceph-backed storage:
/ opt / ekco/ shut down. sh

2. If you'reusing a high availability (HA) cluster, drain the node:
kubect| drain <NODE NAME> --ignhore-daenonsets --del ete-|ocal -data

3. Reboot the node.

Load balancer health checks

To set up health checks for the load balancer that your Puppet Application Manager (PAM) applications are running
behind, set up rules for these applications and services.
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Application/service

URL /port

Notes

Puppet application. For example,
Continuous Delivery for Puppet
Enterprise or Puppet Comply

https:// <CDPE
HOSTNAME>: 443/ st at us

Although Puppet applications might
expose other ports (Continuous
Delivery for PE exposes ports 443,
80, and 8000), 443 isthe HTTPS
endpoint, and is the best port to use
for health checks.

Puppet Application Manager (PAM)

ht t ps: / / <KUBERNETES
PRI MARY | P>: 8800/ heal t hz

External load balancer endpoint

Port 6443 or https://
<KUBERNETES PRI MARY
| P>:6443/1ivez

For information on setting up a TCP
probe on an external load balancer
endpoint, consult the kURL load
balancer documentation.

Local container registry (for offline

ht t ps: // <KUBERNETES

installations) PRI MARY | P>: 9001

Load balancing
The following load balancer requirements are needed for aHA install:

* A network (L4, TCP) load balancer for port 6443 across primary nodes. Thisis required for Kubernetes
components to continue operating in the event that a node fails. The port is only accessed by the Kubernetes nodes
and any admins using kubect | .

e A network (L4, TCP) or application (L7, HTTP/S) load balancer for ports 80, and 443 across all primaries and
secondaries. This maintains access to applicationsin event of a node failure. Include 8800 if you want external
access to the Puppet Application Manager Ul.

Note: Include port 8000 for webhook callbacksif you are installing Continuous Delivery for PE.

Important: If you are using application load balancing, be aware that Ingress items use Server Name Indication
(SNI) to route requests, which may require additional configuration with your load balancer. If your load balancer
does not support SNI for health checks, enable Enable load balancer HTTP health check in the Puppet Application
Manager Ul Config page .

Upgrading PAM on a Puppet-supported cluster

Upgrade Puppet Application Manager (PAM) on a Puppet-supported cluster to take advantage of new features and
bug fixes, and to upgrade your cluster to the latest version of Kubernetes when oneis available.

There are four possible upgrade types for Puppet Application Manager installations:

e Online- For standalone or HA installations with a connection to the internet.

» Offline - For air-gapped standalone or HA installations without a connection to the internet.

« Onlinelegacy - For standalone or HA installations created prior to April 2021 with a connection to the internet.

« Offlinelegacy - For air-gapped standalone or HA installations created prior to April 2021 without a connection to
the internet.

Restriction: Y ou cannot use the upgrade process to move from alegacy deployment to a non-legacy deployment,
or from standalone to HA, or vice versa. If you wish to change architecture types, see Migrating PAM datato a new
system on page 114.

© 2024 Puppet, Inc., a Perforce company


https://kurl.sh/docs/install-with-kurl/system-requirements#load-balancers
https://kurl.sh/docs/install-with-kurl/system-requirements#load-balancers

continuous-delivery | Puppet Application Manager | 107

How to look up your Puppet Application Manager architecture

If you're running PAM on a Puppet-supported cluster, you can use the following command to determine your PAM
architecture version:

kubect| get installer --sort-by=.netadata.creationTi nestanp -o
jsonpath="{.itens[-1:].netadata. nane}' ; echo

Depending on which architecture you used when installing, the command returns one of these values:

e HA architecture: puppet - appl i cati on- manager

- Standalonearchitecture: puppet - appl i cati on- manager - st andal one

« Legacy architecture: Any other value, for example, puppet - appl i cati on- manager - | egacy, cd4pe, or
conmply

Upgrade PAM online

Upgrade Puppet Application Manager (PAM) to take advantage of new features and bug fixes, and to upgrade your
cluster to the latest version of Kubernetes when one is available.

Before you begin

Make sure you have captured an up-to-date snapshot of your PAM installation, which you can use to fall back the
current version if there is an issue with the upgrade process. L earn more about snapshots at Backing up PAM using
snapshots on page 112.

If you are upgrading from aversion of PAM that used Weave (versions 1.100.3 and earlier) to aversion of PAM that
uses Flannel (versions 1.102.2 and later), pod-to-pod networking now depends on UDP port 8472 being open instead
of ports 6783 and 6784.

Note: Starting with Puppet Application Manager 1.97.0, thef or ce- r eappl y- addons flag is deprecated
and generates awarning on use. If you are upgrading to aversion prior to 1.97.0, you need to add thef or ce-
r eappl y- addons flag to the bash command using the - s flag.

1. Onyour first primary node, rerun the installation script, passing in any arguments you included when installing for
the first time:

For standal one deployments, use:

curl -sSL https://k8s. kurl.sh/puppet-application-nmanager-standal one | sudo
bash

For HA deployments, use:

curl -sSL https://k8s.kurl.sh/puppet-application-mnager | sudo bash

2. If anew version of Kubernetesis available, the installer notes upgrade scripts to run on other nodesin an HA
cluster.

Theinstaller also pauses before draining nodes as part of the Kubernetes upgrade. The node draining process
can take several minutes to complete, during which time application workloads are stopped or migrated to other
systems. This migration may cause several minutes of downtime while databases are reschedul ed.

Related information

Using sudo behind a proxy server on page 125

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM
behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to the r oot user and running the command without sudo.

© 2024 Puppet, Inc., a Perforce company



continuous-delivery | Puppet Application Manager | 108

Upgrade PAM offline

Users operating in environments without direct access to the internet must use the links below to upgrade to the latest
version of Puppet Application Manager (PAM).

Before you begin

Make sure you have captured an up-to-date snapshot of your PAM installation, which you can use to fall back the
current version if there is an issue with the upgrade process. Learn more about snapshots at Backing up PAM using
snapshots on page 112.

If you are upgrading from aversion of PAM that used Weave (versions 1.100.3 and earlier) to aversion of PAM that
uses Flannel (versions 1.102.2 and later), pod-to-pod networking now depends on UDP port 8472 being open instead
of ports 6783 and 6784.

Note: Starting with Puppet Application Manager 1.97.0, the f or ce- r eappl y- addons flag is deprecated
and generates awarning on use. If you are upgrading to aversion prior to 1.97.0, you need to add thef or ce-
r eappl y- addons flag in Step 3 to the bash command after - s ai r gap.

To upgrade Puppet Application Manager:

1. From aworkstation with internet access, download the latest version of the installation bundle that is relevant for
your installation type:

For standalone installations, enter the following command (note that this bundle is ~4GB):

curl -LO https://k8s. kurl.sh/bundl e/ puppet -appl i cati on- manager -
st andal one. tar. gz

For HA installations, enter the following command (note that this bundle is ~4GB):

curl -LO https://k8s. kurl.sh/bundl e/ puppet -appl i cati on-nmanager.tar.gz

2. Copy theinstallation bundle to your primary and secondary nodes and unpack it:

For standalone installations, use:
tar xzf puppet-application-nmanager-standal one.tar. gz
For HA ingtallations, use:

tar xzf puppet-application-nmanager.tar. gz

3. Manually load the images from the installation bundle:

cat tasks.sh | bash -s |oad-imges

4. Onyour primary node, rerun the installation script, passing in any arguments you included when installing for the
first time:

cat install.sh | sudo bash -s airgap

Note: This script issuesaprompt to runthet ask. sh and upgr ade. sh scripts on your secondary nodes. Use
the versions of these scripts from the downloaded bundle in step 2.

5. If anew version of Kubernetesis available, the installer systems provide upgrade scripts to run on other nodesin
an HA cluster. The installer also pauses before draining nodes as part of the Kubernetes upgrade. Node draining is
performed as part of a Kubernetes upgrade.

The node draining process can take several minutes to complete, during which time application workloads are
stopped or migrated to other systems. This migration may cause several minutes of downtime while databases are
rescheduled.
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When the deployment is complete, sign into Puppet Application Manager- ht t p: / / <PUPPET APPLI CATI ON
MANAGER ADDRESS>: 8800 - and verify that the new version number is displayed in the bottom left corner of the
web Ul.

PAM legacy upgrades

The legacy architecture is no longer supported. However, if you have not yet migrated to a supported architecture,
you can use this method to upgrade Puppet Application Manager (PAM).

Before you begin

Make sure you have captured an up-to-date snapshot of your PAM installation, which you can use to fall back the
current version if there is an issue with the upgrade process. Learn more about snapshots at Backing up PAM using
snapshots on page 112.

L egacy architectureisno longer supported: Thelegacy architecture utilizes Rook 1.0, which isincompatible
with Kubernetes version 1.20 and newer versions. Kubernetes version 1.19 is no longer receiving security updates.
The legacy architecture reached the end of its support lifecycle on 30 June 2022, and Puppet no longer updates
legacy architecture components. For information on migrating data from alegacy architecture to a standalone or HA
architecture, go to our Support Knowledge Base instructions:

* Migrate to asupported PAM architecture for Continuous Delivery for PE
» Migrate to asupported PAM architecture for Comply

Restriction: It isnot possible to upgrade from an online legacy install to a new offlineinstall configuration.
Similarly, upgrades from an offline legacy configuration to a new onlineinstall are not supported.

To upgrade alegacy version of Puppet Application Manager on nodes with internet access:

1. Onyour node (or control plane node if you have a HA deployment), rerun the installation script, passing in any
arguments you included when installing for the first time:

* For standaloneinstalls:

curl -sSL https://k8s. kurl.sh/puppet-application-nmanager-|egacy | sudo
bash -s force-reappl y-addons

e For HA ingtalls:

curl -sSL https://k8s.kurl.sh/puppet-application-manager-|egacy | sudo
bash -s ha force-reappl y-addons

2. If anew version of Kubernetesis available, the systems provide upgrade scripts to run on each node in your
cluster.

Node draining is performed as part of a Kubernetes upgrade. The node draining process can take several minutes
to complete.

Note: During the Kubernetes upgrade process, nodes are not able to properly route network connections. If you
have aHA deployment, make sure you have load balancers or a multi-node fail-over processin place, or schedule
downtime before upgrading.

PAM offline legacy upgrades

The legacy architecture is no longer supported. However, if you have not yet migrated to a supported architecture,
you can use this method to upgrade Puppet Application Manager (PAM) on offline nodes.
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Before you begin

Make sure you have captured an up-to-date snapshot of your PAM installation, which you can use to fall back the
current version if there is an issue with the upgrade process. Learn more about snapshots at Backing up PAM using
snapshots on page 112.

L egacy architectureisno longer supported: The legacy architecture utilizes Rook 1.0, which isincompatible
with Kubernetes version 1.20 and newer versions. Kubernetes version 1.19 is no longer receiving security updates.
The legacy architecture reached the end of its support lifecycle on 30 June 2022, and Puppet no longer updates
legacy architecture components. For information on migrating data from a legacy architecture to a standalone or HA
architecture, go to our Support Knowledge Base instructions:

* Migrate to a supported PAM architecture for Continuous Delivery for PE
» Migrate to asupported PAM architecture for Comply

Restriction: It isnot possible to upgrade from an online legacy install to a new offlineinstall configuration.
Similarly, upgrades from an offline legacy configuration to anew online install are not supported.

To upgrade Puppet Application Manager on nodes without a connection to the internet:

1. From aworkstation with internet access, download the latest version of the cluster installation bundle (note that
this bundle is ~4GB):

htt ps://k8s. kurl . sh/ bundl e/ puppet - appl i cati on- manager - | egacy.tar. gz

2. Copy theinstallation bundle to your primary and secondary Puppet Application Manager nodes and unpack it:
tar xzf puppet-application-nmanager-|egacy.tar. gz

3. Rerun theinstallation script. Don't forget to pass in any additional arguments you included when installing for the
first time you installed the product:

For standalone installs use:
cat install.sh | sudo bash -s airgap force-reappl y-addons
For HA installs use:

cat install.sh | sudo bash -s airgap ha force-reappl y- addons

Note: During the upgrade process, follow any prompts to run commands on your other cluster nodes.

When the deployment is complete, sign into Puppet Application Manager and verify that the new version number is
displayed in the bottom center of the web UI.

Upgrading PAM on a customer-supported cluster

Upgrade Puppet Application Manager (PAM) on your own Kubernetes cluster to take advantage of new features and
bug fixes.

There are two possible upgrade types for customer-supported Puppet Application Manager deployments:

e Online- For installations with a connection to the internet.
« Offline - For air-gapped installations without a connection to the internet.

Upgrade PAM on a customer-supported online cluster

Upgrading Puppet Application Manager (PAM) on a customer-supported online Kubernetes cluster can be done with
a single command.
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Before you begin

Make sure you have captured an up-to-date snapshot of your PAM installation, which you can use to fall back the
current version if there is an issue with the upgrade process. Learn more about snapshots at Backing up PAM using
snapshots on page 112.

To upgrade Puppet Application Manager on a customer-supported online cluster:
1. Upgrade kubectl KOTS:

curl https://kots.iolinstall | bash

2. Issuethefollowing KOTS command:

kubect| kots adm n-consol e upgrade --nanespace <target nanespace>

Tip: Runthekubect!| kots adm n-consol e upgrade -h command for more usage information.

Upgrade PAM on a customer-supported offline cluster

Upgrading Puppet Application Manager (PAM) on a customer-supported offline Kubernetes cluster requires afew
simple kubectl commands.

Before you begin

Make sure you have captured an up-to-date snapshot of your PAM installation, which you can use to fall back the
current version if there is an issue with the upgrade process. L earn more about snapshots at Backing up PAM using
snapshots on page 112.

To upgrade Puppet Application Manager on a customer-supported offline cluster, perform the following steps from a
workstation that has kubectl access to the cluster:

1. Upgrade kubectl KOTS:

curl https://kots.iol/install | bash

2. Ensurethe required images are available in your local registry. Download the rel ease assets matching the CLI
version using the following command:

curl -LO https://github.conlreplicatedhqg/kots/rel eases/ downl oad/ v$( kubect |
kots version | head -nl1 | cut -d" ' -f3)/kotsadmtar.gz

3. Extract the images and push them to your private registry. Registry credentials provided in this step must have
push access. These credentials are not stored anywhere or reused later.

kubect| kots adm n-consol e push-i mages ./ kotsadmtar. gz
<private.registry.host>/ puppet - appl i cati on- manager \

--regi stry-usernane <rw usernane> \

--regi stry-password <rw password>

4. After you push the images to your private registry, execute the upgrade command with registry read-only
credentials:

kubect| kots upgrade puppet-application-manager \
- - kot sadm nanespace puppet - appl i cati on- manager \
--kotsadmregistry <private.registry. host> \
--regi stry-usernane <ro-usernane> \

--regi stry-password <ro-password> \

- -nanespace <target nanespace>
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Backing up PAM using snapshots

Snapshots are point-in-time backups of your Puppet Application Manager (PAM) deployment, which can be used to
roll back to a previous state or restore your installation into a new cluster for disaster recovery.

Related information

Using sudo behind a proxy server on page 125

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM
behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to the r oot user and running the command without sudo.

Full and partial snapshots

There are two options available when you're creating a snapshot for your Puppet Application Manager (PAM)
deployment, full snapshots (also known as instance snapshots) and partial (or application) snapshots. For full disaster
recovery, make sure you've configured and scheduled regular full snapshots stored on a remote storage solution such
as an S3 bucket or NFS share.

Full snapshots offer a comprehensive backup of your PAM deployment, because they include the core PAM
application together with the Puppet applications you've installed in yourPAM deployment. Y ou can use a full
snapshot to restore your PAM deployment and al of your installed Puppet applications to a previous backup. For
example, you could use a full snapshot to revert an undesired configuration change or afailed upgrade, or to migrate
your PAM deployment to another Puppet-supported cluster.

Partial snapshots are available from the PAM console, but are limited in their usefulness. To restore from a partial
snapshot, you must aready have an installed and functioning version of PAM. A functioning PAM installation is
needed because the option to restore a partial snapshot can only be accessed from the Snapshots section of the PAM
admin console.

Partial snapshots only back up the Puppet application you specified when you configured the snapshot, for

example, Continuous Delivery for Puppet Enterprise, or Puppet Comply. They do not back up the underlying PAM
deployment. Partial snapshots are sometimes useful if you want to roll back to a previous version of a specific Puppet
application that you've installed on your PAM deployment, but are far less versatile than full snapshots. To make sure
that you have all disaster recovery options available to you, use a full snapshot wherever possible.

Configure snapshots

Before using snapshots, select a storage location, set a snapshot retention period, and indicate whether snapshots are
created manually or on a set schedule.

Important: Disaster recovery requires that the store backend used for backups is accessible from the new cluster.
When setting up snapshots in an offline cluster, make sure to record the registry service | P address with the following
command:

kubectl -n kurl get svc registry -o jsonpath='{.spec.clusterlP}'

Be sure to record the value returned by this command as it is required when creating a new cluster to restore to as part
of Disaster recovery with PAM on page 120.

1. Inthe upper navigation bar of the Puppet Application Manager Ul, click Snapshots > Settings & Schedule.

2. The snapshots feature uses https://velero.io, an open source backup and restore tool. Click Check for Veleroto
determine whether Velero is present on your cluster, and to install it if needed.
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3. Select adestination for your snapshot storage and provide the required configuration information. Y ou can choose
to set up snapshot storage in the PAM Ul or on the command line. Supported destinations are listed below. We
recommend using an external service or NFS, depending on what is available to you:

* Interna storage (default)

e Amazon S3

e Azure Blob Storage

« Google Cloud Storage

e Other S3-compatible storage
* Network file system (NFS)
e Host path

Amazon S3 storage

If using the PAM U, provide the following information:

Field Description

Bucket The name of the AWS bucket where snapshots are stored.

Region The AWS region the bucket is availablein.

Path Optional. The path within the bucket where all snapshots are stored.

Use lAM instancerole? If selected, an 1AM instanceroleis used instead of an access key ID and
Secret.

Accesskey ID Required only if not using an |AM instancerole. The AWSIAM access
key ID that can read from and write to the bucket.

Access key secret Required only if not using an |AM instancerole. The AWSIAM secret
access key that is associated with the accesskey ID.

If using the command line, run the appropriate command:
Not using an IAM instance role:
kubect| kots vel ero configure-aws-s3 access-key --access-key-id <string>
--bucket <string> --path <string> --region <string> --secret-access-key
<string>

Using an IAM instancerole:

kubect| kots velero configure-aws-s3 instance-role --bucket <string> --
path <string> --region <string>

Azure Blob Storage
If using the PAM UlI, provide the following information:

Field Description

Note: Only connections via service principals are currently supported.

Bucket The name of the Azure Blob Storage container where snapshots are stored.
Path Optional. The path within the container where al snapshots are stored.
Subscription 1D Required only for accessvia service principal or AAD Pod I dentity.

The subscription 1D associated with the target container.

Tenant ID Required only for accessvia service principal . Thetenant ID associated
with the Azure account of the target container.

Client ID Required only for accessvia service principal . Theclient ID of a
Service Principle with access to the target container.

Client secret © 2024FReqppetedinon | Rerfaccessoviparyvice principal . The Client Secret of a
Service Principle with access to the target container.
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4. Click Update storage settings to save your storage destination information.

Depending on your chosen storage provider, saving and configuring your storage provider might take severa
minutes.

5. Optional: To automatically create new snapshots on a schedule, select Enable automatic scheduled snapshots
on the Full snapshots (instance) tab. (If desired, you can also set up a schedule for capturing partial (application-
only) snapshots.)

Y ou can schedule a new snapshot creation for every hour, day, or week, or you can create a custom schedule by
entering a cron expression.

6. Finally, set the retention schedule for your snapshots by selecting the time period after which old snapshots are
automatically deleted. The default retention period is one month.

Note: A snapshot's retention period cannot be changed once the snapshot is created. If you update the retention
schedule, the new retention period applies only to snapshots created after the update is made.

7. Click Update schedule to save your changes.

Snapshots are automatically created according to your specified schedule and saved to the storage location you
selected. Y ou can also create an unscheduled snapshot at any time by clicking Start a snapshot on the Dashboard or
on the Snapshots page.

Roll back changes using a snapshot

When necessary, you can use a snapshot to roll back to a previous version of your Puppet Application Manager set-up
without changing the underlying cluster infrastructure.

Toroll back changes:

1. In console menu of the Puppet Application Manager Ul, click Snapshots > Full Snapshots (I nstance).
2. Select the snapshot you wish to roll back to from the list of available snapshots and click Restor e from this

backup gj .

3. Follow the instructions to complete either a partial restore or afull restore.

A full restoreisuseful if you need to stay on an earlier version of an application and want to disable automatic
version updates. Otherwise, a partial restore is the quicker option.

Migrating PAM data to a new system
By using a snapshot, you can migrate your data to a new Puppet Application Manager (PAM) instance.

Data migration prerequisites
In order to perform a data migration, your system must be configured as follows:

e Ontheoriginal system, Puppet Application Manager (PAM) must be configured to support Full Snapshots
(Instance). For instructions on configuring snapshots, see Backing up PAM using snapshots on page 112.

« Velero must be configured to use an external snapshot destination accessible to both the old and new clusters,
such as S3 or NFS.

« Boththe old and new clusters must have the same connection status (online or offline). Migrating from offline to
online clusters or vice versais not supported.

» For offlineinstals, both the old and new clusters must use the same version of PAM.
» Upgrade to the latest version of PAM on both the old and new clusters before you begin.

Migrating data between two systems with the same architecture

To perform data migration between two systems using the same architecture (from standalone to standalone, or from
HA to HA), you must create a new cluster to migrate to, then follow the process outlined below to recover your
instance from a snapshot.
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Before you begin

Review the requirements in Data migration prerequisites on page 114.

Important: If you are migrating from a legacy ar chitecture, go to our Support Knowledge Base instructions for
migrating to a supported architecture for your Puppet application:

* Migrate to a supported PAM architecture for Continuous Delivery for PE
e Migrate to asupported PAM architecture for Comply

1. Ontheorigina system, find the version of KURL your deployment is using by running the following command.
Savethe version for usein step 3.

kubect| get configmap -n kurl kurl-current-config -0
j sonpat h="{. dat a. kur| -version}" && echo
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2. Gettheingtaler spec section by running the command appropriate to your PAM installation type:

Tip: See How to determine your version of Puppet Application Manager if you're not sure which installation type
you're running.

« HA ingtalation: kubect| get installers puppet-application-nmanager -o yan

« Standaloneinstallation: kubect| get installers puppet-application-manager-
st andal one -0 yam

« Legacy ingtalation: kubect| get installers puppet-application-manager-1|egacy -0
yan

The command's output looks similar to the following. The spec section is shown in bold in the example below.
Save your spec section for usein step 3.

# kubect| get installers puppet-application-manager-standal one -0 yani
api Version: cluster. kurl.sh/vlbetal
kind: Installer
nmet adat a:
annot at i ons:
kubect| . kubernetes.i o/l ast-applied-configuration:

{"api Version":"cluster.kurl.sh/vlbetal","kind":"Installer", "nmetadata"
{"annotations":{},"creationTi nestanp": null,"nane": " puppet -appl i cati on-
manager - st andal one", "nanespace": "default"}, "spec": {"cont ai nerd"
{"version":"1.4.12"},"contour":{"version":"1.18.0"}, "ekco"
{"version":"0.16.0"}, "kotsadnm': {"appl i cati onSl ug": " puppet -
appl i cati on- manager", "version":"1.64.0"}, "kuber net es"
{"version":"1.21.8"},"metricsServer":{"version":"0.4.1"}, "ni ni 0"
{"version":"2020-01- 25T02-50-51Z7"}, "openebs”

{"isLocal PVEnabl ed":true, "Il ocal PVSt orageCl assNane": "defaul t", "version":"2.6.0"}, " pron
{"version":"0.49.0-17.1.1"},"registry":{"version":"2.7.1"}, "vel ero"
{"version":"1.6.2"}, "weave":

{"podG dr Range":"/22","version":"2.8.1"}},"status":{}}

creationTi nestanp: "2021-06-04T00: 05: 082"

generation: 4

| abel s:

vel ero. i o/ excl ude-from backup: "true"

name: puppet-application-manager - st andal one

nanespace: default

resour ceVersi on: "102061068"

ui d: 4e7f1196- 5f ab- 4072- 9399- 15d18dcc5137
spec:

cont ai nerd:

version: 1.4.12

cont our:

version: 1.18.0
ekco:

version: 0.16.0
kot sadm

appllcatlonSIug: puppet - appl i cati on- manager
version: 1.64.0
kuber net es:
version: 1.21.8
metricsServer
version: 0.4.1
m ni o:
versi on: 2020-01-25T02-50-51Z
openebs:
i sLocal PVEnabl ed: true
| ocal PVSt or ageC assNane: defaul t
version: 2.6.0
pr onet heus:
version: 0.49.0-17.1.1
registry
version: 2.7.1
vel ero
version: 1.6.2 © 2024 Puppet, Inc., aPerforce company
weave:
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3. Onanew machine, create afilenamedi nst al | er . yam with the following contents, replacing <SPEC> and
<KURL VERSI ON> with the information you gathered in the previous steps.

api Version: cluster.kurl.sh/vlbetal
kind: Installer
net adat a:
<SPEC>
kurl :
install erVersion: "<KURL VERSI O\N>"

Important: If you are running PAM version 1.68.0 or newer, the KURL installer version might be included in the
spec section. If thisisthe case, omit the kur | : section from the bottom of thei nst al | er. yam file. There
must be only one kur | : entry in thefile.

Tip: Spacingiscritical in YAML files. Usea YAML file linter to confirm that the format of your fileis correct.

Hereis an example of the contents of thei nst al | er. yani file:

api Version: cluster.kurl.sh/vlbetal
kind: Installer
net adat a:
spec:
cont ai nerd:
version: 1.4.12

cont our :

version: 1.18.0
ekco:

version: 0.16.0
kot sadm

appllcatlonSIug: puppet - appl i cati on- manager
version: 1.64.
kuber net es:
version: 1.21.8
nmetri csServer:
version: 0.4.1
m ni o:
ver si on: 2020-01-25T02-50-517
openebs:
i sLocal PVEnabl ed: true
| ocal PVSt or aged assNane: defaul t
version: 2.6.0
pr omet heus:
version: 0.49.0-17.1.1

registry:
version: 2.7.1
vel ero
version: 1.6.2
weave:

podCi dr Range: /22
version: 2.8.1
kur |
instal |l erVersion: "v2022.03.11-0"

4. Buildaninstaller usingthei nst al | er. yam file. Run the following command:

curl -s -X POST -H "Content-Type: text/yam " --data-binary
"@nstaller.yam " https://kurl.sh/installer |grep -o "[~/]*$"

The output is a hash. Carefully save the hash for usein step 5.
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5. Install anew cluster. To do so, you can either:

a. Point your browsertohtt ps: // kur | . sh/ <HASH> (replacing <HASH> with the hash you generated in
step 4) to see customized installation scripts and information.

b. Follow the appropriate PAM documentation.
* For onlineinstallations: Follow the stepsin PAM HA onlineinstallation on page 83 or PAM
standalone online installation on page 90, replacing the installation script with the following:
curl https://kurl.sh/ <HASH> | sudo bash
e For offlineinstallations: Follow the stepsin PAM HA offlineinstallation on page 87 or PAM
standalone offline installation on page 93, replacing the installation script with the following:
curl -LO https://k8s. kurl.sh/bundl e/ <HASH>. t ar. gz

When setting up a new offline cluster as part of disaster recovery, add kur | -regi stry-i p=<I P>to
theinstall options, replacing <l P> with the value you recorded when setting up snapshots.

Note: If youdo not includethekur | - regi stry-i p=<I P> flag, theregistry service will be assigned a
new | P address that does not match the | P on the machine where the snapshot was created. Y ou must align
the registry service | P address on the new offline cluster to ensure that the restored configuration can pull
images from the correct location.

Important: Do not install any Puppet applications after the PAM installation is complete. Y ou'll recover your
Puppet applications later in the process.

6. To recover using a snapshot saved to ahost path, ensure user/group 1001 has full access on all hodes by running:

chown -R 1001: 1001 /<PATH TQ HOSTPATH>

7. Configure the new cluster to connect to your snapshot storage location. Run the following to see the arguments
needed to complete this task:

kubect| kots -n default vel ero configure-{hostpath, nfs, aws-s3, ot her-
s3,gcp} --help

8. Runkubect!| kots get backup andwait for thelist of snapshots to become available. This might take
several minutes.

9. Start the restoration process by running kubect| kots restore --from backup <BACKUP NAME>.

The restoration process takes several minutes to complete. When the PAM Ul is available, use it to monitor the
status of the application.

Note: When restoring, wait for all restores to complete before making any changes. The following command
waits for pods to finish restoring data from backup. Other pods may not be ready until updated configuration is
deployed in the next step:

kubect| get pod -0 json | jgq -r '.itenms[] |
sel ect (. net adat a. annot ati ons. "backup. vel ero. i o/ backup- vol unes")
| .nmetadata.nanme' | xargs kubectl wait --for=condition=Ready pod --

ti meout =20m

This command requiresthe jg CLI tool to be installed. It is available in most Linux OS repositories.
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10. After the restoration process completes, save your config and deploy:
a) From the PAM UlI, click Config.
b) (Optional) If the new cluster's hostname is different from the old one, update the Hostname.
c) Click Save Config.
d) Deploy the application. Y ou must save your config and deploy even if you haven't made any changes.

Note: If you haveinstalled Continuous Delivery for PE and changed the hostname, you need to update the
webhooks that connect Continuous Delivery for PE with your source control provider. For information on how
to do this, see Update webhooks.

Migrating data between two systems with different architectures

To perform data migration between two systems using different PAM architectures (from standalone to HA, or from
HA to standalone), you must create a new cluster to recover to, then follow the process outlined below to recover
your instance from a snapshot.

Before you begin

Review the requirements in Data migration prerequisites on page 114.

Important: If you are migrating from alegacy ar chitecture, go to our Support Knowledge Base instructions for
migrating to a supported architecture for your Puppet application:

* Migrate to asupported PAM architecture for Continuous Delivery for PE
e Migrate to asupported PAM architecture for Comply

1. Ontheoriginal system, find the version of KURL your deployment is using by running the following command.
Save the version for usein step 2.

kubect!| get configmap -n kurl kurl-current-config -o
j sonpat h="{. dat a. kur| -version}" && echo

2. Set up anew cluster to house the recovered instance, following the system requirements for your applications.

Important: Do not install any Puppet applications after the PAM installation is complete. Y ou'll recover your
Puppet applications later in the process.

* Install PAM using the version of KURL you retrieved earlier:

¢ For onlineinstalls:

curl -sSL https://k8s. kurl.sh/version/<VERSI ON STRI NG/ puppet -
appl i cati on-manager | sudo bash <-s options>

¢ For offlineinstalls:

curl -O https://k8s. kurl.sh/bundl e/ versi on/ <VERSI ON STRI NG/ puppet -
appl i cati on- manager.tar. gz

* When setting up a new offline cluster as part of disaster recovery, add kur | - r egi stry-i p=<I| P> tothe
install options, replacing <l P> with the value you recorded when setting up snapshots.

Note: If you do not includethekur | - regi stry-i p=<I P> flag, the registry service will be assigned a
new | P address that does not match the IP on the machine where the snapshot was created. Y ou must align the
registry service IP address on the new offline cluster to ensure that the restored configuration can pull images
from the correct location.
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To recover using a snapshot saved to a host path, ensure user/group 1001 has full access on al nodes by running:

chown -R 1001: 1001 /<PATH TO HOSTPATH>

Configure the new cluster to connect to your snapshot storage location. Run the following to see the arguments
needed to complete this task:

kubect| kots -n default vel ero configure-{hostpath, nfs, aws-s3, ot her -
s3,gcp} --help

Runkubect| kots get backup andwait for the list of snapshots to become available. This might take
several minutes.

Start the restoration process by running kubect | kots restore --from backup <BACKUP NANE>.

The restoration process takes several minutes to complete. When the PAM Ul is available, use it to monitor the
status of the application.

Note: When restoring, wait for all restores to complete before making any changes. The following command
waits for pods to finish restoring data from backup. Other pods may not be ready until updated configuration is
deployed in the next step:

kubect!| get pod -0 json | jgq -r '.itens[] |

sel ect (. net adat a. annot ati ons. "backup. vel ero. i o/ backup- vol unes")

| .netadata.name' | xargs kubectl wait --for=condition=Ready pod --
ti meout =20m

This command requires the jg CL1 tool to beinstalled. It is available in most Linux OS repositories.

After the restoration process completes, save your config and deploy:

a) From the PAM Ul, click Config.

b) (Optional) If the new cluster's hostname is different from the old one, update the Hostname.

¢) Click Save Config.

d) Deploy the application. Y ou must save your config and deploy even if you haven't made any changes.

Note: If you have installed Continuous Delivery for PE and changed the hostname, you need to update the
webhooks that connect Continuous Delivery for PE with your source control provider. For information on how
to do this, see Update webhooks.

Disaster recovery with PAM

It isimportant to prepare your system and regularly capture full snapshots. This backs up your data and makes it
easier to restore your system if disaster recovery is needed.

Prepare your system to support future disaster recovery

To make sure your system is equipped to help you recover from a potential system failure, you must:

Configure Puppet Application Manager (PAM) to support Full Snapshots (I nstance). For instructions on
configuring snapshots, see Backing up PAM using snapshots on page 112.

Configure Velero to use an external snapshot destination that is accessible to both your current cluster and future
new clusters, such as S3 or NFS.
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» Disaster recovery requires that the store backend used for backups is accessible from the new cluster. When
setting up snapshotsin an offline cluster, use the following command to record the registry service |P address:

kubectl -n kurl get svc registry -o jsonpath='{.spec.clusterlP}'

Make arecord of the value returned by this command, because you'll need it to create a new cluster to restore to as
part of disaster recovery.

* Runthelatest version of PAM. Disaster recovery is only available on systems running PAM version 1.44.1 or
newer.

Disaster recovery process

To perform a disaster recovery, you must create a new cluster to recover to and then recover your instance from a
snapshot.

1. Find the version of kURL your original deployment was using.
If you have access to the origina cluster, you can use this command:

kubect!| get configmap -n kurl kurl-current-config -o
j sonpat h="{. dat a. kurl -version}" && echo

If you aren't able to run the command, you remember your PAM version, and you were on version 1.68.0 or later,
you can look up the kURL version in the Component versionsin PAM releases on page 79 table.

If you don't remember your PAM version or you were on aversion earlier than 1.68.0, you need to contact your
technical account manager or Support for assistance.

2. If you have access to the original cluster, follow the steps for Migrating data between two systems with the same
architecture on page 114.

If your original cluster is completely offline and inaccessible, you'll need to contact your technical account
manager or Support for assistance.
Restriction:

Y our old and new clusters must have the same connection status (online or offline). Disaster recovery from an
offline to an online cluster (or vice versa) is not supported.

Additionaly, for offlineinstalls, both the old and new clusters must use the same PAM version.

Troubleshooting PAM
Use this guide to troubleshoot issues with your Puppet Application Manager installation.

How to look up your Puppet Application Manager architecture
If you're running PAM on a Puppet-supported cluster, you can use the following command to determine your PAM
architecture version:

kubect| get installer --sort-by=. netadata.creationTi nestanp -o
jsonpath="{.itens[-1:].netadata. nane}' ; echo

Depending on which architecture you used when installing, the command returns one of these values:

* HA architecture: puppet - appl i cati on- manager

« Standalonearchitecture: puppet - appl i cati on- manager - st andal one

« Legacy architecture: Any other value, for example, puppet - appl i cati on- manager - | egacy, cd4pe, or
conply
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Resolve IP address range conflicts

When installing Puppet Application Manager, IP addressranges 10. 96. 0. 0/ 22 and 10. 32. 0. 0/ 22 must not be
used by other nodes on the local network.

Note: The minimum size for CIDR blocks used by Puppet Application Manager are:

« Standalone - /24 for pod and service CIDRs
e HA -/23for pod and service CIDRs
« Default of /22 is recommended to support future expansion

Toresolve | P address range conflicts, create apat ch. yaml fileand add thei nst al | er - spec-
fil e=pat ch. yam argument when running the installation script (see below):

1. If you use IP addressesinternally that overlap 10. 32. 0. 0/ 22, add the following to your pat ch. yam file
(10. 40. 0. 0/ 23 used here as an example range):

api Version: cluster. kurl.sh/vlbetal
kind: Installer
nmet adat a:
nane: patch
spec:
fl annel :
podCl DR: 10. 40. 0. 0/ 23
podCl DRRange: "/22"

2. If you use IP addressesinternally that overlap 10. 96. 0. 0/ 22, add the following to your pat ch. yan file
(20. 100. 0. 0/ 23 used here as an example range):

spec:
kuber net es:

servi ceCl DR 10.100. 0. 0/ 23
servi ceCl DRRange: "/23"

/|\| CAUTION: ThepodCl DRand ser vi ceCl DR ranges must not overlap.

3. Onceyour pat ch. yam fileisset up, add thei nst al | er - spec-fi |l e=pat ch. yam argument when you
run the installation script:

cat install.sh | sudo bash -s airgap installer-spec-fil e=patch.yan

Remember: Addthei nstal |l er-spec-fil e=pat ch. yam argument any time you re-run the installation
script, such as when reinstalling to upgrade to a new version.

Related information

Using sudo behind a proxy server on page 125

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM
behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to ther oot user and running the command without sudo.

Reset the PAM password

As part of the installation process, Puppet Application Manager (PAM) generates a password for you. Y ou can update
this password to one of your choosing after installation.
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1. To reset the Puppet Application Manager password, run the following command as the root user:
kubect| kots reset-password default

The system prompts you to enter a new password of your choosing.

2. If the command failswith anunknown conmand "kots" for "kubectl|" error, it'sbecause/ usr/
| ocal / bi nisnotinthe path. To address this error, either update the path to include/ usr /| ocal / bi n, or
run this command:

/usr/ 1 ocal / bi n/ kubect| - kots reset-password default

Update the PAM TLS certificate

A self-signed TL S certificate secures the connection between your browser and Puppet Application Manager (PAM).
Once theinitial Puppet Application Manager setup process is complete, you can upload new certificates by enabling
changes to the installation's Kubernetes secrets.

Use this processif you chose not to add a TLS certificate when installing Puppet Application Manager, or if you need
to update your existing TL S certificate.

1. Enable changesto your installation'skot sadm t | s Kubernetes secret by running:

kubectl -n default annotate secret kotsadmtls accept AnonynmousUpl oads=1

2. Restartthekur | - pr oxy pod to deploy the change by running:

kubect| del ete pods $(kubectl get pods -A | grep kurl-proxy | awk '{print
$2}")
3. Once the kurl-rpoxy pod restarts and is back up and running, navigateto ht t ps: / / <HOSTNAME>: 8800/t | s
and upload your new TLS certificate.

Reduce recovery time when a node fails
If anode running a non-replicated service like PostgreSQL fails, expect some service downtime.

How much downtime depends on the following factors:

» Timeout for communication between Kubernetes services (at least one minute to mark the node as unreachable).

« Timeout for the ekco service to determine that pods need to be rescheduled. The default is five minutes after node
is marked unreachable.

e Timeto restart services (at least two minutes, possibly up to five minutes, if there are complex dependencies).

The ekco service can be configured to reschedule pods more quickly by configuring the installation with a
pat ch. yam similar to the following:

api Version: cluster. kurl.sh/vlbetal
kind: Installer
nmet adat a:
nane: patch
spec:
ekco:
nodeUnr eachabl eTol erati on: 1m

Apply the patch during an install or upgrade by includingi nst al | er - spec-fil e=pat ch. yan asaninstall
option.

Important: This patch needs to beincluded during all future upgrades to avoid resetting the option.
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PAM components
Puppet Application Manager (PAM) uses arange of mandatory and optional components.

Support services

» Database: PostgreSQL (single instance) - https.//www.postgresql.org/
* Object storage: previously MinlO - https://min.io, now Ceph - https://ceph.io
« tlser for basic TLS cert management - https://github.com/puppetl abs/tl ser

e kurl_proxy for HTTPS proxying outside the Ingress (ports besides 80/443): https.//github.com/replicatedhg/kots/
tree/v1.36.1/kurl _proxy

Kubernetes components

* Networking (CNI): Flannel - https://github.com/flannel-io/flannel

» Storage (CSl): Rook - https://rook.io, Ceph - https://ceph.io

« Ingress: Project Contour - https.//projectcontour.io

« Kubernetes Cluster: KURL - https://kurl.sh

» Embedded KURL Cluster Operator: ekco - https://github.com/replicatedhg/ekco
e Admin Console: KOTS - https://kots.io

e Snapshots: Velero - https.//velero.io, Restic - https://restic.net

¢ Monitoring: Prometheus - https://prometheus.io

* Registry: Docker Registry - https://docs.docker.com/registry/

Optional components
Prometheus (+Grafana) and Velero (+Restic) are optional components:

¢ Prometheus+Grafana uses 112m/node + 600m CPU, 200MiB/node + 1750MiB RAM
* Velerot+Restic uses 500m/node + 500m CPU, 512MiB/node + 128MiB RAM

If you do not need these optional components, they can be omitted from theinitial install and further upgrades with a
patch similar to the following:

api Version: cluster.kurl.sh/vlbetal
kind: Installer
net adat a:
nane: patch
spec:
pr omet heus:
Ver si on:
vel ero:
ver si on:

Important: This patch needs to be included during upgrades to avoid adding the components | ater.

If you want to remove optional components that are already installed, use the following command:

kubect| delete ns/nmonitoring ns/velero

Generate a support bundle

When seeking support, you might be asked to generate and provide a support bundle. This bundle collects alarge
amount of logs, system information and application diagnostics.

To create a support bundle:

1. InPuppet Application Manager Ul, click Troubleshoot > Generate a support bundle.
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2. Select amethod for generating the support bundle:

e Generatethe bundle automatically. Click Analyze <APPLICATION NAME> (<APPLICATION NAME>
isreplaced in the Ul by the name of the Puppet application you have installed), and Puppet Application
Manager generates the bundle for you and uploadsit to the Troubleshoot page.

« Generatethe bundle manually. Click the prompt to generate a custom command for your installation, then
run the command on your cluster. Follow the prompts to upload the bundle to Puppet Application Manager.

3. Review the collected data before forwarding it to Puppet, as it may contain sensitive information that you wish to
redact.

4. Return to the Troubleshoot page, download the newly created support bundle, and send it to your Puppet Support
contact.

Create a support bundle from the command line

If installation of the Puppet Application Manager, or upload of an app, on an embedded kURL cluster fails, it may not
be possible to access the Ul to generate a support bundle.

Y ou can generate a support bundle by using the default kots.io spec. To do this, run the following command:
kubect| support-bundle https://kots.io

On an offline server, you can copy the default kots.io spec by using the following command:

curl -o spec.yam https://kots.io -H 'User-agent: Replicated_Troubl eshoot/
vlbet al'

The spec can then be uploaded to the server. Use the local spec by running:
kubect| support-bundl e /path/to/spec.yanl
If the Puppet Application Manager Ul isworking and the app is installed, you can use:

kubect| support-bundle http://<server-address>: 8800/ api/vl/troubl eshoot/
<app- sl ug>

If the app is not installed but the Puppet Application Manager Ul is running:
kubect| support-bundl e http://<server-address>: 8800/ api / vl/troubl eshoot

If you do not already have the support-bundle kubectl plugin installed, install it by using the command below:
curl https://krew sh/support-bundle | bash

Or by installing krew2 and running:

kubect!| krew install support-bundle

Using sudo behind a proxy server

Many of the commands you run to install or configure Puppet Application Manager (PAM) require root access. In
the PAM documentation, commands that require root access use sudo to elevate privileges. If you're running PAM
behind a proxy, sudo might not work correctly. If you're having trouble running commands with sudo, and you're
behind a proxy, try switching to the r oot user and running the command without sudo.

KURL can only be upgraded two minor versions at a time

Because kURL does not support upgrading more than two Kubernetes minor release versions at once, if you're
upgrading from an older version of PAM, you might need to follow a specific upgrade path to avoid failures. For
example, PAM version 1.80.0 uses Kubernetes version 1.21.x, so you can upgrade up to PAM 1.91.3 (Kubernetes
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version 1.23.x), but not to PAM 1.94.0 (Kubernetes version 1.24.x). To determine the specific upgrade path for your
installation, please check the table of Kubernetes versions for each version of PAM.

Attempting to upgrade too far at once returns the following error message: The currently install ed
kubernetes version is <CURRENT VERSI ON>. The requested version to upgrade to
i s <INVALI D_TARGET_VERSI ON>. Kurl can only be upgraded two mnor versions at
tinme. Please install <VALID TARGET VERSI ON> first.

Install

Theinitial installation and set up process for Continuous Delivery for Puppet Enterprise (PE) includes understanding
the architecture, selecting an appropriate TLS configuration, configuring and deploying Continuous Delivery for PE,
ensuring your PE version and browser are supported, and configuring your analytics data collection preferences.

Note: Migrate 3.x datato 4.x on page 136 explains how to upgrade to the Continuous Delivery for PE 4.x series
from aversion in the 3.x series.

» Continuous Delivery for PE architecture on page 126

Continuous Delivery for Puppet Enterprise (PE) communicates with your PE installation, your source control
system, the servers you've designated as job hardware, and the browser you use to connect to the web Ul and Puppet
Application Manager (PAM).

e Supported PE versions and browsers on page 129

The Continuous Delivery for Puppet Enterprise (PE) 4.x seriesis designed for use with currently-supported versions
of PE and current versions of major web browsers.

¢ Deploy Continuous Delivery for PE on page 130

After installing Puppet Application Manager (PAM), specify your initial configuration setting and deploy Continuous
Delivery for Puppet Enterprise (PE) for the first time.

» Deploy Continuous Delivery for PE offline on page 131

Use these instructions to install Continuous Delivery for Puppet Enterprise (PE) in an airgapped or offline
environment where the Continuous Delivery for PE host server does not have direct accessto the internet.

Continuous Delivery for PE architecture

Continuous Delivery for Puppet Enterprise (PE) communicates with your PE installation, your source control
system, the servers you've designated as job hardware, and the browser you use to connect to the web Ul and Puppet
Application Manager (PAM).

This diagram shows the architecture and port requirements for a Continuous Delivery for PE 4.x installation.

Important: Continuous Delivery for PE uses TCP (Transmission Control Protocol) connections.
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Source control

Kubernetes Ly~ Bitbucket Server  Azure DevOps
- - || GitHub Enterprise  Bitbucket Cloud
Conltmuous Delivery for PE < 8000 GitLab GitHub.com
application
PP 8000 [ ¢ N
= orporate networ
Airgapped environments
-
d - -
Jlo | Puppet Application —
@I~ | Manager (PAM) < Usar
po [= o]
% 5
o<
§ 00
A Job hardware
Puppet Enterprise < 8140, 8142

Port Use

* (variable) On this port, Continuous Delivery for PE makes AP
requests to, and clones from, source control over HTTPS
or SSH. The specific port number depends on your
source control integration.

443 On this port, Continuous Delivery for PE job hardware
servers communicate with the Continuous Delivery for
PE application, and users access the Continuous Delivery
for PE application'sweb Ul over HTTPS.

4433 The Continuous Delivery for PE application uses this PE
port to communicate with the node classifier and the PE
console (for authentication).

8000 Thisisthe default port where source control provider
webhooks send traffic to Continuous Delivery for PE.

Y ou can change this port in PAM under Optional
configuration.

8081 The Continuous Delivery for PE application uses this PE
port to send queries to PuppetDB.

8140 The Continuous Delivery for PE application and
Continuous Delivery for PE job hardware servers use
this PE port to communicate with Puppet Server.

8142 Continuous Delivery for PE job hardware servers and PE
communicate through Puppet Agent on this port.

8143 The Continuous Delivery for PE application uses this PE
port to communicate with Puppet Orchestrator.

8170 The Continuous Delivery for PE application uses this PE

port to communicate with Code Manager.
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Port Use
8800 PAM'sweb Ul accepts HTTPS traffic from users on this
port.

Y ou can configure ports 4433, 8081, 8140, 8143, and 8170 in the PE integration settings.

For additional information about each Continuous Delivery for PE port's source and destination, refer to the PAM
system requirements on page 66. For more information about PE ports, refer to PE documentation, such as the PE
Firewall configuration diagrams.

TLS configuration

Y ou can choose from several TLS configuration options when installing Continuous Delivery for Puppet Enterprise
(PE). Select the installation architecture that best meets your security needs and limitations.

Basic installation (default configuration)

This installation architecture works for single-node clusters and multi-node clusters that utilize automatic load
balancing or are set up for Ingress load balancing, such as with Google Kubernetes Engine (GKE). The webhook
callback listens on port 8000. This architecture uses public certificates for machine-to-machine communication, and
it'scommon to use TL S configured at the Ingress, whether in manual-entry, self-signed, or certificate manager form.

Client ﬁ fngrgss Cluster
443 + /query £080 .I» query-service

443 / 8080 p|» Web Ul

Job hardware 92001 + NodePort £ 5000 -l Registry (offline

installs)

Browser

8000 8000
Source control + NodePort i pl Webhooks

o5y public
certificate

Port Use

443 Continuous Delivery for PE job hardware servers
communicate with the Continuous Delivery for
PE application over this port, and users access the
Continuous Delivery for PE web Ul over HTTPS on this
port.

5000 In offline installations, NodePort communicates with the
registry on this port.

8000 Thisisthe default port where source control provider
webhooks send traffic to Continuous Delivery for PE.
Y ou can change this port in Puppet Application Manager
(PAM) under Optional configuration.

8080 Ingress forwards traffic to the Continuous Delivery for
PE web Ul and communicates with quer y- servi ce
on this port.
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Port

Use

9001

Continuous Delivery for PE job hardware servers
communicate with NodePort on this port.

Installation with a proxy or load balancer using enhanced TLS

Thisinstallation architecture uses public certificates for external proxy TLS termination and internal certificates for
machine-to-machine communication. The Ingress is used for routing rules to the various services within Continuous
Delivery for PE. Y ou must configure the backend and web Ul endpoints separately from the Ingress hostnames.

Client o Proxy / LB d Ingress Cluster
443 8080 + :
443 uery-service
Browser + Web Ul 1 /query query
-/ 5080 g web Ul
Job
hardware |-2001 Regi | S -
egist 9001 5000 . {offline
g5ty NodePort P Registry installs)
Source 8000 8000
control .|>Backend ;NodePort 5 8000 *Webhooks
internal B public
certificate certificate

Port Use

443 On this port, Continuous Delivery for PE job hardware
servers communicate with the Continuous Delivery for
PE application, and users access the Continuous Delivery
for PE web Ul over HTTPS.

5000 In offline installations, NodePort communicates with the
registry on this port.

8000 Thisisthe default port where source control provider
webhooks send traffic to Continuous Delivery for PE.

Y ou can change this port in Puppet Application Manager
(PAM) under Optional configuration.

8080 Ingress forwards traffic to the Continuous Delivery for
PE web Ul and communicates with quer y- servi ce
on this port.

9001 Continuous Delivery for PE job hardware servers
communicate with the proxy/load balancer registry and
NodePort on this port.

Supported PE versions and browsers

The Continuous Delivery for Puppet Enterprise (PE) 4.x seriesis designed for use with currently-supported versions

of PE and current versions of major web browsers.
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Supported PE versions

Y ou can use the latest version of Continuous Delivery for Puppet Enterprise (PE) with all currently-supported
versions of PE.

Currently-supported PE versions are described on the PE support lifecycle page, and you can find the recommended
PE upgrade paths in the PE documentation.

Important: You must upgrade to Continuous Delivery for PE version 4.8.2 before installing PE version 2021.3,
2019.8.8, or newer versions in their respective release series. Version 4.8.2 resolves a PuppetDB issue that prevented
generating new fact charts on the Nodes page.

Support might vary for older versions of Continuous Delivery for PE, depending on which PE versions existed and
were supported at the time of release.

Supported browsers
Y ou can use the Continuous Delivery for PE web Ul with these browsers.

Browser Supported versions

Google Chrome Current version as of release
Mozilla Firefox Current version as of release
Microsoft Edge Current version as of release
Apple Safari Current version as of release

Deploy Continuous Delivery for PE

After installing Puppet Application Manager (PAM), specify your initial configuration setting and deploy Continuous
Delivery for Puppet Enterprise (PE) for the first time.

Before you begin
Install PAM on page 80.

These steps are for hosts with internet access. For airgapped installations, go to Deploy Continuous Delivery for PE
offline on page 131.

1. InPAM, upload your Continuous Delivery for PE license and follow the promptsto set up SSL certificates and
make sure your infrastructure meets Continuous Delivery for PE system requirements.

2. To configure your Continuous Delivery for PE installation, click Config, and:
a) Enter ahostname for the Continuous Delivery for PE installation.
b) Set apassword for the Continuous Delivery for PE root user account.

c) Select where to host the webhook (for source control integration) and local container registry (in Puppet-
supported offline installs) endpoints.

* UseaNodeport: All Kubernetes hosts listen on this NodePort and forward traffic to the appropriate
endpoint.
e Usean Ingresswith a hostname: The endpoint listens on ports 80 (HTTP) and 443 (HTTPS) for requests
using the specified hostname.
d) Configure any other settings on this page relevant to your installation, such as externa databases, customized
endpoints, aload balancer, or TLS certificates.
€) When you've finished editing the configuration, click Save config. Saving new configuration settings initiates
creation of anew Continuous Delivery for PE version.
3. Click Go to new version, which redirects you to the Version history tab, and locate the new version in the All
ver sions section of the page.
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4. Monitor the new version's preflight checks. The Running Checks indicator is visible while Continuous Delivery
for PE checks your system to make sure your cluster meets minimum system requirements. When the preflight
checks are complete:

« |If the statusis Checks Failed, click View preflights, correct the issues, and click Re-run. Repeat this step as
needed.

Important: Do not move on until all preflight checks pass.

« |f the statusis Ready to Deploy, move on to the next step.

5. Oncethe version isready to deploy, click Deploy and monitor the application's status on the Application tab.
During deployment, the application isin Missing status for several minutes. You can runkubect| get pods
- - wat ch to monitor the deployment's progress.
When deployment is complete, the application's status changes to Ready.

6. Navigateto htt ps: // <HOSTNANME> (using the hostname you entered on the Config screen) and sign into
Continuous Delivery for PE.

If you're upgrading to the 4.x series from aversion in the 3.x series, see Migrate 3.x datato 4.x on page 136.

If you're new to Continuous Delivery for PE, see the Getting started guide on page 13 to learn about the
software's core features and workflows.

Deploy Continuous Delivery for PE offline

Use these instructions to install Continuous Delivery for Puppet Enterprise (PE) in an airgapped or offline
environment where the Continuous Delivery for PE host server does not have direct access to the internet.

Before you begin
Install Puppet Application Manager (PAM).

1. InPAM, upload your Continuous Delivery for PE license and follow the prompts to set up SSL certificates and
make sure your infrastructure meets Continuous Delivery for PE system requirements.
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Version Release date Airgap bundle

4.35.0 29 April 2025 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.35.0.airgap

4.34.0 30 January 2025 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.34.0.airgap

4.33.0 30 October 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.33.0.airgap

4.32.0 29 August 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.32.0.airgap

4.31.0 10 July 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.31.0.airgap

4.30.2 14 June 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.2.airgap

4.30.1 22 May 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.1.airgap

4.30.0 7 May 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.0.airgap

4.29.2 21 March 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.29.2.airgap

4.29.1 21 February 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.29.1.airgap

4.29.0 8 February 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4dpe-4.29.0.airgap

4.28.0 30 November 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4dpe-4.28.0.airgap

4.27.1 11 October 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.27.1.airgap

4.27.0 4 October 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.27.0.airgap

4.26.2 7 September 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.26.2.airgap

4.26.1 23 August 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.26.1.airgap

4.26.0 22 August 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.26.0.airgap

4.25.1 24 July 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.25.1.airgap

4.25.0 11 July 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.25.0.airgap

4.24.1 28 June 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.24.1.airgap

4.24.0 31 May 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.24.0.airgap

4.23.1 2 May 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.23.1.airgap

4.23.0 18 Apri&28924 Puppet, Inc., AkBEH) H§ls.s3.amazonaws.com/stabl e/
cddpe-4.23.0.airgap
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3. To configure your Continuous Delivery for PE installation, click Config, and:

a) Enter ahostname for the Continuous Delivery for PE installation.
b) Set a password for the Continuous Delivery for PE root user account.

c) Select where to host the webhook (for source control integration) and local container registry (in Puppet-
supported offline installs) endpoints.

* UseaNodeport: All Kubernetes hosts listen on this NodePort and forward traffic to the appropriate
endpoint.
e Usean Ingresswith a hosthame: The endpoint listens on ports 80 (HTTP) and 443 (HTTPS) for requests
using the specified hostname.
d) Configure any other settings on the page relevant to your installation, such as external databases, customized
endpoints, aload balancer, or TLS certificates.
€) When you've finished editing the configuration, click Save config. Saving new configuration settings initiates
creation of anew Continuous Delivery for PE version.
4. Click Goto new version, which redirects you to the Version history tab, and locate the new version in the All
ver sions section of the page.
5. Monitor the new version's preflight checks. The Running Checksindicator is visible while Continuous Delivery
for PE checks your system to make sure your cluster meets minimum system requirements. When the preflight
checks are complete;

« |f the statusis Checks Failed, click View preflights, correct the issues, and click Re-run. Repeat this step as
needed.

Important: Do not move on until all preflight checks pass.

« |f the statusis Ready to Deploy, move on to the next step.

6. Oncetheversion isready to deploy, click Deploy and monitor the application's status on the Application tab.
During deployment, the application isin Missing status for several minutes. You canrun kubect | get pods
- - wat ch to monitor the deployment's progress.
When deployment is complete, the application's status changes to Ready.

7. Navigatetoht t ps: // <HOSTNAME> (using the hosthame you entered on the Config screen) and sign into
Continuous Delivery for PE.

If you're upgrading to the 4.x series from aversion in the 3.x series, see Migrate 3.x data to 4.x on page 136.

If you're new to Continuous Delivery for PE, see the Getting started guide on page 13 to learn about the
software's core features and workflows.

Upgrade

We regularly release new versions of Continuous Delivery for Puppet Enterprise (PE). Upgrading to the current
version ensures you have the latest features, fixes, and improvements.

» Upgrade paths on page 134

These are valid upgrade paths for Continuous Delivery for Puppet Enterprise (PE).

« Upgrade Continuous Delivery for PE on page 134

Check for, download, and deploy updates from the Version history tab in Puppet Application Manager (PAM).
These instructions apply to Continuous Delivery for Puppet Enterprise (PE) installationsin online environments.
« Upgrade Continuous Delivery for PE offline on page 134

If your host doesn't have direct internet access, you must download and install an airgap bundle to upgrade to the
latest version of Continuous Delivery for Puppet Enterprise (PE).

* Upgrade an automated installation on page 136

If you used the Puppet Application Manager automated installation feature to install Continuous Delivery for Puppet
Enterprise (PE), you can run a script to upgrade to the latest version.
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* Migrate 3.x datato 4.x on page 136
The Continuous Delivery for PE 4.x series runs on a managed Kubernetes cluster, so you must migrate your 3.x series
data to the new installation.

Upgrade paths
These are valid upgrade paths for Continuous Delivery for Puppet Enterprise (PE).

If you'reon version... Upgradetoversion... Notes
4.30.0 You're up to date!
4.x (any version in the series) 4.30.0 (current version) Y ou can safely upgrade from any 4.x

version to any newer 4.x version.

3.13.8 4.x (any version in the series) Y ou must upgrade to the latest 3.13.x

. version in order to access the 3.x to
3.133 or earlier 3138 4.x datamigration tool, and then you
can upgrade past 3.13.x.

Upgrade Continuous Delivery for PE

Check for, download, and deploy updates from the Version history tab in Puppet Application Manager (PAM).
These instructions apply to Continuous Delivery for Puppet Enterprise (PE) installationsin online environments.

1. InPAM, click Version history.
2. Click Check for updates.

Tip: You can click Configure automatic updates Q to automatically check for updates hourly, every four
hours, daily, weekly, or at a custom interval.

3. If thereisan update, PAM downloads it and performs preflight checks to make sure your cluster meets system
reguirements for the new version. Click View preflight to review the results.

4. When you're ready to upgrade to the new version of Continuous Delivery for PE, click Deploy.

When deployment is complete, sign in to Continuous Delivery for PE and verify that the new version number is
shown in the bottom left corner of the web Ul.

Upgrade Continuous Delivery for PE offline

If your host doesn't have direct internet access, you must download and install an airgap bundle to upgrade to the
latest version of Continuous Delivery for Puppet Enterprise (PE).
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1. Download the. ai r gap bundle for the latest version (or the version you want to upgrade to, depending on your

Version Release date Airgap bundle

4.35.0 29 April 2025 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.35.0.airgap

4.34.0 30 January 2025 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.34.0.airgap

4.33.0 30 October 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.33.0.airgap

4.32.0 29 August 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.32.0.airgap

4.31.0 10 July 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.31.0.airgap

4.30.2 14 June 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.2.airgap

4.30.1 22 May 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.1.airgap

4.30.0 7 May 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.0.airgap

4.29.2 21 March 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.29.2.airgap

4.29.1 21 February 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.29.1.airgap

4.29.0 8 February 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4dpe-4.29.0.airgap

4.28.0 30 November 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4dpe-4.28.0.airgap

4.27.1 11 October 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.27.1.airgap

4.27.0 4 October 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.27.0.airgap

4.26.2 7 September 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.26.2.airgap

4.26.1 23 August 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.26.1.airgap

4.26.0 22 August 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.26.0.airgap

4.25.1 24 July 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.25.1.airgap

4.25.0 11 July 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.25.0.airgap

4.24.1 28 June 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.24.1.airgap

4.24.0 31 May 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.24.0.airgap

4.23.1 2 May 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.23.1.airgap

4.23.0 18 Apri&28924 Puppet, Inc., AkBEH) H§ls.s3.amazonaws.com/stabl e/

cddpe-4.23.0.airgap
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2. In Puppet Application Manager (PAM), click Version history > Upload new version, and upload the . ai r gap
bundle. The upload can take several minutes.

3. When you're ready to upgrade to the new version of Continuous Delivery for PE, click Deploy.

When deployment is complete, sign into Continuous Delivery for PE and verify that the new version number is shown
in the bottom left corner of the web Ul.

Upgrade an automated installation

If you used the Puppet Application Manager automated installation feature to install Continuous Delivery for Puppet
Enterprise (PE), you can run a script to upgrade to the latest version.

1. From the command line of your primary (control plane) node, run the upgrade script:

kubect| kots upstream upgrade cd4pe --nanespace default --depl oy

2. Wait five minutes to allow the software time to process the change.

3. Navigatetohttp:// <NODE | P ADDRESS>: 8800 and log in with the Puppet Application Manager (PAM)
password.

If preflight checks passed, the upgraded application is deployed and in the process of starting up. Run kubect |
get pods --wat ch tomonitor the deployment's progress.

When the deployment is complete, sign into Continuous Delivery for PE and verify that the new version number is
shown in the bottom left corner of the web UI.

Related information

Automate PAM and Puppet application online installations on page 95

During afresh online installation of Puppet Application Manager (PAM) and a Puppet application, you have the
option to configure the software automatically rather than completing the installation script interview.

Automate PAM and Puppet application offline install ations on page 97
During afresh offline installation of Puppet Application Manager (PAM) and a Puppet application, you have the
option to configure the software automatically rather than completing the installation script interview.

Migrate 3.x data to 4.x

The Continuous Delivery for PE 4.x series runs on a managed Kubernetes cluster, so you must migrate your 3.x series
data to the new installation.

The migration process has four parts:

1. Upgrade your existing 3.x installation to version 3.13.8.

2. Createanew installation of Continuous Delivery for PE version 4.x.
3. From the version 3.x root console, run the migration task.

4. Restart the 4.x installation, which is now populated with your 3.x data.

What is migrated?

The migration task copies and migrates to 4.x:

« The database, which contains al your Continuous Déelivery for PE 3.x installation's information, users,
integrations, history, and artifacts (except job commands and job logs).

Note: If you configured your 4.x installation to use an externally managed PostgreSQL database, this stepis
skipped.
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» The object store, which contains all of your 3.x installation’s job commands and job logs.

Note: The4.x seriesreplaces externa Artifactory and Amazon S3 object storage with abuilt-in highly available
object storage system. Your 3.x object store is migrated to the built-in 4x object store.

» Any of these configuration settings, if in use on 3.x:

CD4PE_REPO_CACHE_RETRI EVAL_TI MEOUT_M NUTES
CD4PE_LDAP_GROUP_SEARCH SIZE LIM T
CD4PE_ENABLE_REPO_CACHI NG
CD4PE_HTTP_CONNECTI ON_TI MEOUT_SEC
CD4PE_HTTP_READ_TI MEOUT _SEC

CD4PE_HTTP_WRI TE_TI MEOUT SEC
CD4PE_HTTP_REQUEST_TI MEOUT_SEC

CD4PE_| NCLUDE_G T_HI STORY_FOR_CD4PE_JOBS
CD4PE_JOB_GLOBAL_TI MEOUT_M NUTES
CD4PE_JOB_HTTP_READ_TI MEQUT_M NUTES

The migration task updatesin the 4.x installation:

» The webhooks between your source control system and the Continuous Delivery for PE backend endpoint URL.

Note: This step is optiona when running the migration task. The migration task is designed safely run multiple
times, so you can make sure your 4.x installation is ready for full-time use before you enable webhook updates.

The migration task does not copy or moveto 4.x:

» The 3.x root user, because you create a new root user when installing 4.x.
e TheJVM ARGS configuration setting, if in use on 3.x.
» These backup tables created for you by Continuous Delivery for PE during the 3.x series:

e app- pi pel i nes- 3- 0- backup. pfi , which was created during the upgrade from 2.x to 3.x

e pe-ia-node-results-cve-2020-7944- backup. pfi andpe-i a-resource-resul ts-
cve- 2020- 7944- backup. pf i , which were created as part of the CVE 2020-7944 remediation in version
3.4.0

Migration cautions
A super user or the root user must perform this process.
Migrating from alocal database in a 3.x installation to an external database in a4.x installation is not supported.

Important: Once you initiate the migration task, any new data created in the 3.x installation may not be migrated to
the 4.x installation. To avoid losing data, restrict access to Continuous Delivery for PE during migration.

Run the migration task

The migration task uses temporary credentials to establish a connection between your 3.x and 4.x installations, then
migrates your 3.x installation data to your new 4.x installation.

Before you begin

1. Upgradeyour 3.x installation to version 3.13.8. The migration task failsif you run it on any other 3.x version.
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Create anew 4.x installation:

a. Review the Puppet Application Manager (PAM) system requirements.
b. Follow theinstructions for your environment to Install PAM on page 80.

c. For hosts with internet access, Deploy Continuous Delivery for PE on page 130. For airgapped hosts,
Deploy Continuous Delivery for PE offline on page 131.

A

Make sure your 3.x installation can reach the Kubernetes API running on your 4.x installation.

If your 4.x installation is behind a proxy, set HTTP_PROXY and HTTPS_PROXY as values for the
cd4pe_docker _extra_par ans parameter on the cd4pe classfor your 3.x installation, passing in the URL
of your proxy.

CAUTION: Do not configure integrations or create new data in the 4.x installation until you complete
migration.

Note: To pass additional arguments to the Docker process running the Continuous Delivery for PE container, you

must specify them as an array. For example: " - e HTTPS_PROXY=htt ps: // pr oxy. exanpl e. com', "-
e HITP_PROXY=htt ps:// proxy. exanpl e. cont

Once you've completed the above preparations, you're ready to run the migration task:

In PAM, click Config.

Inthe Migration area, select the We're migrating an existing Continuous Delivery for PE 3.x instance option.
Scroll to the bottom of the page and click Save config.

Enabling this setting allows data to move between your 3.x and 4.x installations.
When the success message appears, click Go to new version. On the Version history page, click Deploy.
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4. To generate temporary credentialsto connect your two installations, run the following script on the server where
you ingtalled 4.x. If necessary, change the value of the CD4PE_NAMESPACE variable to your installation's
namespace. Most installations use the def aul t namespace.

#! / bi n/ bash
C _DEFAULT="\ e[ Ont
C _CGREEN="\ ¢[ 0; 32nf

CD4PE_NAMESPACE="def aul t "

K8S_SERVER URL="$(kubectl config view --nmnify -o
jsonpath="{.clusters[*].cluster.server}')"
K8S TOKEN="$(kubect!| -n $CDAPE_NAMESPACE get secret $(kubectl -n
$CDAPE_NAMESPACE get secrets | grep “cd4pe-nmigration | cut -f1 -d"' ') -0
jsonpath="{['data ][ 'token']}")"
if [ -z "${K8S_TOKEN}" ]; then
printf "Kubernetes token not found. Check to ensure 'Enable
nmgration of an existing CDAPE instance' is checked in the application
configuration\n"
exit -1
fi

K8S_CA CERT="$(kubectl config view --raw --mnify -o
jsonpath="{.clusters[*].cluster.certificate-authority-data}')"

printf "${C GREEN} Kubernetes APl server URL: ${C DEFAULT}\ n\ n%s\n\n" \
"${ K8S_SERVER URL}"

printf "${C GREEN} Kubernetes service account token:${C DEFAULT}\ n\ n%s\ n\ n"
\
"${ KBS_TOKEN}"

printf "${C GREEN}Kubernetes APl CA certificate: ${C DEFAULT}\ n\ n%s\ n\ n" \
" ${ K8S_CA_CERT}"

5. Inthe Continuous Delivery for PE 3.x root console, go to Settings > Migration. Copy the temporary credentials
you generated in the previous step into the appropriate fields.

6. Click Start migration and confirm your settings.

7. Monitor the status of the migration task in the 3.x Docker logs. Run docker | ogs cd4pe to accessthelogs.

The migration task first migrates your database tables, then migrates your object store, and lastly updates your
webhooks, if applicable. When complete, Ran mi grati on task in <el apsed ti me> printsto thelog.

8. Redeploy the 4.x ingtalation. In PAM, click Config.

9. IntheMigration area, deselect the We're migrating an existing Continuous Delivery for PE 3.x instance
option. Click Save config.

10. When the success message appears, click Go to new version. On the Version history page, locate the new
version and click Deploy.

11. Go to your 4.x installation, which now is populated with migrated data, and log in with your 3.x user credentials
(not the root account).

Test the new 4.x installation
Y ou must thoroughly test the 4.x installation to make sure the data was properly migrated and all functionality is
working as expected.
1. Test the data migration to make sure your 3.x installation's datais present in your 4.x installation. For each
workspace in your 4.x installation:
a) Review event logsfor all control repos and modules.
b) Check that all jobs and hardware connections are present.
¢) Check that al users and user groups are present.
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2. If any datais missing or looks incorrect, rerun the migration task.

3. Test manual pipeline runsto make sure your 4.x installation is functioning properly. For each workspace in
your 4.x installation, trigger amanual pipeline run for all control repos and modules. To do this, select Trigger
pipeline from the Manual actions menu above each pipeline.

Once you've confirmed your 3.x datais present in your 4.x installation and all manual pipeline runs succeed, Update
webhooks on page 140.

Update webhooks

Asthefinal step in the 3.x to 4.x data migration process, update the webhooks that connect Continuous Delivery for
Puppet Enterprise (PE) to your source control system.

Follow these stepsif you're updating webhooks after migrating data from 3.x to 4.x. There are separate instructions to
Update webhooks on page 153 in other scenarios.

1. Inthe Continuous Delivery for PE 3.x root console, navigate to Settings > Endpoints and copy the backend
service endpoint.

2. Inthe Continuous Delivery for PE 4.x root console, click Settings > Webhooks, and enter the backend service
endpoint you copied from the 3.x root console.

3. Click Update webhooks.
Continuous Delivery for PE updates all webhooks to point to the current installation.

A

Post-migration guidance and troubleshooting
After migrating Continuous Delivery for Puppet Enterprise (PE) data from 3.x to 4.x, thouroughly testing your 4.x
installation, and updating webhooks, you're ready to begin using 4.x with your team. However, do not immediately
decommission your 3.x installation. Y ou may need to roll back to 3.x if issues arise.

CAUTION: After migrating data from 3.x to 4., once you update webhooks to point to your 4.x
installation, do not create new datain the 3.x installation, and do not run the migration task again.

Important: Keep your 3.x installation intact until you are fully confident that all features of the new 4.x installation
are working as expected. As a precaution, we strongly advise maintaining your inactive 3.x installation for the
first two months of using 4.x.

Maintaining your dormant 3.x installation for an extended test period alows you to roll back to 3.x and prevent
production environment disruptions if an issue arises with your 4.x migration.

Rolling back to 3.x

If necessary, you can temporarily roll back to your 3.x installation by switching the active webhooks from the 4.x
installation to the 3.x installation and generating new access tokens for al PE instances connected with the 3.x
installation.

1. Inyour Continuous Delivery for PE 3.x installation's web Ul, navigate to a control repo's pipeline and click
M anage pipelines.

2. Select Manage in theweb Ul and locate the Automation webhook section where the webhook (including token)
for your control repo is shown.

3. Copy the webhook and navigate to the corresponding repository in your source control system. Add the 3.x
webhook to the repository and remove the 4.x webhook.

4. Repeat this process for each control repo and module repo in your 3.x installation.

5. Generate a new access token for each PE instance connected to the 3.x installation. In the Continuous Delivery for
PE web Ul, navigate to Settings > Puppet Enterprise and click M or e actions > Edit integration.
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6. Select Basic authorization or API token and enter the required information:

« For Basic authorization, enter the username and password for your "Continuous Delivery" user. Continuous
Delivery for PE uses thisinformation to generate an API token for you. The username and password are not
saved.

« For API token, generate a PE access token for your "Continuous Delivery" user using puppet - access or
the RBAC API v1 service, and paste it into the API token field. For information about generating PE access
tokens and the RBAC API v1 service, see Token-based authentication in the PE documentation.

Note: To avoid unintended service interruptions, create access tokens with a multi-year lifespans.

Once the 3.x webhooks and new PE access tokens are in place, you can resume using the 3.x installation.

When you're ready to return to 4.x, repeat the migration process, starting with Run the migration task on page 137.

Configure and integrate

Configure your Continuous Delivery for Puppet Enterprise (PE) instance so that it communicates with your source
control system, Puppet Enterprise, and the job hardware you use to run tests on your Puppet code.

« Analytics data collection on page 142

Continuous Delivery for Puppet Enterprise (PE) automatically collects data about how you use the software. Y ou can
opt out of providing this data when installing Continuous Delivery for PE.

« Integrate with Puppet Enterprise on page 143

To set up an integration between your Puppet Enterprise (PE) instance and Continuous Delivery for PE, you must
first set up a dedicated PE user with appropriate permissions, then add your PE instance's credentials to Continuous
Delivery for PE.

» Integrate with source control on page 146

Integrate your source control system with Continuous Delivery for Puppet Enterprise (PE) by following the
instructions for your source control provider.

» Configure job hardware on page 153

The servers Continuous Delivery for Puppet Enterprise (PE) uses to run tests on your Puppet code are known as job
hardware. Y ou must configure job hardware before you can run tests or use pipelines.

e Add repositories on page 156

Y ou must tell Continuous Déelivery for Puppet Enterprise (PE) which repositories in your source control system are
your control repos and module repos. This tells Continuous Delivery for PE where to listen for code changes.

e Configure SAML on page 157

Continuous Delivery for Puppet Enterprise (PE) supports the use of Security Assertion Markup Language (SAML)
authentication from a SAML identity provider (IDP). Once you configure your SAML IDP to integrate with
Continuous Delivery for PE, you can use your chosen single sign-on tool to authenticate users to Continuous Delivery
for PE.

» Configure LDAP on page 158

Continuous Delivery for Puppet Enterprise (PE) supports use of the Lightweight Directory Access Protocol (LDAP)
for managing user authentication. After configuring LDAP, use group mapping to associate your existing LDAP
groups with role-based access control (RBAC) groups in Continuous Delivery for PE.

« Configure SMTP on page 161

Configure SMTP for your Continuous Delivery for Puppet Enterprise (PE) installation so that users can receive email
notifications from the software.

e Set up external PostgreSQL on page 162

To use an external PostgreSQL database with Continuous Delivery for Puppet Enterprise (PE), set up the connection
on the Config page in Puppet Application Manager (PAM).

¢ Load balancing on page 162

The following load balancer requirements are needed for an HA install.
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» Advanced configuration on page 163
Advanced configuration settings for Continuous Delivery for PE help you fine-tune aspects of the software that can
impact runtime and operation speed.

Related information

Configure impact analysis on page 192

Impact analysisis a Continuous Delivery for Puppet Enterprise (PE) tool that shows you the potential impact that new
Puppet code can have on your PE-managed infrastructure, without actually merging the new code. When you add
impact analysis to a control/module repo's pipeline, Continuous Delivery for PE automatically generates a report on
every proposed code change to that repo.

Analytics data collection

Continuous Delivery for Puppet Enterprise (PE) automatically collects data about how you use the software. Y ou can
opt out of providing this data when installing Continuous Delivery for PE.

Continuous Delivery for PE collects analytics datain order to better understand how our customers use the software.
For example, knowing how many control repos you manage hel ps us develop more realistic product testing,

and learning which source control systems are most and least popular hel ps us decide where to prioritize new
functionality.

What data does Continuous Delivery for PE collect?
Continuous Delivery for Puppet Enterprise (PE) collects analytics data when you use the software. It does not collect
any personally identifiable information (PIl). The data we collect is never used or shared outside Puppet by Perforce.

Continuous Delivery for PE collects the following data when you start Continuous Delivery for PE for the first time,
when Continuous Delivery for PE restarts after an upgrade, and weekly thereafter:

* License UUID
» For each active user account:

*  Number of control repos

¢ Number of control repo pipelines

*  Number of control repo pipelines with impact analysis enabled
*  Number of modules

* The deployment policy selected for each pipeline deployment
» Configured integrations (PE and source control systems)

Continuous Delivery for PE collects the following data while you use Continuous Delivery for PE:
» Pageviews

« Progress through the initial installation and setup process

« Progress through the integration configuration process (PE and source control systems)

Continuous Delivery for PE does not collect:

e Any Pll about a user, such as name, email address, password, or company name.
e User inputs such as usernames, control repo names, module names, job names, or job hardware information.

Opt out of analytics data collection
Y ou can opt out of Continuous Delivery for Puppet Enterprise (PE) analytics data collection on the Puppet
Application Manager (PAM) configuration settings page.
1. InPAM, click Config.
2. Inthe Required setup section of the page, deselect Report analytics data to Puppet.
3. Scrall to the bottom of the page and click Save config.
4. When the success message appears, click Go to new version.
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5. OntheVersion history page, click Deploy.

Y ou have opted out of data collection, and your instance of Continuous Delivery for PE no longer sends analytics
data to Puppet.

Integrate with Puppet Enterprise

To set up an integration between your Puppet Enterprise (PE) instance and Continuous Delivery for PE, you must
first set up a dedicated PE user with appropriate permissions, then add your PE instance's credentials to Continuous
Delivery for PE.

Before you begin

Y ou must enable Code Manager on the PE instance before integrating with Continuous Delivery for PE. For
instructions, see Configure Code Manager.

Do not enable invalid branches in PE. Ensure that the Hiera key
puppet _enterprise::nmaster::code_nanager::invalid_branchesisnotsettocorrect inPE.
Thisis set in the PE console using Node Groups > PE I nfrastructure > PE Master > Configuration Data.

The Puppet primary server certificate must havedns_al t _names configured. To confirm your certificate
configuration, run:

openssl x509 -in $(puppet config print hostcert) -text |grep -A 1 "Subject
Alternati ve Nanme"

If this returns no output, you must regenerate the primary server certificate before integrating PE with Continuous
Delivery for PE. For instructions, go to Regenerate primary server certificates in the PE documentation.

Important: If your PE instance hasa replica configured for disaster recovery, Continuous Déelivery for PE is
not availableif a partial failover occurs. Learn more at What happens during failoversin the PE documentation. To
restore Continuous Delivery for PE functionality, you must promote the replicato primary server.

Create a Continuous Delivery user and user role in PE
Create a"Continuous Delivery" user and user rolein PE. You'll use this to generate the PE authentication token
required during the setup process and to view a centralized log of the activities Continuous Delivery for PE performs
on your behalf.
1. Inthe PE console, click Accesscontrol > Users.

2. Enter afull name (such asCont i nuous Del i very User) and alogin name (such ascdpe_user) and click
Add local user.

3. Next, create a user role containing the permissions the Continuous Delivery user needs when operating
Continuous Delivery for PE. In the PE console, click Access control > User roles.

4. Enter aname and an optional description for new role, such as COPE User Rol e. Then, click Add role.
5. Select the new user role from the list on the User roles page.
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6. Click Permissions, and assign these permissions to the user role:

Type Permission Object

Job orchestrator Start, stop, and view jobs -

Node groups Create, edit, and delete child groups Al

Node groups View All

Node groups Edit configuration data All

Node groups Set environment All

Nodes View node data from PuppetDB -

Puppet agent Run Puppet on agent nodes -

Puppet environment Deploy code All

Puppet Server Compile catalogs for remote nodes -

Tasks Run tasks At minimum,
cd4pe_j obs::run_cd4pe_j ob},
which is required when running job
hardware using a Puppet agent.

7. Onceadl permissions are added, click Commit changes.

8. Add your Continuous Delivery user to the user role. Click Member users, select the name of the user you created
earlier, click Add user, and then commit your change.

9. Create apassword for the Continuous Delivery user.

a) Return to the Users page.
b) Find and click the full name of your Continuous Delivery user, and then click Gener ate password reset.

¢) Follow the password reset link and create a password for the user. Y ou'll use this password when adding your
PE credentials to Continuous Delivery for PE.

Y our Continuous Delivery user is now configured, has a password, and has the permissions needed to operate
Continuous Delivery for PE.

Add your Puppet Enterprise credentials

Establishing an integration with your Puppet Enterprise (PE) instance allows Continuous Delivery for PE to work
with PE tools, such as Code Manager and the orchestrator service, to deploy Puppet code changes to your nodes.

If necessary, you can add multiple PE instances to your Continuous Delivery for PE installation.

1. Makesureyou are signed in to your individual Continuous Delivery for PE user account.

Important: Do not perform these steps as the root user. Sign into your individual Continuous Delivery for PE
user account before proceeding.

2. Inthe Continuous Delivery for PE web U, click Settings > Puppet Enterprise.
Click Add new integration.

4. Onthelntegrate with Puppet Enter prise page, enter a unique, friendly name for your Puppet Enterprise
instance.

If you need to work with multiple PE instances within Continuous Delivery for PE, these friendly names help you
to differentiate which instance's resources you're managing, so choose them carefully.
5. Enter the fully qualified domain name (FQDN) you use to access the PE console, such as

sanpl e. pe. i nst ance. The FQDN must match the certname of your PE primary server or an aiasincluded in
thedns_al t _names entry inyour puppet . conf file.

w
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6. Select Basic authorization or API token and enter the required information.

Important: If SAML is enabled for your Continuous Delivery for PE installation, you must select API token.

e Basic authorization: Enter the username and password for your "Continuous Delivery" user. Continuous
Delivery for PE usesthisinformation to generate an API token for you. The username and password are not
saved. Optionally, you can change the token's lifetime.

* API token: Usepuppet - access or the RBAC v1 API to generate a PE access token for your " Continuous
Delivery" user, as explained in Token-based authentication. Paste the token into the API token field.

Tip: To avoid unintended service interruptions, create an access token with a multi-year lifespan.

7. Click Add integration.

Continuous Delivery for PE uses the information you provide to access the primary SSL certificate generated
during PE installation and to look up the endpoints for PuppetDB, Code Manager, orchestrator, and node
classifier.

Note: If Continuous Delivery for PE cannot automatically locate the endpoints for your PE services, you are
directed to a new page where you can manually enter these credentials. If this happens, go to Manually configure
a Puppet Enterprise integration.

Y our PE instance is now integrated with Continuous Delivery for PE. Y ou can see integration details on the Puppet
Enterpriseintegrations page. To edit an integration, click More actions > Edit integration.

To enable impact analysis for thisinstance, see Configure impact analysis.

If you want code deployments to skip unavailable compilers, go to Enable compiler maintenance mode on page
166.

To delete an integration, click More actions > Remove integration. Y ou must remove all hardware and pipelines
associated with the integration before you can delete the integration itself.

Create environment node groups
For code deployments managed by Continuous Delivery for PE to work correctly, your environment node groups
must be set up in aspecific hierarchy.

Continuous Delivery for PE deploys changes to environment node groups. Setting up environment node groups
alows you to define groups of nodes that you can choose to deploy changes to.
1. Inthe PE console, click Node groups.

2. If thereisan Agent-specified environment node group, make sure the All Environments group is that group's
parent. The Agent-specified environment node group doesn't have rules and doesn't match any nodes.

3. Make surethe All Environments group is the parent of the Production environment node group. Make sure the
Production environment node group's rules only match production nodes.
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4. For each of your environments (such as devel opment, testing, and staging), deploy an environment branch and
create an environment node group:

a) Inyour control repo, create a Git branch to represent the environment.
b) On your PE primary server, run:

puppet - code depl oy <ENVI RONMENT_NAME>

Tip: For more information about the puppet - code command, read about Triggering Code Manager on the
command line in the PE documentation. Y ou can also use webhooks and scripts to trigger deployments.

¢) Click Add group and create a new node group with these specifications:

Parent name: Select All Environments.

Group name: Enter the environment name. Match the corresponding Git branch name.

Environment: Select the name of the environment, which is derived from the corresponding Git branch
that you just deployed.

Environment group: Select this option.

Description: Enter any relevant description.

Tip: You can learn more About environments in the Puppet documentation and |earn about Managing
environments with a control repository in the PE documentation.

d) Associate the relevant nodes with the environment group by creating rules or pinning nodes. For more
information and instructions, refer to Add nodes to a node group in the PE documentation.

Follow these best practices for associating nodes with environment node groups:

Usethepp_envi ronment trusted fact, or asimilar custom fact, to define which environment each node
belongsto. Write arule in each environment group that uses pp_envi r onnment or your custom fact to
match nodes.

See if you can use other facts or trusted facts to create rules that match nodes to one, and only one,
environment group.

If you can't use trusted facts, custom facts, or other facts to determine node environments, use pinning. Pin
each node to only one environment group.

e) Specify the Git branch corresponding to the environment.

5. Optional: Usually environment node groups do not have children; however there are two scenarios where your
environment node groups can have children:

* You want to perform canary testing. Refer to Environment-based testing in the PE documentation for
information and instructions.

e Youwant to Run impact analysis on fewer nodes on page 197.

Once you've created an environment node group for each of your environments (represented by Git branchesin
source control), you'll have a hierarchy of groups starting with All Environments as the parent, a number of direct
children equal to the number of environments you have (including Production) plus (if present) an Agent-specified
environment. Y our environment node groups might have additional children if you configured canary testing or
impact analysis groups.

After configuring environment node groups, you can deploy new code to your nodes.

Integrate with source control

Integrate your source control system with Continuous Delivery for Puppet Enterprise (PE) by following the
instructions for your source control provider.

© 2024 Puppet, Inc., a Perforce company


https://puppet.com/docs/pe/latest/puppet_code.html#triggering_code_manager_on_the_command_line
https://puppet.com/docs/pe/latest/puppet_code.html#triggering_code_manager_on_the_command_line
https://puppet.com/docs/puppet/latest/environments_about.html
https://puppet.com/docs/pe/latest/control_repo.html#managing_environments_with_a_control_repository
https://puppet.com/docs/pe/latest/control_repo.html#managing_environments_with_a_control_repository
https://puppet.com/docs/pe/latest/grouping_and_classifying_nodes.html#adding_nodes_to_a_node_group
https://puppet.com/docs/pe/latest/environment_based_testing.html#environment_based_testing

continuous-delivery | Configure and integrate | 147

Temporary branches

For Impact Analysis and Temporary Branch deployments, Continuous Delivery for Puppet Enterprise creates
temporary branches on your repository.

The temporary branches are formatted as follows:

Impact Analysis:

Format: <TARGET _BRANCH_NAME> cdpe_i a_<UNI X_TI MESTAVP>
Example: pr oducti on_cdpe_i a_1719840815292

Temporary Branch deployment:

Format: r ol | i ng_depl oynent _<DEPLOYMENT_| D_NUVBER>
Example: r ol 1 i ng_depl oynment _236

Note: If your repositories have branch naming policies, adjust or remove them.

Status notification prefixes for source control

Once you've integrated your Continuous Delivery for PE installation with your source control provider, Continuous
Delivery for PE sends information about the outcome of each stage of each pipeline run to your source control
provider.

When reporting to your source control provider, Continuous Delivery for PE uses the following default format to
label each pipeline stage: cd- pe/ st age- <pi pel i ne st age numnber >

Thislabeling system is adequate if you connect a control repo or module repo to one (and only one) workspace.
But if you connect multiple workspaces to a certain control repo or module repo, your source control system might
receive identical notifications from multiple workspaces about multiple pipelines. The source control system can't
differentiate between these identical notifications when performing automated testing.

To prevent thisissue, you can add a status notification prefix to all communications Continuous Delivery for

PE sends from your workspace to your source control provider. With the status notification prefix, your source
control system can differentiate between, and accurately act on, pipeline status notifications coming from multiple
workspaces to the same control repo or module repo.

To add a status notification prefix:

1. Inthe Continuous Delivery for PE web Ul, click Settings > Sour ce control.
2. §
In the Status notification prefix section, click Edit prefix .
3. Enter aprefix, such as your workspace's name. Click Save.

After saving your prefix, the example code updates to show the prefixed pipeline status labels that this workspace
sends to your source control provider.

Integrate with Azure DevOps Cloud Services
Continuous Delivery for Puppet Enterprise (PE) works with your existing source control system to track changesto
your Puppet code and manage code deployments to your nodes. Y ou must create an Azure DevOps Services OAuth
application to integrate your Azure DevOps Services instance with Continuous Delivery for PE and start using these
tools.

Before you begin
A CAUTION: Asof April 2025, Microsoft has moved to using Entra D to create Azure DevOps OAuth

applications, which is not supported by Continuous Delivery for PE. OAuth applications created prior to April
2025 continue to function.
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Important: In order for acontrol repo in Continuous Delivery for Puppet Enterprise to deploy Puppet code from
a Puppet Enterprise (PE) instance, you need to configure Code Manager/r10k in PE to communicate to that control
repo. For Azure DevOps Services, the SSH URL configured in Code Manager/r10k needs to include the Git SSH
username. For example: ssh: // gi t @ YOUR. ADO. SERVER. COV>: puppet/ control . git.

An administrator on your team must create an Azure DevOps Services OAuth application for Continuous Delivery for
PE.

1. Signinto Continuous Delivery for PE as the root user, and click Settings > I ntegrations. The authorization

callback URL required to create your OAuth app is shown in the root console.

Go to https://app.vsaex.visual studio.com/app/register.

Enter your company name.

In the Application Infor mation section, enter a name for your OAuth application, suchasCD f or PE.

In the Application website field, enter the base URL for your Continuous Delivery for PE instance.

In the Authorization callback URL field, enter the authorization callback URL printed in the Continuous

Delivery for PE root console.

In the Authorized scopes section, select Code (read and write).

8. Click Create Application. When you are redirected to the page showing the new application's setting, stay on this
page.

Important: Don't close this page. Y ou need the application settings information in the next step.

S
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9. Return to the Continuous Delivery for PE root console. On the | ntegr ations page, enter the application ID and
client secret for your Azure DevOps Services OAuth application, and click Add.

Once you have an Azure DevOps Services OAuth application for your organization, each workspace must be
authenticated with the application in order to integrate your Continuous Delivery for PE instance with Azure DevOps
Services. To do this, you must grant code read and write permissions and add a public SSH key, which allows cloning
of modules and control repos during automated tasks.

Important:

If your organization uses Azure DevOps Services branch permissions to limit user access to Git branches, review the
permissions granted to Continuous Delivery for PE users. Make sure these users can force push to the relevant control
repos and modul e repos.

Azure DevOps Services only supports cloning over SSH. HTTP(S) cloning is not supported. Y ou must enable SSL on
Continuous Delivery for PE to use Azure DevOps Services.

1. Inthe Continuous Delivery for PE web Ul, click Add new sour ce.
2. Select Azure DevOps from the Source menu.

3. Click Add credentialsto give Continuous Delivery for PE permission to read and write code to your Azure
DevOps Services account.
You are redirected to a Microsoft page.

4. Click Accept.
You are redirected back to the Sour ce control page.

In the Continuous Delivery for PE web Ul, click SSH key.

Click Show to display your public SSH key, and click Copy.

In the Azure DevOps Services web Ul, open the user menu, click Security, and then click SSH public keys.
Click Add and paste your public SSH key into the Key Data field.

Add adescription and click Save.

© © N oo

After integrating with your source control provider, Add repositories on page 156.
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Integrate with Azure DevOps Server on prem

Continuous Delivery for Puppet Enterprise (PE) works with your existing source control system to track changesto
your Puppet code and manage code deployments to your nodes. Integrate your Azure DevOps Server instance with
Continuous Delivery for PE to start using these tools.

Important:

If your organization uses Azure DevOps Services branch permissions to limit user access to Git branches, review the
permissions granted to Continuous Delivery for PE users. Make sure these users can force push to the relevant control
repos and module repos.

Azure DevOps Services only supports cloning over SSH. HTTP(S) cloning is not supported.

In the Continuous Delivery for PE web Ul, click Add new sour ce.

Select Azure DevOps from the Source menu.

Select Connect to Azure DevOpson prem.

Inthe Host field, enter the public IP or DNS for your Azure DevOps instance.

Create atoken allowing Continuous Delivery for PE to access your Azure DevOps instance. In the Azure DevOps
Server web Ul:

a) From the View your profile menu, click Security.

b) From Personal accesstokens, click New Token

c) Enter atoken name.

d) Set Organization to All accessible organizations.

€) Sdect aslong of alifetime as your security policy allows.

f) Select Full Scope.

g) Click Generatetoken.

h) Copy the personal access token created by Azure DevOps.

6. Inthe Continuous Déelivery for PE web Ul, enter the Azure DevOps Server token you just created in the Token
field.

7. Based on your Azure DevOps Server configuration, select either Thisinstance uses a standard CA certificate,
or Thisinstance uses a custom CA certificate. If you are using a custom certificate, paste the full certificatein
the Custom CA certificate field.

8. Click Add credentials.

9. Inthe Continuous Delivery for PE web Ul, click SSH key.

10. Click Show to display your public SSH key and click Copy.

11. In the Azure DevOps Services web Ul, open the user menu, click Security, and then click SSH public keys.
12. Click Add and paste your public SSH key into the Key Data field.

13. Add adescription and click Save.
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After integrating with your source control provider, Add repositories on page 156.

Integrate with Bitbucket Cloud

Continuous Delivery for Puppet Enterprise (PE) works with your existing source control system to track changes
to your Puppet code and manage code deployments to your nodes. Y ou must create a Bitbucket Cloud OAuth
application to integrate your Bitbucket Cloud instance with Continuous Delivery for PE and start using these tools.

Before you begin
An administrator on your team must create a Bitbucket Cloud OAuth consumer for Continuous Delivery for PE.

1. Signinto Continuous Delivery for PE asthe root user, and click Settings > I ntegrations.
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2. Inyour organization's Bitbucket Cloud account, create an OAuth consumer. Instructionsto Create a consumer are
in the Bitbucket Cloud documentation. The authorization callback URL required to create your OAuth consumer
is shown in the root console.

3. Givethe OAuth consumer these permissions:

Category Permissions

Account Email, Read

Workspace membership Read

Repositories Read, Write

Pull requests Read, Write

Webhooks Read and write

4. After creating the OAuth application, note the key and secret shown on the OAuth settings page in the Bitbucket

Cloud web UL.

5. Return to the Continuous Delivery for PE root console. On the | ntegrations page, enter the client ID (key) and
client secret for your Bitbucket Cloud OAuth consumer, and click Add.

Once you have a Bitbucket Cloud OAuth application for your organization, each workspace must be authenticated
with the application in order to integrate your Continuous Delivery for PE instance with Bitbucket Cloud.
Important:

If your organization uses Bitbucket Cloud branch permissions to limit user access to Git branches, review the
permissions granted to Continuous Delivery for PE users. Make sure these users have write access and the ability to
rewrite history on the relevant control repos and module repos.

Bitbucket Cloud only supports cloning over HTTP(S). Bitbucket Cloud does not support SSH cloning, and it does not
support pull requests from forks. Jobs run on pull requests from forks will fail.

1. Inthe Continuous Delivery for PE web Ul, click Add new sour ce.
2. Select Bitbucket Cloud from the Source menu.

3. Click Add credentialsto give Continuous Delivery for PE permission to read and write code to your Bitbucket
Cloud account.

4. Click Add credentials.
You're redirected to Bitbucket Cloud to authorize the OAuth application set up by your workplace administrator.

5. Click Grant accessto alow Continuous Delivery for PE to access your Bitbucket Cloud account.

After integrating with your source control provider, Add repositories on page 156.

Integrate with Bitbucket Server

Continuous Delivery for Puppet Enterprise (PE) works with your existing source control system to track changes
to your Puppet code and manage code deployments to your nodes. Integrate your Bitbucket Server instance with
Continuous Delivery for PE to start using these tools.

Important:

If your organization uses Bitbucket Server branch permissions to limit user access to Git branches, review the
permissions granted to Continuous Delivery for PE users. Create an exemption rule to ensure these users can force
push to the relevant control repos and module repos.

Bitbucket Server only supports cloning over SSH. Bitbucket Server does not support HTTP(S) cloning, and it does
not support pull requests from forks. Jobs run on pull requests from forks will fail.

Continuous Delivery for PE supports Bitbucket Server versions 5.0 and newer.
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In the Continuous Delivery for PE web Ul, click Add new sour ce.
Select Bitbucket Server from the Source menu.
In the Bitbucket Server host field, enter the public IP or DNS for your Bitbucket Server instance.

In the User name and Passwor d fields, enter the credential s associated with the account you want to connect to
Continuous Delivery for PE.

5. Inthe SSH port field, enter the port number on which your Bitbucket Server listens for SSH requests. To locate
this port number:

a) Inthe Bitbucket Server web Ul, click Administration (the gear icon) and then click Server settings.
b) Locatethe SSH port in the SSH access section of the Server settings page.

6. If your Bitbucket Server's SSH base URL is different from the host URL, enter the SSH base URL. To view your
SSH base URL:

a) Inthe Bitbucket Server web Ul, click Administration (the gear icon) and then click Server settings.
b) Locate the SSH base URL in the SSH access section of the Server settings page.

7. Enter the SSH user for clonesif it is something other than gi t .

8. Click Add credentials.
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After integrating with your source control provider, Add repositories on page 156.

Integrate with GitHub

Continuous Delivery for Puppet Enterprise (PE) works with your existing source control system to track changes
to your Puppet code and manage code deployments to your nodes. Y ou must create a GitHub OAuth application to
integrate your GitHub instance with Continuous Delivery for PE and start using these tools.

Before you begin
An administrator on your team must create a GitHub OAuth application for Continuous Delivery for PE.

1. Signinto Continuous Delivery for PE asthe root user, and click Settings > I ntegrations.

2. Inyour organization's GitHub account, create an OAuth application. Instructions for Creating an OAuth App are
in the GitHub documentation. In the Homepage URL field, enter the base URL for your Continuous Delivery
for PE instance (ht t p: / / <CD4PE- HOST- SERVER>). The Authorization callback URL is shown in the
Continuous Delivery for PE root console.

3. After creating your OAuth application, note the Client ID and Client Secret shown on the application's page in the
GitHub UI.

4. Return to the Continuous Delivery for PE root console. On the I ntegrations page, enter the client ID and secret
for your GitHub OAuth application, and click Add.

Once you have a GitHub OAuth application for your organization, each workspace must be authenticated with the
application in order to integrate your Continuous Delivery for PE instance with GitHub.
Important:

If your organization uses protected branches on GitHub, make sure you allow force pushing to protected branches, or
that you use the GitHub Administrator user to connect control repos or module repos to Continuous Delivery for PE.

GitHub only supports cloning over HTTP(S). SSH cloning is not supported.

1. Inthe Continuous Delivery for PE web Ul, click Add new source.
2. Select GitHub from the Source menu.

3. Click Add credentials.
You're redirected to GitHub to authorize the OAuth application set up by your team's administrator.

4. Click Grant accessto allow Continuous Delivery for PE to access your GitHub account.

After integrating with your source control provider, Add repositories on page 156.
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Integrate with GitHub Enterprise

Continuous Delivery for Puppet Enterprise (PE) works with your existing source control system to track changes
to your Puppet code and manage code deployments to your nodes. Integrate your GitHub Enterprise instance with
Continuous Delivery for PE to start using these tools.

Important:

If your organization uses protected branches on GitHub Enterprise, make sure you allow force pushing to protected
branches, or that you use the GitHub Enterprise Administrator user to connect control repos or modul e repos to
Continuous Delivery for PE.

GitHub Enterprise only supports cloning over HTTP(S). SSH cloning is not supported.

In the Continuous Delivery for PE web Ul, click Add new sour ce.

Select GitHub Enter prise from the Source menu.

Inthe Host field, enter the public IP or DNS for your GitHub Enterprise instance.

Create atoken allowing Continuous Delivery for PE to access your GitHub Enterprise instance.

a) Inthe GitHub Enterprise web Ul, click View your profile and mor e (profile photo icon) and then click
Settings.

b) Click Developer settings > Personal accesstokens > Generate new token.

¢) Enter atoken description, suchasCD f or PE.

d) Select therepo, read:org, and user:email scopes.

€) Click Generatetoken.

f) Copy the personal access token created by GitHub Enterprise.

5. Inthe Continuous Déelivery for PE web Ul, enter the GitHub Enterprise token in the Token field.

6. Based on your GitHub Enterprise configuration, select either Thisinstance uses a standard CA certificate or
Thisinstance uses a custom CA certificate. If you're using a custom certificate, paste the full certificate in the
Custom CA certificate field.

7. Click Add credentials.

> w NP

After integrating with your source control provider, Add repositories on page 156.

Integrate with GitLab

Continuous Delivery for Puppet Enterprise (PE) works with your existing source control system to track changes
to your Puppet code and manage code deployments to your nodes. Integrate your GitL ab instance with Continuous
Delivery for PE to start using these tools.

Important: If your organization uses protected branches on GitLab, make sure the GitLab user account connected
to Continuous Delivery for PE is assigned to a GitLab role with “alow” rules that enable the user to push to the
protected branch.

GitL ab supports cloning over both SSH and HTTP(S). Y ou set the cloning protocol for each Continuous Delivery for
PE workspace.

1. Inthe Continuous Delivery for PE web Ul, click Add new sour ce.

2. Select GitLab from the Source menu.

3. IntheHost field, enter the resolvable HTTP or HTTPS URL for your GitLab instance, suchasht t p: //
gitlab. exanpl e. com

The URL must be formatted as aresolvable HTTP or HTTPS address even if you are using an SSH connection.
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4. Create atoken allowing Continuous Delivery for PE to access your GitLab instance.

a) Inthe GitLab web Ul, navigate to your user settings and click Accesstokens.

b) Enter aname for the application, suchasCD f or PE, and set an expiration date for the token. This token
has a maximum expiry of 1 year. If you need to create a token that disables the maximum expiry setting, use a
service account token instead.

Note: To create a service account access token, you need the following:

* GitLab must be at |east version 16.1
e Premium or ultimate tiered account
e You must disable the service account max expiry date setting

¢) Select the api and read_user scopes.
d) Click Create personal accesstoken.
€) Copy the personal access token created by GitL ab.

5. Inthe Continuous Delivery for PE web Ul, enter the GitLab token in the Token field.
6. Select whether your workspace clones GitLab repositories via SSH or HTTP(S).
a) For SSH:
e Optional: Add the SSH user's credentialsin the SSH user field.

e Optional: Inthe SSH port field, specify the port on which your GitLab server listens for SSH requests.
The default port number is 22.

b) For HTTP(S):
« |f you're using a custom certificate, paste the full certificate into the Custom CA certificatefield.
7. Click Add credentials.

After integrating with your source control provider, Add repositories on page 156.

Update webhooks
Y ou must update the webhooks that connect Continuous Delivery for PE to your source control system if you
change the location of your Continuous Delivery for Puppet Enterprise (PE) installation, change the hostname when
migrating your Puppet Application Manager (PAM) installation, or change the backend service endpoint.
1. Inthe Continuous Delivery for PE root console, click Settings > Webhooks.
2. Enter the backend service endpoint:

« If you changed your Continuous Delivery for PE installation location, enter the backend service endpoint for
your previous Continuous Delivery for PE installation.

 If you changed the hostname when migrating your PAM installation, run kubect | descri be pod
<CD4PE_PQOD> | grep BACKEND to get the backend service endpoint.

3. Click Update webhooks.

Continuous Delivery for PE updates all webhooks according to your configuration.

Configure job hardware

The servers Continuous Delivery for Puppet Enterprise (PE) usesto run tests on your Puppet code are known as job
hardware. Y ou must configure job hardware before you can run tests or use pipelines.

« Job hardware requirements on page 154
System requirements for Continuous Delivery for PE job hardware depend on the size of your Continuous Delivery
for PE installation, the type of jobs you run, and how frequently you run them.
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« Configure job hardware on page 154

The servers Continuous Delivery for Puppet Enterprise (PE) usesto run tests on your Puppet code are known as job
hardware. Y ou must configure job hardware before you can run tests or use pipelines. Any node with a Puppet agent
installed on it can be job hardware.

« Add job hardware capabilities on page 155

Job hardware servers are organized by capabilitiesin Continuous Delivery for PE. A capability is atag that indicates
what type of jobs can run on that job hardware server. If you're managing alot of job hardware servers, use
capahilities to distribute the testing load.

e Configure global shared job hardware on page 156

All workspaces in your Continuous Delivery for Puppet Enterprise (PE) installation can use global shared job
hardware. The root user or a super user must set up these specia job hardware serversin the root console.

Job hardware requirements

System requirements for Continuous Delivery for PE job hardware depend on the size of your Continuous Delivery
for PE installation, the type of jobs you run, and how frequently you run them.

The size of the load placed on ajob hardware server determines how robust the server's resources must be. Due to the
number of variablesinvolved in estimating this (such as the number of jobs running concurrently and the languages
the jobs are written in), it's impossible to provide universal system requirements for job hardware.

Instead, we've created a sizing guide based on the estimated number of concurrent jobs you expect your job hardware
server to handle regularly. While this guide represents our best estimates and understanding, it's only a starting

point. Through testing and experience, you can fine-tune your job hardware and determine the optimum resource
configuration for your Continuous Delivery for PE installation.

Estimated concurrent job Memory Disk storage CPUs
load

2 - 4 concurrent spec tests 4 GB 100 GB

4 - 8 concurrent spectests 8 GB 100 GB 4

6 - 12 concurrent spec tests 8 GB 100 GB

When setting up your job hardware, keep in mind:

» Disk storage requirements are minimal and don't increase with added load. After ajob run is complete, the job's
log is passed to the object storage, and all data related to the job run is erased from the job hardware.

* You can run more jobs concurrently without increasing CPUs, but the jobs run slower.

Job hardware requirements for Docker-based jobs

To run Docker-based jobs, your job hardware must have a modern version of Docker CE or Docker EE installed. The
puppet | abs/ docker module (from the Forge) is our recommended way to install Docker and keep it updated.

Job hardware used for Docker-based jobs also requires internet access. If you're working in an air-gapped
environment, set up an internal Docker registry, as explained in the Docker documentation.

Global shared job hardware uses a shared Docker image set in the root console. The default image used for
Docker-based jobs is puppet/puppet-dev-tools.4.x. You can find details on the available commandsin the image
documentation.

Configure job hardware

The servers Continuous Delivery for Puppet Enterprise (PE) uses to run tests on your Puppet code are known as job
hardware. Y ou must configure job hardware before you can run tests or use pipelines. Any node with a Puppet agent
installed on it can be job hardware.

Before you begin
Review the Job hardware requirements sizing guide.
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Important: Only the administrator of aworkspace or a super user can configure job hardware for a workspace.

1. Install aPuppet agent on each node you want to use as job hardware. The PE documentation provides instructions
for Installing agents.

2. Make sure your Continuous Delivery user role in PE has permission to run the
cd4pe_jobs::run_cd4pe_j ob task.

3. Install and configure Docker on each job hardware node. Docker is required for Docker-based pre-built jobs
included in Continuous Delivery for PE. Instructions are available in the Docker documentation.

4. Assign nodes to the Docker hardware capability (which Continuous Delivery for PE automatically creates for
you) to tell Continuous Déelivery for PE the nodes can be used as job hardware for Docker-based jobs.
a) Inthe Continuous Delivery for PE web Ul, click Hardwar e.
b) Locatethe Docker capability and click Edit.
¢) Select the PE instance that manages the nodes you've selected as job hardware, and then select the job

hardware nodes. Selected nodes appear in the Har dwar e with this capability list.

d) After selecting al the job hardware nodes, click Save.

5. Optional: Create additional capabilities or add job hardware nodes to other capabilities, as explained in Add job
hardware capabilities. If you're managing alot of job hardware nodes, additional capabilities help distribute the
testing load and ensure that each job runs on a hardware with the correct characteristics.

Y our job hardware is configured and ready for use.

Add job hardware capabilities
Job hardware servers are organized by capabilitiesin Continuous Delivery for PE. A capability is atag that indicates
what type of jobs can run on that job hardware server. If you're managing alot of job hardware servers, use
capabilities to distribute the testing load.

Capabilities organize your job hardware servers and ensure that jobs run on hardware with the right characteristics.
Continuous Delivery for PE automatically creates a Docker capability for you, and you can create additional
capabilities according to your needs.

For example, assume you want to create a new job that requires Python 3. To ensure Continuous Delivery for PE can
run this job, you need to create a python-3 capability in Continuous Delivery for PE and assign to that capability all
job hardware servers that have Python 3 installed and configured. Then, when you create the job that uses Python 3,
specify that the job requires job hardware with the python-3 capability. When you run this job, Continuous Delivery
for PE automatically locates a job hardware server with the python-3 capability and uses that job hardware server to
run the job.

In addition to software requirements, useful capabilitiesinclude:

e Operating systems
* Organizational designations, such asdev-t eam philly-testing
» Puppet testing resources, such as onceover or Puppet Devel opment Kit

Important: Only the administrator of aworkspace, the root user, and super users can add hardware capabilitiesto a
workspace.

1. Inthe Continuous Delivery for PE web Ul, click Hardware.
2. Click Add capability and name your new capability.

3. Toassign job hardware servers to the capability, select the PE instance that manages the node you've selected as
job hardware, and then select the nodes you want to assign to the capability.
Selected nodes appear in the Har dwar e with this capability list.

4. After selecting all the nodes you want to assign to this capability, click Save.

Y our job hardware is now assigned to a capability. To add capabilities to jobs in your workspace, click Jobs > Edit
job, and select options from the list of capabilities.
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Configure global shared job hardware
All workspaces in your Continuous Delivery for Puppet Enterprise (PE) installation can use global shared job
hardware. The root user or a super user must set up these specia job hardware serversin the root console.

Before you begin
Review the Job hardware requirements sizing guide.

1. Install a Puppet agent on each node you want to use as global shared job hardware. The PE documentation
provides instructions for Installing agents.

2. Make sure your Continuous Delivery user role in PE has permission to run the
cd4pe_j obs::run_cd4pe_j ob task.

3. Install thepuppet | abs- cd4pe_j obs module from the Forge. This moduleis required to run Continuous
Delivery for PE jobs on your nodes.
a) Addthepuppet| abs-cd4pe_j obs moduleto:

« The Puppetfile for the production environment on the PE primary server that manages the agent nodes
you've selected as job hardware.

* The Puppetfile on the main branch of the control repo associated with the PE primary server managing the
agent nodes you've selected as job hardware.

A sample Puppetfile entry:

nmod ' puppet | abs-cd4pe_jobs', '1.6.0

b) Runpuppet code depl oy production --wait todeploy theupdated code to the production
environment.

4, Install and configure Docker on your selected global shared job hardware nodes. Instructions are available in the
Docker documentation.

5. Inthe Continuous Delivery for PE root console, click Har dware.
6. You must assign all global shared job hardware servers to the Docker capability, which Continuous Delivery for
PE automatically creates for you. Locate the Docker capability and click Edit.

7. Assign al your global shared job hardware serversto the Docker capability. Select the PE instance that manages
the nodes you've selected as job hardware, and then select the global shared job hardware nodes.
Selected nodes appear in the Har dwar e with this capability list.

8. After selecting al the global shared job hardware nodes, click Save.

9. Optional: Create additional capabilities for your global job hardware servers, as explained in Add job hardware
capabilities.

Y our global shared job hardware is configured. Usersin all workspaces now see a Run on shared har dwar e option

when creating or editing ajob. Jobs configured to run on your global shared job hardware have the Docker capability
automatically selected, and these jobs run on the global shared job hardware assigned to the Docker capability.

A CAUTION: If your installation specifies a Docker image in Puppet Application Manager (PAM) (thisis
common in offline environments), this image takes precedence over the image set in the Continuous Delivery
for PE root console (which is the one shown when creating or editing ajob).

Add repositories

Y ou must tell Continuous Delivery for Puppet Enterprise (PE) which repositories in your source control system are
your control repos and module repos. This tells Continuous Delivery for PE where to listen for code changes.

Before you begin
Integrate with source control on page 146 and learn about Working with Git branches in Continuous Delivery for
PE on page 6 and Understanding the Continuous Delivery for PE workflow on page 7.
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Control Reposin Continuous Delivery for PE track changes made on active devel opment branches of your source
control system. Module repos, referred to as M odules in the Continuous Delivery for PE web Ul, contain information
about Puppet modules. When adding repos to Continuous Delivery for PE, it'simportant to connect the repo's mai n
Git branch.

Adding arepo in Continuous Delivery for PE configures a webhook to the repository in your source control system.
The webhook reports new commit activity on the repository to Continuous Delivery for PE, enabling you to track
code changes and take action (such as triggering pipelines or running individual tests on the new code).

1. Inthe Continuous Delivery for PE web Ul, click Control repos> Add control repo.
To add amodule repo, click Modules > Add module.
2. Select the source control provider and repository.

The Repository dropdown menu lists a maximum of 10 repositories. Begin typing a repository name to refresh
and refine the list. If there are still more than 10 results, you'll need to provide a more specific repository name
until the desired repository appears.

3. Therepo'smai n branch isautomatically selected, if one exists. If the repo does not have amai n branch, select
Create a main branch from an existing branch and select your active development branch as the basis for the
new mai n branch. Continuous Déelivery for PE createsamai n branch for you based on the existing branch you
choose.

A CAUTION: When working with Continuous Delivery for PE, only commit to the mai n branch and any
feature branches (which are eventually merged back into the mai n branch). Do not push code changes to
any other Git branches; this can create conflicts with Continuous Delivery for PE workflows.

4. Optional: Edit the repo's Display name asit appearsin the Continuous Delivery for PE web Ul. The name can
contain only numbers, letters, dashes, and underscores.

5. Click Add control repo (or Add module).

6. If you added a control repo, make sure you add the puppet | abs- cd4pe_j obs module to the Puppetfile on
the control repo's mai n branch, as explained in Configure job hardware on page 154.

7. Repeat to add more repos to Continuous Delivery for PE.

Construct pipelines to test new code committed to your repos.

Configure SAML

Continuous Delivery for Puppet Enterprise (PE) supports the use of Security Assertion Markup Language (SAML)
authentication from a SAML identity provider (IDP). Once you configure your SAML IDP to integrate with
Continuous Delivery for PE, you can use your chosen single sign-on tool to authenticate users to Continuous Delivery
for PE.

Before you begin

Y our enterprise SAML team must configure your organization's SAML IDP to communicate with Continuous
Delivery for PE. Provide the SAML team with the Continuous Delivery for PE SAML redirect URL for your
installation: <YOUR CD4PE WEB U ENDPO NT>/ cd4pe/ sani - aut h. The SAML team usesthisto register
Continuous Delivery for PE as an application with permissions to interact with the IDP.

Get this information from your enterprise SAML team:

e ThelDP-initiated SSO URL that Continuous Delivery for PE needs to direct user authentication requests.
e ThelDP public signing certificate for Continuous Delivery for PE.

* The SAML attribute names that come back in the SAML assertion for these fields: first name, last name, email
address, and username. (Attribute mapping is explained in step 4, below.)

If your IDP cannot use the sam - aut h endpoint for configuration, the following may be helpful:

» Entity ID: CD4PE
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« Signing certificate: Thisis generated by the IDP or the team managing the IDP. The public cert isthen saved in
Continuous Delivery for PE via a settings page in the Continuous Delivery for PE root console.
e ACS(Assertion Consumer Service) URL: <CD4APE WEB U ENDPO NT>/ cd4pe/ sani - aut h

e Logout URL: We do not support alogout URL for SAML integrations, this can only be performed through the
Continuous Delivery for PE Ul. If thisisan optional config option in PinglD, it can be left blank.

A super user or the root user must perform this task.

1. Loginto the root console by signing in as the root user or by selecting Root console from the workspaces menu at
the top of the Continuous Delivery for PE navigation bar.

2. Click Settingsand click the Single sign on tab if you are not already onit.

3. Select SAML.

4. Enter the required configuration information as per the instructions below.
IdP Initiated SSO URL

The unique URL created by the SAML IDP used by your organization that acts as a single sign-on (SSO)
gateway for Continuous Delivery for PE. Y our enterprise SAML team provides this URL.

Public Signing Certificate

The SAML IDP public signing certificate verifies SAML assertions from the IDP. Y our enterprise SAML
team provides this certificate. Paste the entirety of the certificate, including the header and footer, into this
field.

Note: Thisfield isfor aSAML certificate only. To use a custom certificate for Continuous Delivery for PE
overal, refer to Use custom TL S certificates on page 165.

Attribute Mapping

The SAML assertion sends four attributes to Continuous Delivery for PE. The Attribute M apping matches
attribute keys from the SAML IDP assertion to user accounts created by Continuous Delivery for PE.

e First Name: The SAML attribute key for the user's first name.

e Last Name: The SAML attribute key for the user's last name.

« Email: The SAML attribute key for the user's email address. Thisis the unique user identifier, so each
user's email address must be unique.

* Username: The SAML attribute key for the user's username in Continuous Delivery for PE. Each
username must be unique.

5. Click Run Configuration Test to send a sample authentication query to your SAML IDP.

6. If the configuration test is successful, you're ready to enable SAML authentication for your Continuous Delivery
for PE instance, enable the SAML configuration switch and click Save Configuration.

A CAUTION: If the SAML IDP or the SAML information saved in Continuous Delivery for PE is
misconfigured, you might be locked out of Continuous Delivery for PE. If this happens, navigate to
<YOUR CDAPE VWEB U ENDPO NT>/r oot/ | ogi n, signin astheroot user, disable the SAML
configuration switch, and click Save Configuration.

Configure LDAP

Continuous Delivery for Puppet Enterprise (PE) supports use of the Lightweight Directory Access Protocol (LDAP)
for managing user authentication. After configuring LDAP, use group mapping to associate your existing LDAP
groups with role-based access control (RBAC) groups in Continuous Delivery for PE.

For organizational or failover protection purposes, you can add multiple LDAP configurations, each specifying a
separate LDAP server, to your Continuous Delivery for PE instance. Continuous Delivery for PE uses the LDAP
configurations you set up to search LDAP usersin a specified order. Once a user isfound, the search ends and that
LDAP configuration is used to perform the login operation.
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Note: If your LDAP server has a search result limitation below 500, you'll need to Configure LDAP server search
result limits on page 164.

Create a new LDAP configuration
Add an LDAP configuration to Continuous Delivery for Puppet Enterprise (PE) by providing key information on the
mapping of user and group attributesin your LDAP server implementation.
A super user or the root user must perform this task.
1. Loginto theroot console by signing in as the root user or by selecting Root console from the workspaces menu at
the top of the Continuous Delivery for PE navigation bar.
2. Click Settings and click the Single sign on tab if you are not already on it.
3. Select LDAP and click Add L DAP configuration.
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4. Inthe New L DAP configuration window, enter the configuration information as per the instructions below.
Name
A friendly identifier for this LDAP configuration. Y ou can't change this, so choose carefully.
Endpoint URL

The LDAP server's endpoint URL, including the LDAP scheme, hostname, and port. If these aren’t included,
the default schemeis| daps and the default port is 636.

Bind DN

The distinguished name of the LDAP account that Continuous Delivery for PE binds as when performing

LDAP operations. Usually, thisis an admin account or a service account created specifically for Continuous

Delivery for PE. If you create a new account, make sure it has permission to search for users and groups.
Bind DN password

The password associated with the bind DN account.

Note: You must enter this password each time you update the LDAP configuration. Y ou don't have to enter
the password when you disable the LDAP configuration.

User base DN

The LDAP base DN that informs Continuous Delivery for PE where users are located in the directory. Using
amore specific DN resultsin better LDAP search performance.

User attribute
The LDAP user attribute that maps LDAP users to Continuous Delivery for PE usernames. Usualy, thisis
themai | attribute, but you can use any attribute as long as the LDAP database doesn't contain any duplicate
values for that attribute.

Optional: User basefilter
A filter that Continuous Delivery for PE can use to restrict user search results. Thisis useful in edge cases
where you want to include or exclude certain users.

Group base DN

The LDAP base DN that informs Continuous Delivery for PE where groups are located in the directory. Using
amore specific DN resultsin better LDAP search performance.

Note: If users and groups are stored in the same location, the Group base DN isthe same asthe User base
DN.

Group user attribute
The user attribute that group entries use to identify users. Usually, thisisdn.
Group member attribute
The group attribute that maps to a group member. Usualy, thisis either nenber or uni queMenber .
Group name attribute
The group attribute that identifies the group name. Usually, thisiscn.
Optional: Group basefilter

A filter that Continuous Delivery for PE can use to restrict group search results. Thisis useful in edge cases
where you want to include or exclude certain groups.

User object class

Specifiesthe value of the obj ect O ass attribute that allows Continuous Delivery for PE to query user
entries. Usually, thisis either user or per son.

Group object class

Specifies the value of the obj ect O ass attribute that allows Continuous Delivery for PE to query group
entries. Usually, thisis either gr oup or gr oupO Uni queNanes.

Optional: Mail attribute
The LDAP user attribute used to identify each member's email address. Defaultsto mai | if unset.
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5. Optional: Enter the trusted server's CA certificate. If the LDAP server uses a certificate signed by atrusted CA,
you do not need to enter a CA certificate here.

6. Select the Priority number for this LDAP configuration. If you have multiple LDAP configurations, this number
indicates the order in which Continuous Déelivery for PE searches for usersin your LDAP configurations during
login and when synchronizing groups.

7. Optional: Set the toggle to enable recursive LDAP queries for nested groups. This option is available only if your
LDAP server'simplementation supports the ExtensibleM atch search filter.

8. Optional: Set the toggle to enable use of login filtering. When enabled, users who are not part of mapped LDAP
groups are not alowed to log in to Continuous Delivery for PE.

9. Activate the Enable LDAP switch and click Run configuration test to check the connection between Continuous
Delivery for PE and the LDAP server.

Note: This configuration test checks the LDAP server connection; it does not test the other configuration options.

10. Click Save configuration. Your new LDAP configuration is shown on the Single sign on settings page, where
you can edit or delete the configuration.

Important: Once you enable an LDAP configuration, Continuous Delivery for PE automatically disables
al local Continuous Délivery for PE accounts other than the root account, and it attempts to use LDAP
authentication. If LDAP authentication fails, navigate to <YOUR CDA4PE WEB Ul ENDPQ NT>/r oot /
| ogi n, signin astheroot user, and adjust the LDAP settings.

Create an LDAP group map

After adding an LDAP configuration to Continuous Delivery for Puppet Enterprise (PE), use group maps to map your
existing LDAP groups to Continuous Delivery for PE RBAC groups. This makes it possible to mirror LDAP group
membership in Continuous Delivery for PE groups.

Before you begin

You must add at least one LDAP configuration to your Continuous Delivery for PE instance before you can create an
LDAP group map.

1. Logintotheroot console by navigating to <YOUR CD4PE WEB U ENDPQO NT>/r oot /| ogi n and signing
in as the root user.

Click Settings and click the Single sign on tab if you are not already on it.

Click LDAP > Manage groups > Add L DAP group mapping.

From the L DAP configuration name list, select the LDAP configuration you want to creste group mapping for.
From the LDAP group name list, select the group to use to perform the mapping.

o~ wD

Tip: You can search for groups by name (partial matches and case-insensitive matches allowed) or distinguished
name (case-insensitive matches allowed).

6. Select a Continuous Delivery for PE account associated with the RBAC group you want to map to the selected
LDAP group.

7. From thelist of available Continuous Delivery for PE RBAC groups, select the RBAC group you want to map to
the selected LDAP group.

8. Click Add group mapping.

After setting up a group map, Continuous Delivery for PE synchronizes with your LDAP groups based on the
mapping you created.

Configure SMTP

Configure SMTP for your Continuous Delivery for Puppet Enterprise (PE) installation so that users can receive email
notifications from the software.
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The root user or a super user must do this task.

1. Loginto theroot console by signing in as the root user or by selecting Root console from the workspaces menu at
the top of the Continuous Delivery for PE navigation bar.

2. Click Settings> SMTP.

3. If your SMTP server requires authentication, enter the SM TP username and SM TP password in the relevant
fields.

4. Inthe Send emailsfrom thisaddressfield, enter the sender address you want to show on Continuous Delivery
for PE emails.

Important: If thisfield is not specified, Continuous Déelivery for PE uses the root user's email address asthe
sender/from address when it sends an email. In this case, the specified SMTP account must have permission to
send emails from the root user's email address.

5. Enter your SMTP host name and the SM TP port number in the relevant fields. Contact your email server
administrator if you need help determining the correct SMTP port.

6. If your server requires TLS authentication, toggle the Enable TL S switch. Only implicit TLS is supported,
typically on port 465 or 25.

7. Click Save settings.
8. Totest your new SMTP configuration, generate a password reset email:

a) Log out of Continuous Delivery for PE.

b) On the sign-in screen, click Forgot your password?.

¢) Enter the email address associated with your Continuous Delivery for PE account and click Send reset
instructions.

d) Check your inbox for the password reset email. Y ou can ignore the password reset instructions and keep your
current password; thistest just ensures Continuous Delivery for PE can send emails.

After configuring SMTP, Continuous Delivery for PE sends these emails:

» Password reset instructions when requested by a user.
» Password reset confirmation when a password is updated.
» Deployment approval request notifications when a deployment to a protected environment is proposed.

To remove an unwanted SM TP configuration, you can delete it from the SM TP settings page in the root console.

Set up external PostgreSQL

To use an external PostgreSQL database with Continuous Delivery for Puppet Enterprise (PE), set up the connection
on the Config page in Puppet Application Manager (PAM).

On the Config pagein PAM, click Set up external PostgreSQL and complete these fields:

» PostgreSQL endpoint: The hostname and port (in host nane: port format) used to connect to PostgreSQL.
e CDA4PE PostgreSQL username: The username for a user authorized to connect to the CD4PE PostgreSQL
database.

» CDA4PE PostgreSQL password: The password for the CD4PE PostgreSQL username.
» CDA4PE PostgreSQL database: The database to use with CD4PE. Defaultsto cd4pe if unspecified.

Select the PostgreSQL SSL mode to use when connecting to the databases during preflight checks.
Click Save config.

Load balancing

The following load balancer requirements are needed for an HA install.
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* A network (L4, TCP) load balancer for port 6443 across primary nodes. Thisisrequired for Kubernetes
components to continue operating in the event that a node fails. The port is only accessed by the Kubernetes nodes
and any adminsusing kubect | .

e A network (L4, TCP) or application (L7, HTTP/S) load balancer for ports 80, and 443 across all primaries and
secondaries. This maintains access to applicationsin event of a node failure. Include 8800 if you want external
access to the Puppet Application Manager Ul.

Note: Include port 8000 for webhook callbacksif you are installing Continuous Delivery for PE.

Important: If you are using application load balancing, be aware that Ingress items use Server Name Indication
(SNI) to route requests, which may require additional configuration with your load balancer. If your load balancer
does not support SNI for health checks, enable Enable load balancer HT TP health check in the Puppet Application
Manager Ul Config page.

Advanced configuration

Advanced configuration settings for Continuous Delivery for PE help you fine-tune aspects of the software that can
impact runtime and operation speed.

Adjust available memory
Adjust the amount of memory available to Continuous Delivery for Puppet Enterprise (PE) based on repository size
and workflow complexity.

In some cases, the amount of memory allocated to the Continuous Delivery for PE application by default isn't
sufficient. Memory consumption scales with repository size and the number of jobs running concurrently.

To adjust the amount of memory allocated to Continuous Delivery for PE:

1. Navigateto the Config pagein Puppet Application Manager (PAM).
2. Inthe Advanced configuration and tuning section, adjust the Memory available for CD4PE (in MiB) setting.

Adjust the timeout period for snapshots

When creating a snapshot, Puppet Application Manager (PAM) makes backup copies of various Continuous Delivery
for Puppet Enterprise (PE) components. Y ou can change the amount of time PAM spends making each component's
backup copy.

Y ou can learn more about creating and using snapshots in the PAM documentation.

To configure timeout periods, navigate to the Config pagein PAM, and edit these settings in the Advanced
configuration and tuning section:;

« Object store backup timeout: The amount of time a running snapshot spends attempting to backup the
Continuous Delivery for PE object store. The default is 30 minutes.

e Continuous Déelivery for PE database backup timeout: The amount of time a running snapshot spends
attempting to backup the Continuous Delivery for PE database. The default is 10 minutes.

» Nodesdatabase backup timeout: The amount of time a running snapshot spends attempting to backup the
database for the Nodes page. The default is 10 minutes.

Improve job performance by caching Git repositories

If you have large Git repositories, you can enable Git repository caching to improve job performance. By default,
repository caching is disabled.

To enable repository caching:

1. In Puppet Application Manager (PAM), navigate to the Config page.
2. Inthe Advanced configuration and tuning section, enable Git Repo caching.
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The cached repository's files and data are stored on the container running Continuous Delivery for PE at /
<DEFAULT_ROOT_STORAGE DI RECTORY>/ r epos. The entire repository is cloned from source control,
including branches; therefore, caching requires space equivalent to the size of the uncompressed repository.

Cached repositories are not automatically deleted. When attempting to read from the cached repository, if the cached
version is missing object ID references, or if the previous cache attempt failed, then the cached version is deleted and
re-cloned.

Including the . gi t directory in cached repositories

The. gi t directory isautomatically omitted when copying cached Git repositoriesto job hardware. This means that
the job cannot perform Git actions on the code. If needed, you can adjust this setting so that the. gi t directory is
included in the cached repository.

Toincludethe. gi t directory in copies of cached Git repositories sent to job hardware:

1. InPAM, navigate to the Config page.
2. Inthe Advanced configuration and tuning section, enable Include Git history for jobs.

Adjust the timeout period for jobs

In some circumstances, such as when working with large Git repositories, you may need to adjust the length of the job
timeout period. Use the settings in this section to customize the job timeout period.

To configure timeout periods, navigate to the Config pagein PAM, and edit these settings in the Advanced
configuration and tuning section:

* Repo cacheretrieval timeout (minutes): Sets the timeout period for a thread attempting to access a cached Git
repository. The default is 28 minutes.

Note: Thisisonly availableif you enabled Git repository caching.

e Job HTTP read timeout (minutes): Sets the timeout period for ajob connecting to an endpoint. The default is 29
minutes.

« Job global timeout (minutes): Sets the global default timeout period for jobs. Once this time elapses, the job fails
and atimeout message is printed to the log. The default is 30 minutes.

e Bolt PCP read timeout (seconds): Sets the Bolt PCP read timeout period. The default is 60 seconds.

Note: Jobs cannot proceed while file sync is running. If afile sync operation is not completed before the Bolt
PCP read timeout period elapses, the job fails. Increase the Bolt PCP read timeout period to prevent these job
failures.

Important: To ensure useful error messages are printed to the logs, make sure that the value of Job global timeout
islarger than the value of Job HT TP read timeout, and that both are larger than the value of Repo cacheretrieval
timeout.

Configure LDAP server search result limits

By default, Continuous Delivery for Puppet Enterprise (PE) requests 500 search results at atime from a connected
LDAP server. If your LDAP server's search result limitation is below 500, you can configure Continuous Delivery for
PE to match the LDAP server's search result threshold.

Navigate to the Config page in Puppet Application Manager (PAM) and set the LDAP group sear ch sizelimit in the
Advanced configuration and tuning section.

Adjust HTTP timeout periods
If necessary, you can adjust the timeout periods for various HT TP operations.

To configure HTTP timeout periods, navigate to the Config page in PAM, and edit these settings in the Advanced
configuration and tuning section:
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* Global HTTP connection timeout (seconds): Sets the timeout period for all external HTTP connections. The
default is 120 seconds.

* Global HTTP read timeout (seconds): Sets the timeout period for al external HTTP read actions. The default is
120 seconds.

Note: Thisvalueisalso used asthe value for the CD4PE_MODULE DEPLOY READ TI MEQUT environment
variable in deployment tasks.

e Global HTTP writetimeout (seconds): Sets the timeout period for all external HTTP write actions. The default
is 120 seconds.

e Global HTTP request timeout (seconds): Sets the total amount of time an external HTTP request remains open.
The default is 300 seconds.

Configure login attempt limits
By default, Continuous Delivery for PE limits the number of unsuccessful login attempts users can make within a
certain timeframe. If the user exceeds the allowed number of unsuccessful login attempts within that timeframe, their
account is temporarily locked. Y ou can customize login attempt limits for your installation.

To configure login attempt settings, navigate to the Config page in PAM, and edit these settings in the Advanced
configuration and tuning section:

¢ Max login attempts before lockout: The number of unsuccessful login attempts a user can make before the
account is locked. The default is 10 attempts.

» Timeperiod (minutes) to look at for failed logins: The amount of time that must elapse before the failed login
count resets. The default is 15 minutes.

* Timeperiod (minutes) to lock an account: How long user accounts are locked after exceeding the number of
unsuccessful login attempts within the failed login timeframe. The default is 120 minutes.

Configure data retention settings
Configures Continuous Delivery for PE to keep pipeline or value reporting data for a period of time. By default, data
isretained indefinitely. When these settings are set to values other than 0, Continuous Delivery for PE runs atask on
startup and every 24 hours which deletes data older than the configured retention period.

To configure data retention settings, navigate to the Config pagein PAM, and edit these settings in the Advanced
configuration and tuning section:;

e Number of daysto retain historical pipelines data: The number of daysto retain historical pipelines data, which
includes pipeline runs, deployments, jobs, job logs, and impact analysis reports. By default thisis set to 0, which
retains historical pipelines dataindefinitely.

* Number of daysto retain historical value reporting data: The number of daysto retain historical value
reporting data, which only includes the daily activity data on the Value reporting page. By default thisis set to O,
which retains historical value reporting data indefinitely.

Use custom TLS certificates
By default, Continuous Delivery for Puppet Enterprise (PE) uses automatically generated certificates. Y our
organization's security policies might require using custom certificates or adding additional certificates. Use these
steps to configure custom TL S certificates for the Continuous Delivery for PE web Ul connection and, optionally, the
Continuous Delivery for PE webhooks connections.

Before you begin
It is recommended to do this after you Deploy Continuous Delivery for PE on page 130, but you could do this
during initial setup.
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1. Obtain acustom certificate and accompanying key pair. Y ou need the entire certificate, including the header and
footer, and the private key. Most configurations also need a CA certificate chain.

Make sure you have configured the DNS names you want to use for Puppet Application Manager (PAM)
and Continuous Delivery for PE. When you generate and sign the CSR, make sure it includes enough subject
alternative names to capture both applications.

In PAM, go to the Config page for your Continuous Delivery for PE installation.

In the Optional configuration section, select View optionsfor certificates, and select Provide my own certs.
Inthe TLS certificate field, paste the entire certificate, including the header and footer.

Inthe TLS private key field, paste the entirety of the private key corresponding with your custom certificate.
Enter a CA certificate chain in the CA certificate field so Puppet agents trust your certificate.

There are some situations where you might not need to provide the CA certificate chain. This depends on your
certificate configuration.

7. To useyour custom certificate for Continuous Delivery for PE webhooks, select View optionsfor using a proxy
or external load balancer, and then select Use TL Sfor Webhook Service. This uses the same certificate you
provided above.

This option is not available if you chose Use an I ngress with a hostname when you deployed Continuous
Délivery for PE.

8. Click Save config > Go to updated version. Once preflight checks are done, deploy the updated version.

For details about preflight checks and deploying a new version, refer to Deploy Continuous Delivery for PE on
page 130.

9. Optional: Use OpenSSL or curl commandsto verify your certificates.

o 0k~ WD

If you want to go back to using the automatically generated certificates, under Optional configuration, switch to Use
generated certs.

To use custom TLS certificates for PAM, refer to Update the PAM TLS certificate on page 123.

To use a custom certificate for your Continuous Delivery for PE SAML SSO configuration, refer to Configure SAML
on page 157.

Enable compiler maintenance mode

Y ou can tell Continuous Delivery for Puppet Enterprise (PE) to skip offline or unavailable compilers and replicas
when deploying code.

A CAUTION: With this setting enabled, Code Manager deployments are reported as successful aslong as
the code was deployed to the primary server. Continuous Delivery for PE does not tell you if it skipped a
compiler or replica. You are only notified if the deployment to the primary server failed.

Y ou must manually monitor the status of your compilers and replicas to ensure they're in sync with the
primary server. If acompiler or replicais out of sync, you'll need to manually deploy code to that compiler or
replica

To enable this setting:

1. Inthe Continuous Delivery for PE web Ul, navigate to Settings > Puppet Enterprise.
2. Locate the PE instance you want to configure and click More actions > Edit integration.

3. Inthe Compiler maintenance mode section, enable | gnor e unavailable compilers or replicas when deploying
code.

4. Click Save changes.

Important: This setting allows your pipelines to continue while compilers are undergoing maintenance or
experiencing transient issues. When enabled, Code Manager deployments report as successful as long as the code was
deployed to the primary server. Therefore, you must manually track that the code on your compilers and replicasisin

sync.
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Use the Code Manager APl GET /v1/deploys/status endpoint to make sure your compilers and replicas are in sync
with the primary server. Thefi | e- sync-cl i ent - st at us portion of the response contains all serverswith

code synced. Inthedepl oyed array for each server, compare the depl oy- si gnat ur e and dat e for each
deployment. Thedepl oy- si gnat ur e isthe hash of the git commit that was last synced to the server. If acompiler
or replica has a different hash that the primary, you must Deploy code manually on page 222 to the desynchronized
compiler or replica.

Disable Vault

Y ou can disable Vault to improve job performance. By default, Vault is enabled to alow for migrations on older
Continuous Delivery for PE releases (4.19.0 and older).

Note: Continuous Delivery for PE no longer uses Vault. It is enabled by default to support older releases (4.19.0 and
older). If you do not need to support an older release, please disable Vault to free the resources it uses.

To disable Vault:

1. In Puppet Application Manager (PAM), navigate to the Config page.
2. Inthe Advanced configuration and tuning section, disable Enable Vault.

Manage workspaces and access

¢ Manage workspaces on page 167

Use workspaces to share access to key Continuous Delivery for Puppet Enterprise (PE) resources, such as control
repos, modules, and jobs, with the other members of your team. After setting up aworkspace, add your team
members to that workspace and give them the permissions needed to do their work.

¢ Manage access on page 169

The user access and management tools in Continuous Delivery for Puppet Enterprise (PE) ensure that all users, from
read-only to super users, have the access and permissions appropriate to their role on the team.

Manage workspaces

Use workspaces to share access to key Continuous Delivery for Puppet Enterprise (PE) resources, such as control
repos, modules, and jobs, with the other members of your team. After setting up a workspace, add your team
members to that workspace and give them the permissions needed to do their work.

Best practices for creating workspaces
These suggestions and best practices are intended to help you and your organization understand Continuous Delivery
for Puppet Enterprise (PE) workspaces and use them effectively.

Workspaces support teams who write and deploy Puppet code to nodes managed by PE. Whether your organization
has one team writing and deploying all Puppet code, or multiple teams writing and testing Puppet code with a central
deployment team pushing changes to production, workspaces help ensure each team member has the Continuous
Delivery for PE resources they need.

Single team/repository recommendations

If your organization has one team writing, testing, and deploying all Puppet code or stores Puppet code in one source
control repository, we recommend:

» Using one workspace for the whole team.
* Applying permissions carefully so each team member only has access to what they need.
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Multiple teams/repositories recommendations

If your organization has multiple teams writing and testing Puppet code, multiple source control repositories for
Puppet code, and/or a deployment team responsible for pushing Puppet code changes to production, we recommend:

» Having separate workspaces for each writing and testing team; ideally, one workspace for each control repository.

» Creating a separate workspace for the deployment team, and allow these team members to access all other
workspaces.

* Applying permissions carefully so each team member only has access to what they need.

Set up a workspace
These steps explain how to create and add users to aworkspace. If you need multiple workspaces, repeat this process
as many times as you need.

Before you begin
Make sure all team members have created their individual Continuous Delivery for Puppet Enterprise (PE) accounts.

Note: Tell your team membersto log out when they reach the Choose a wor kspace screen after creating their
account.

1. Log into the Continuous Delivery for PE web Ul, and select M anage wor kspaces from the workspaces drop
down menu at top of the navigation bar.

2. Click Add new workspace and give the workspace a descriptive name (If necessary, you can change the name
later on the Settings page).

After creating aworkspace, you are automatically set as the workspace owner. Other Continuous Delivery for PE
super users can access your workspace by navigating to the root console and clicking the name of your workspace
in the Wor kspaces tab.

3. Switch to your new workspace by clicking its name in the My wor kspaces list or by selecting it from the
workspaces drop down menu.

4. Follow the new workspace prompts at the top of the page to set up the workspace's required resources:
a) If necessary, Integrate with Puppet Enterprise on page 143.
b) Integrate with source control on page 146.

¢) Configure job hardware on page 154 specifically for this workspace or use global shared job hardware (If
you haven't already done so, Configure global shared job hardware on page 156).

5. Click Control repos> Add control repo, and add the control repo where the team stores Puppet code.
6. Click Settings > Users, and add each team member as a user of thisworkspace.

Note: If ateam member is missing, they have not created their Continuous Delivery for PE account yet.

7. Click Groupsand create one or more groups. Assigning appropriate permissions and users to each group. Make
sure every team member is assigned to at least one group.

If you add a user to aworkspace without adding them to a group, they get a 403 error when signing in to
Continuous Delivery for PE.

8. Invite the team membersto sign in to Continuous Delivery for PE. They'll now see the new team workspace in the
workspaces drop down menu on the Continuous Delivery for PE web Ul.

According to their group permissions, team members can view and interact with the resources you added to the
workspace.

To delete workspaces, navigate to Settings > Workspace > Delete wor kspace. Only super users or the workspace
owner can do this.

Transfer workspace ownership

When aworkspace owner changes teams, leaves your organization, or is otherwise no longer the right person to
manage a workspace, you can reassign workspace ownership to a different Continuous Delivery for PE user.
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To transfer workspace ownership, you must have root or super user permissions allowing you to access the root
console and perform this action.

1. Loginto theroot console by signing in as the root user or by selecting Root console from the workspaces drop
down menu on the Continuous Delivery for PE navigation bar.

2.
Click Workspaces, locate the workspace you need to reassign, and click Reassign wor kspace -n-

3. Select the new owner's username and click Save changes.

After transferring ownership, the original workspace owner is automatically removed from the workspace. The new
owner can add the former owner as aworkspace user by navigating to Settings > Users.

Manage access

The user access and management tools in Continuous Delivery for Puppet Enterprise (PE) ensure that all users, from
read-only to super users, have the access and permissions appropriate to their role on the team.

Note: Configure login attempt limits on page 165 explains how to customize failed login controls for your
installation.

¢ Create a user account on page 169

After an administrator installs Continuous Delivery for Puppet Enterprise (PE), each person who needs to use the
software must create an individual user account.

e Add usersand groups on page 170

Continuous Delivery for Puppet Enterprise (PE) facilitates collaboration between team members. Y ou can share
resources by adding users to your workspace, and you can set up groups to manage permissions granted to each team
member.

* Permissions reference on page 171

This table lists Continuous Delivery for Puppet Enterprise (PE) group permissions and a short explanation of each
permission's scope.

* Usethe root console on page 173

Super users and the root user can access the Continuous Delivery for Puppet Enterprise (PE) root console to manage
users account credentials, change super user permissions, configure single sign-on, access all workspaces associated
with the installation, transfer workspace ownership, and update the install ation's settings.

« Manage personal access tokens on page 175

Authentication tokens allow a user to enter their credentials once, then receive an alphanumeric token to use to access
different services or parts of the system infrastructure.

Create a user account
After an administrator installs Continuous Delivery for Puppet Enterprise (PE), each person who needs to use the
software must create an individual user account.

Before you begin
Obtain the Continuous Delivery for PE web Ul endpoint from the administrator who installed the software.

1. Point your browser to the Continuous Delivery for PE web Ul endpoint.
2. Onthelogin page, click Create an account.

3. Fill intheregistration form and create a username and password.

4. Click Create account.

Y ou now have a Continuous Delivery for PE account. Y ou can view your account credentials by clicking your
username at the bottom of the navigation bar in the Continuous Delivery for PE web Ul.
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Add users and groups

Continuous Delivery for Puppet Enterprise (PE) facilitates collaboration between team members. Y ou can share
resources by adding users to your workspace, and you can set up groups to manage permissions granted to each team
member.

Add a user to a workspace
Adding users to your workspace allows you to collaborate on projects and share account resources such as jobs and
pipelines. You can add usersin the Settings area of the Continuous Delivery for PE web UI.

Before you begin

Make sure each user you wish to add has signed up for a Continuous Delivery for PE account. Y ou'll need their
selected username or the email address they used when signing up.

1. Inthe Continuous Delivery for PE web Ul, click Settings then click Users.
2. Click Add a user.

3. Onthe Add usersto workspace page, search for the username or email address of the user you wish to add to
your workspace.

4. Select the user you wish to add to the workspace.
5. For version 4.4.0 and newer versions. Assign the user to one or more permission groups.

Note: Beginning in Continuous Déelivery for PE version 4.4.0, newly created workspaces include three built-
in user groups: Administrators, Operators, and Viewers. For details on the permissions included in each built-in
group, see the Permissions reference.

6. Click Add usersto workspace. Repeat these steps to add additional users.

7. When you're finished adding users, click Done to return to the User s screen, where you'll see the full list of users
with access to your Continuous Delivery for PE workspace.

Create a group and set group permissions

Groups to organize users by permission level, job focus, geography, or any other criteria you choose. Permissions
define the tasks that group members can perform in Continuous Delivery for Puppet Enterprise (PE), such as adding
control repos, editing jobs, and deploying code changes. Assign permissions to groups based on each group's
functions and needs.

1. Inthe Continuous Delivery for PE web Ul, click Settings.

2. Onthe Groupstab, click Create new group.

3. Enter aname and description for the new group.

Tip: Choose a name that describes the group's purpose, role, or permission level, such asRead- onl y users
or Modul e devel opers.

A

CAUTION: You can't edit group names or descriptions after this point. If you need to change the name
or description, you must delete the group and recreate it.
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4. Select permissionsto assign to this group. For explanations of each permission’s scope, see the Permissions
reference on page 171. Group permissions are additive; therefore, if a user belongs to multiple groups, that user
can perform all actions allowed by all permissions from all of their assigned groups.

To assign permissions on a certain subset of the control repos or modules in your workspace:
a) y

In the permissions section, click Edit permissions next to Control Repos subset or M odules subset.
b) Select the repos or modules to include in the subset and click Save selection.

¢) Select permissionsto give the user group. You can alow list (view), edit, and delete permissions for all control
repos/modules in the workspace or only on the selected subset.

If you create a subset and do not assign any permissions on the subset, the subset is discarded when you save
your permission selections.

5. Click Save and add users.
6. Onthe Add users page, select workspace members to add to this group, and click Add usersto group.
7. Click Done. Continuous Delivery for PE creates your user group and redirects you to the group page.
Review the group members and permissions on the group page, and make any changes, if heeded.

0

To delete agroup, first remove all members from the group, and then click Delete group .

Remove users from workspaces
Y ou can remove users from Continuous Delivery for PE workspaces in the Settings area of the Continuous Delivery
for PE web UI.

Note: Removing a user from a Continuous Delivery for PE workspace automatically removes the user from all
groups in that workspace.

1. Logintothe Continuous Delivery for PE web Ul and make sure you are viewing the workspace you want to
remove the user from.

2. Click Settings> Users.
L ocate the user you want to remove from the workspace.

4, e
Click Deleteuser LY and confirm your decision.

5. Repeat these steps to remove additional users from the workspace.

w

Permissions reference

Thistable lists Continuous Delivery for Puppet Enterprise (PE) group permissions and a short explanation of each
permission's scope.

Type Permission Definition

Control repos Create The ability to create new control
repos in Continuous Delivery for PE.

Control repos Delete The ability to delete existing control
repos.

Control repos Edit The ability to edit existing control
repos and deploy code.

Control repos List The ability to view existing control
repos.

Control repos Promote The ability to promote changesin

control repo pipelines.
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Type Permission Definition

Modules Create The ability to create new module
repos in Continuous Delivery for PE.

Modules Delete The ability to delete existing module
repos.

Modules Edit The ability to edit existing module
repos.

Modules List The ability to view existing module
repos.

Modules Promote The ability to promote changesin
module pipelines.

Jobs Create The ability to create new jobsin
Continuous Delivery for PE.

Jobs Delete The ability to delete existing jobs.

Jobs Edit The ability to edit existing jobs.

Jobs List The ability to view al existing jobs
and job hardware capabilities.

Jobs Run The ability to run all existing jobs.

Users Edit The ability to add and remove users
from Continuous Delivery for PE
workspaces.

Groups Create The ability to create new user groups.

Groups Delete The ability to delete existing user
groups.

Groups Edit The ability to edit existing user

groups by adding or removing
members and user permissions.

Groups List The ability to view all existing user
groups and their permissions.

Integrations Connect The ability to configure new source
control or PE integrations.

Integrations Disconnect The ability to remove existing source
control or PE integrations.

Inventory List The ability to view all node inventory
information.

Built-in user group permissions reference

New workspaces in Continuous Delivery for PE versions 4.4.0 and newer include three built-in user groups. These
tables list the permissions granted to each built-in group.

Administratorsgroup permissions

Type Permissions granted
Control repos Create, list, edit, promote, delete
Modules Create, list, edit, promote, delete
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Type Permissions granted

Jobs Create, list, edit, run, delete
Users None

Groups Create, list, edit, delete
Integrations Connect, disconnect
Inventory List

Operators group permissions

Type Permissions granted
Control repos Create, list, promote
Modules Create, list, promote
Jobs Create, list

Users None

Groups None

Integrations None

Inventory None

Viewersgroup permissions

Type Permissions granted
Control repos List

Modules List

Jobs List

Users None

Groups None

Integrations None

Inventory None

Use the root console

Super users and the root user can access the Continuous Delivery for Puppet Enterprise (PE) root console to manage
users account credentials, change super user permissions, configure single sign-on, access all workspaces associated
with the installation, transfer workspace ownership, and update the installation's settings.

To access the root console as the root user, sign into Continuous Delivery for PE with the root account credentials
established during installation. As a super user, select Root console from the workspaces drop down menu on the
Continuous Delivery for PE navigation bar.

To exit the root console, click any workspace name.

Designate super users

Any Continuous Delivery for Puppet Enterprise (PE) user except the root user can be designated as a super user.
Super users can access the root console to reset other users credentials, delete users, manage global shared job
hardware, and designate the users allowed to manually approve deployments to protected Puppet environments.

To designate super users, you must have root or super user permissions to access the root console.
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1. Loginto theroot console by signing in as the root user or by selecting Root console from the workspaces drop
down menu on the Continuous Delivery for PE navigation bar.

2. Click Accounts.
3. Locate the user's namein the list, enable the Super User switch, and confirm the change.
4. Repeat to designate additional super users.

Change a user's password

Users can reset their own passwords at any time by clicking For got your passwor d? on the Continuous Delivery for
Puppet Enterprise (PE) login screen. If you need to update the root user's password, change a user's password on their
behalf, or revoke a user's access to Continuous Delivery for PE, use the root console.

To perform these actions, you must have root or super user permissions to access the root console.

A CAUTION: Resetting a user's password does not automatically log the user out of Continuous Delivery
for PE. If you reset a user's password to revoke their access to Continuous Delivery for PE, the user can till
access their account until their session expires or they log out. Y ou a so need to disable the user's corporate
email account or Reset the user's email address to prevent the user from manually resetting their password
through the Forgot your password? link.

1. Loginto theroot console by signing in as the root user or by selecting Root console from the workspaces drop
down menu on the Continuous Delivery for PE navigation bar.

2. Click Accounts.

L ocate the user whose password you want to reset and click User settings ﬁ-
4. Click Change password, enter and confirm the new password, and click Change passwor d.

Reset a user's email address
Users can change their own email address at any time by clicking Change email on the Profile page. If you need to
change a user's email address on their behalf, use the root console.

Y ou must have root or super user permissions to access the root console and perform this action.

1. Loginto theroot console by signing in as the root user or by selecting Root console from the workspaces drop
down menu on the Continuous Delivery for PE navigation bar.

Click Accounts.

N

L ocate the user whose email address you want to change and click User settings ﬁ
4. Enter the user's new email address and click Change email.

Delete a user
Use the root console to permanently delete a user from Continuous Delivery for Puppet Enterprise (PE).

Y ou must have root or super user permissions to access the root console and perform this action.

1. Loginto theroot console signing in asthe root user or by selecting Root console from the workspaces drop down
menu on the Continuous Delivery for PE navigation bar.

2. Click Accounts.

3. " _
L ocate the user you want to delete and click Delete user .

4. Confirm that you want to permanently delete the user by entering the user's user name and clicking Yes, delete
user.

The user is permanently deleted from your Continuous Delivery for PE installation.
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Manage personal access tokens
Authentication tokens allow a user to enter their credentials once, then receive an alphanumeric token to use to access
different services or parts of the system infrastructure.

Authentication tokens are tied to the permissions granted to the user through role-based access control (RBAC), and
they provide the user with the appropriate access to application programming interfaces (APIS). You can use tokensin
API endpoint requests.

Y ou can manage authentication tokens using the Pr ofile page.

Add a personal access token
Add a personal access token from the Profile page.

This task walks you through creating a personal access token that is required to access the Continuous Delivery for
Puppet Enterprise (PE) API functionality. Be sure to copy the token and save it to a secure location. The token is
reguired to authenticate the Continuous Delivery for PE public API.

1. Gotothe Profile page.
2. Enter the name of the token you would like to add in the NAME field.

3. Specify an expiration date for the token in the EXPIRES AT field by typing the date or selecting it from the
calendar. Y ou can set a maximum time for the token expiration of 1 year. By default the token expiresin 90 days.

4. Click Create personal accesstoken to create the token.

A

5. When you are done copying and saving the token, click Close.

CAUTION: After you create atoken awindow with the personal access token appears. Copy and save it
to asecure location asthisisthe only timeit is accessible.

The new token appearsin the Active per sonal accesstokenstable.

Revoke a personal access token
Revoke a personal access token from the Pr ofile page.

There may be times when you need to remove a personal access token before it expires. Use this process to revoke a
personal access token.

1. Gotothe Profile page. Thelist of tokens appearsin the Active per sonal access tokenstable.
2. Click the Revoke button next to the token you would like to remove.

/|\ | CAUTION: Revoking a personal access token is permanent, you cannot undo this action.

3. Select the Y es check box from the window that appears to confirm you wish to revoke the token.
4. Click Revoke to revoke the token.

REST API

Fetch data and automate your workflows with the Continuous Delivery for Puppet Enterprise (PE) REST API. Use
the API to promote pipelines based on your own criteria and automate workspace setup to make onboarding new
users more streamlined.

The Continuous Delivery for PE REST API uses the OpenAPI standard to define and document the API via
a specification. The OpenAPI Initiative has extensive documentation of the standard which can be followed.
Continuous Delivery for PE uses version 3.0.1 of the standard.

If you are familiar with REST and OpenAPI, skip to the OpenAPI specification section for more specific details on
how Continuous Delivery for PE implements OpenAPI.
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e Authenticate public APIs on page 176

The Continuous Delivery for Puppet Enterprise (PE) APl supports authentication via personal access tokens
associated with Continuous Delivery for PE accounts. Authentication tokens are tied to the permissions granted to the
user through role-based access control (RBAC), and they provide the user with the appropriate access to application
programming interfaces (APIS).

e REST API tutoria on page 176

Learn how to navigate a Continuous Delivery for Puppet Enterprise (PE) workflow entirely through the API using
curl and bash.

*  OpenAPI specification on page 177

Continuous Delivery for Puppet Enterprise (PE) includes the OpenAPI specification and it can be fetched from the
web server from the following endpoint: curl --request GET “htt ps://<host nane>/ cd4pe/ api/
openapi . yam ”

e Common API workflows on page 178

Continuous Delivery for Puppet Enterprise’s APl enables users to automate many common workflows.

Authenticate public APIs

The Continuous Delivery for Puppet Enterprise (PE) APl supports authentication via personal access tokens
associated with Continuous Delivery for PE accounts. Authentication tokens are tied to the permissions granted to the
user through role-based access control (RBAC), and they provide the user with the appropriate access to application
programming interfaces (APIs).

Before you begin
Y ou need the personal access token you created in Add a personal access token on page 175. It isrequired for
authentication.

Using personal access token to authenticate the Continuous Delivery for PE public API.
Add the personal access token you copied when creating the token and add this to the Authorization header of the AP
call. For example:

curl --insecure --header \
"Aut hori zati on: <token val ue>" \
"https://<host name>/ cd4pe/ api / v1l/ user"

REST API tutorial

Learn how to navigate a Continuous Delivery for Puppet Enterprise (PE) workflow entirely through the API using
curl and bash.

Before you begin

Make sure that you have read the Authentication section and have a personal access token. Y ou need the personal
access token you created in Add a personal access token on page 175. It isrequired for authentication.

Thistutorial guides you through a Continuous Delivery for PE workflow using the API.
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1. Create aworkspace. From the command line run:

curl --insecure --header “Authorization: <token value>" --request
POST “htt ps://<host nane>/ cd4pe/ api / vl/ wor kspaces” --data ‘{ “nane”:
“my_wor kspace” }’

Thisreturns: { “domai n”: “d3”, “nane”: “ny_workspace” }

The application returns a 200 HT TP status code a ong with a JSON response body which contains the created
workspace information. To perform subsequent API calls you need to extract the workspace ID from the response
(referred to as the domain in the v1 create workspaces endpoint).

Any authenticated user can create workspaces in Continuous Delivery for PE, which means that no RBAC
privileges are required for this step.

2. Usethe API to integrate aVVCS provider in the workspace. This allows you to create code projects from the VCS
provider. For example, connect a GitL ab instance to the workspace:

curl --insecure --header “Authorization: <token value>" --request POST
“htt ps:// <host name>/ cd4pe/ api / vl/vcs/ gi t| ab?wor kspacel d=d3” --data
‘{ “token”: “<gitlab_token>", “host”: “https://mnygitlab. exanple. net”,
“caCertificate”: “<ca_cert _data>" , httpCdone: true }’

Thisreturns: { “id”: “<uuid>", “host”: “https://nygitlab. exanpl e.net”,
htt pd one: true }

Note: The workspace ID isused in the query parameter of the request. Many entities in the application exist
within aworkspace, the workspace ID identifies which workspace to create the Gitlab integration in.

Oncethe VCS provider isintegrated, you can use the API to create code projects and pipelines within those
projects. See the next section on the OpenAPI specification on page 177 for more information about the OpenAPI
specification file as much of the API documentation iswithin thisfile.

OpenAPI specification

Continuous Delivery for Puppet Enterprise (PE) includes the OpenAPI specification and it can be fetched from the
web server from the following endpoint: curl --request GET “htt ps://<host nane>/ cd4pe/ api/
openapi . yam ”

Continuous Delivery for PE-specific metadata

While the OpenAPI specification adheres to a specific standard schema, it is very extensible and allows API authors
to define metadata on any object in the API.

Note: Thex-i nt ernal parameterissettot r ue on APl operations to indicate that the endpoint is an internal API
meant to be used by the Ul. Thistag is not intended for customer use. The parameter is set either on a path or specific
HTTP verb, for endpoints where some operations are allowed but not others. For more information on this tag and
others, please refer to the tags array documentation.

Please refer to the OpenAPI specification when learning how to use the API. Thefileis quite large and so it may be
helpful to use one of the many available tools to visualize the specification.

Version and compatibility

All endpoints in the Continuous Delivery for PE are versioned so that updates do not break existing workflows. When
an endpoint is removed from the Continuous Delivery for PE API, adeprecation warning isissued at least 2 minor
releases before the endpoint is removed. The deprecated field in the OpenAPI specification indicates what operation
or component is deprecated.
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An API breaking change is any change to the API that would cause a caller to begin failing, such as:
* Removing an endpoint without giving a deprecation warning.

« Adding anew required field in arequest body, query parameter, or response body.

« Removing afield from arequest body, query parameter, or response body.

« Changing the type of afield in arequest body, query parameter, or response body.

Changes that are not considered to be API breaking:

« Adding anew optional field in arequest body, query parameter, or response body.
* Making arequired field optional.

Common API workflows

Continuous Delivery for Puppet Enterprise’s APl enables users to automate many common workflows.

Get your authorization token
Y ou need a personal access token to automate common workflows using the API.

Make sure that you have read the Authentication section and have a personal access token. Y ou need the personal
access token you created in Add a personal access token on page 175. It isrequired for authentication.

Find a workspace ID
When using most API endpoints, you need to specify aworkspace ID.

Find the workspaces you have access to by using the GET / v1/ user endpoint. The domain of each workspaceis
itsID.

aut h_header ="Aut hori zati on: <API Token>"
uri ="https:// <CD4PE host nane>/ cd4pe/ api / v1l/ user
curl --insecure --header "$auth_header" --request GET "S$uri”

This returns information about your workspaces. For example, it might look similar to the following:

{
"user" : { ... },
"wor kspaces" : |
{
"domai n" : "d6",
"name" : "exanpl e_wor kspace_1"
}1
{ .
"domai n" : "d7",
"nanme" : "exanpl e_wor kspace_2"
}
]
}

Use the workspace ID as needed for API endpoints, such as finding your Puppet Enterprise environment node group
ID, triggering an impact analysis, and triggering a deployment.

Find a Puppet Enterprise environment node group ID
Find the ID of the environment node group in Puppet Enterprise using the ID of your Puppet Enterprise integration.

Before you begin
Y ou need to have your workspace ID obtained in the previous task.
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1. Find theID of your Puppet Enterprise integration.

aut h_header =" Aut hori zati on: <APlI Token>"

uri ="https://<CD4PE host >/ cd4pe/ api / v2/ pe-integrations?

wor kspacel d=<wor kspace i d>

curl --insecure --header "$auth_header" --request GET "$uri”

This returns information about your Puppet Enterprise integrations. For example, it might look similar to the

following:
{ _
"pel ntegrations" : [
"id" @ "e274e692-8423- 48hb6- alf 3- 6e09138624ec",
"wor kspacel d* : "d5",
"nanme" : "exanpl e- pe",
"noded assifierUl" : "puppet.exanpl e.com 4433",
}
]
}

2. UsetheID from your Puppet Enterprise integration to get information about the environments:

aut h_header =" Aut hori zati on: <APlI Token>"

uri ="https://<CD4PE host >/ cd4pe/ api / v2/ pe-i nt egrati ons/ <PE i ntegration
| D>/ envi ronment s

curl --insecure --header "$auth_header" --request GET "$uri”

This returns information about the environments associated with your Puppet Enterprise integration. For example,
it might look similar to the following:

“envi ronnments" : [

{
"name" : "All Environnments",
"id" : "00e0c92e-30c9-4569- bcc2- 0adebef f e3a3",
"description" : "Environnent group parent and default",
"“envi ronment" : "production"

¥

{ .
"name" : "Devel opnent environment",
"id" : "c2184ce4-cb96- 49eb-9724-4618db267769",
"description" : "Devel opnent nodes",
"environment" : "devel opnent”

}

]

Use the environment node group 1D as needed for API endpoints, such as triggering a deployment.

Get the SHA of arepo branch
Find the SHA of the HEAD of agiven repo branch using Continuous Delivery for PE's/ v1/ vcs/ branches API
endpoint.

To find the SHA of the HEAD of a given repo branch, you can either find the commit in your VCS provider or you
can use Continuous Delivery for PE's/ v1/ vcs/ br anches API endpoint. Here, project is used to refer to the
owner/org of the repo for al providers except GitHub. If your repo comes from GitHub, you must supply either
organization or owner instead, depending on whether the repo belongs to an individual or an organization.

Use your workspace ID to find the SHA.

aut h_header =" Aut hori zati on: <APlI Token>"
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uri ="https://<CD4PE host >/ cd4pe/ api / vl/ vcs/ branch?wor kspacel d=<wor kspace
| D>&pr ovi der =Bl TBUCKET&pr oj ect =puppet &anme=mny_control _repo&branch=nai n
curl --insecure --header "$auth_header" --request GET "S$uri”

This returns information about the repo branch. For example, it might look similar to the following:

"nanme" : "main",
"headSha" : "4c2f400a77cd73ebf 67271361e1dd9b1102b43b4"
}

Set up HTTPS access for ADO via OAuth
Configure the existing ADO Cloud OAuth integration to use HTTPS cloning instead of SSH viathe REST API.

Before you begin

To configure the existing ADO Cloud OA uth integration to use HTTPS cloning instead of SSH, you must be on at
least Continuous Delivery for PE 4.28.0 or later. Thisis only available using the API, which uses the OAuth token
aready stored for auth. After upgrading to version 4.28.0 or later, to switch to HTTPS cloning use curl from a host
that can resolve the Continuous Delivery for PE console:

curl -v -X PATCH https://<CD4PE host >/ cd4pe/ api / v1l/ vcs/ oaut h/ azur e- devops
-H "Aut hori zati on: <token from super user>" --cacert <console cert> -H
"Content - Type: application/json" -d '{"httpCl one": true}'

See Add a personal access token for instructions on how to get the Aut hor i zat i on token. Thistoken must be
from root or a superuser, so you must be logged in as a user with superuser privileges (this can be root or some other
user) to create atoken to use with this request.

Note that no app restart is required and there is no need to recreate control repos or modules. It is also worth noting
that this setting is persistent, so once the HTTPS cloning valueissettot r ue, it remains until changed.

Trigger an Impact Analysis
Use the Continuous Delivery for PE AP to trigger an impact analysis on the module of a control repo.

Before you begin
In order to trigger an Impact Analysis run of your code changes, you need to collect the following:

» ThelD of the workspace containing the module of control repo you want to test

e The name of the module or control repo being analyzed

e ThelD of the Puppet Enterprise node group for each environment you want to see the impact on
e Thebranch and SHA of the code you want to test the impact of

dat a="$(cat <<EOF
{
"wor kspacel d": "<workspace | D>",
"project Nane": "control-repo",
"project Type": "CONTROL_REPO',
"settings": {
"“environments": |

"nodeG oupl d': "<environnment node group |D>",
"peCredential sld": {

"nanme": "exanpl e-pe",

"domai n": "<workspace | D>"

}
}
{
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"nodeG oupl d": "defcea94-e7e5- 4f e3-b971- 1acd44785695",
"peCredential sld": {

"nanme": "exanpl e-pe",
"domai n": "<workspace | D>"
}
}
],
"sourceBranch": "<branch to test>",
"sourceSha": "<SHA to test>",

"anal yzeAl | Depl oynents": fal se,
"conpi | eBat chSi ze": 10,
"control Repol d": {

"name": "control -repo",

"domai n": "<workspace | D>"

}
}
}
EOF

type_header ="' Cont ent - Type: application/json'

aut h_header =" Aut hori zati on: <authori zation token>"

uri ="https://<cd4pe host >/ cd4pe/ api/vl/inpact-anal ysis/trigger"

curl --insecure --header "$type_header" --header "$auth_header" --request
POST "$uri" --data "$data"

This returns something similar to the following:

{
"appEvent | d" : 18900,
"baseTaskUrl" : "https://<cd4pe host >/ cd4pe/root/depl oynments",
"domai n" : "d5",
"id" : 110,
...data repeated fromrequest...
"state" : " QUEUED
}

Once the impact analysis has finished, you might want to check the state of the run and fetch the analysis report, to do
so use the ID of the response that was returned like so:

type_header=' Cont ent - Type: application/json'

aut h_header =" Aut hori zati on: <API token>"

uri ="https://<cd4pe host >/ cd4pe/ api/vl/inpact-analysis/<lA run |ID>/csv?

wor kspacel d=<wor kspace | D>"

curl --insecure --header "$type header" --header "$auth _header" --request
GET "S$uri"

Trigger a deployment
Use the Continuous Delivery for PE API to trigger a deployment from one of your branches to a Puppet Enterprise
environment.

Before you begin
In order to trigger a deployment, you need to collect the following:

e ThelD of the workspace containing the module of control repo you want to deploy from

e ThelD of the Puppet Enterprise node group for each environment you want to deploy to

» The source and target branch of the repo and the SHA of the source branch that you want to deploy
e The details of the deployment policy you want to use
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Note: If the deployment targets a protected environment, it does not run without approval. An approval request is
created in the Continuous Delivery for PE console that must be approved to trigger the code to be deployed to the
environment.

1. Get the deployment policy details. A deployment policy describes how you want the code from your source
branch to be deployed to your Puppet Enterprise instance. Y ou can list al the policies available in your workspace
using:

aut h_header ="Aut hori zati on: <API token>"

uri ="https://<CDAPE host >/ cd4pe/ api / v1l/ depl oynent s/ pol i ci es?

wor kspacel d=<wor kspace
| D>&pr oj ect Nane=ny_control repo&proj ect Type=CONTROL_REPC'

curl --insecure --header "$type_header" --header "$auth_header" --request
GET "S$uri"”

This returns information about the policies in your workspace. For example, it might look similar to the following:

"depl oynent Policies" : [
"custont : false,
"di spl ayNane" : "Direct deploynent policy",
"name" : "cd4pe_depl oynents::direct”,
"paraneters" : [
{
"name" : "max_node failure",
"type" : "Optional [Integer]",
"val ue" : null
Iz
{ n n n n
name" : "noop",
"type" : "Bool ean",
"val ue" : false
b
{ o
"name" : "fail _if_no_nodes",
"type" : "Bool ean",
"val ue" : true
}

From this you can choose which policy you want to use for this deployment and supply it to the deployment
reguest, customizing the values of any parameters that you want to change.
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2. Trigger the deployment. Once you have collected all the information you need, you can trigger the deployment.

dat a="$(cat <<EOF
{
"wor kspacel d": "<workspace | D>",
"project Nanme": "<nane of control repo or nodule to deploy fronp",
"project Type": "CONTROL_REPCO',
"di spl ayName": "Depl oynent to production on exanpl e-pe",
"description": "Run Production Deploynent from main",
"maxRunt i me": 3600000,
"depl oynent Pol i cy": {
"custont: false,
"di spl ayName": "Direct deploynent policy",
"name": "cd4pe_depl oynents::direct",
"paraneters": [
{
"name" : "max_node failure",
"type" : "Optional [Integer]"”,
"value" : 1

"name" : "noop",
"type" : "Bool ean",
"val ue" : false

"name" : "fail _if_no_nodes",
"type" : "Bool ean",
"val ue" : true

}

" ’cont rol Repol d": {
"domai n": "<workspace | D>",
"name": "<project nanme>"

}

epl oynment Target": {

"type": "NODE_GROUP",

"nodeG oupl d': "<ID of the enviornnent node group to depl oy to>",
"“environment Prefix": ""

}

}

uppet Ent er pri seServer": "exanpl e-pe",
"repoTar get Branch": "<branch to deploy to>",
"repoSour ceBranch": "<branch to deploy from",
"repoSourceSha": "<SHA of HEAD of branch>"

}
EOF

type_header ="' Cont ent - Type: application/json'

aut h_header="Aut hori zati on: <API token>"

uri ="https://<CD4PE host >/ cd4pe/ api / v1l/ depl oynment s/ tri gger"

curl --insecure --header "$type header" --header "$auth _header" --request
POST "$uri" --data "$data"

Trigger a pipeline

Use the Continuous Delivery for PE API to trigger a pipeline from one of your branches to a Puppet Enterprise
environment.

Before you begin
In order to trigger a pipeline, you need to collect the following:
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« ThelD of the workspace containing the pipeline you want to trigger

e The name of the control repo or module whose pipeline you want to trigger
e ThelD of the pipeline belonging to that code project

e The SHA with which you want to trigger the pipeline

1. Get the pipeline ID, which are returned in the details for control repos and modules. Y ou can find this using:

aut h_header =" Aut hori zati on: <API token>"

uri ="https://<CD4PE host >/ cd4pe/ api / vl/ <control -repos OR nodul es>/ <repo
nane>?wor kspacel d=d5"

curl --insecure --header "$auth_header" --request GET "$uri”

This returns information about the control repo. For example, it might look similar to the following:

{
"name": "ny_control _repo",
"srcRepoProvider": "BI TBUCKET",
"srcRepoOwner": "{a8b34a31-8814-4c5d-acal-580ee518c290}",
"srcRepoName": "my_control repo”,
"srcRepol d": "{a8b34a31-8814-4c5d-acal-580ee518c290}",
"srcRepoDi spl ayNane": "my_control _repo”,
"pi pelines": [
"name": "regex",
"pi pelineld": "e64kq33s04kh05pbxfr6we9y"
{ n n n H n
name": "main",
"pi pelineld": "1jqgl oxhyphhOw03r 8h82i 996t r"
}
] il
}

From this you can choose which pipeline you want to trigger.
2. Trigger the pipeline. Once you have collected all the information you need, you can trigger the pipeline.

dat a="$(cat <<EOF
{

"wor kspacel d": "<workspace | D>",
"projectNane": "<name of control repo or nodul e>",
"sha": "<SHA to run agai nst>"

}

EOF

type_header ="' Cont ent - Type: application/json'

aut h_header =" Aut hori zati on: <API token>"

uri ="https://<cd4pe host >/ cd4pe/ api/vl/ pipelines/<pipeline ID>/trigger"

curl --insecure --header "$type header" --header "$auth header" --request
POST "$uri" --data "$data"

Test and deploy Puppet code

e Test Puppet code with jobs on page 185
Jobs are fully customizable tests for your Puppet code. Y ou can create ajob that runs any sort of test you want,
including module validation, linting, and more.
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* Analyzethe impact of code changes on page 192

Impact analysisis a Continuous Delivery for Puppet Enterprise (PE) tool that shows you the potential impact that new
Puppet code can have on your PE-managed infrastructure, without actually merging the new code. Y ou can generate
impact analysis reports on demand for commitsin your control/module repos, and, if you add impact analysisto a
repo's pipeline, Continuous Delivery for PE automatically generates areport on every proposed code change to that
repo.

» Construct pipelines on page 199

Pipelines drive the continuous aspect of Continuous Delivery for Puppet Enterprise (PE). Constructing a pipeline
involves defining work that must happen to ensure every new line of Puppet code is ready for deployment. Once your
pipeline is set up, this work happens automatically each time the pipelineis triggered.

» Deploy Puppet code on page 215

Use deployment policies to control how and when code changes are deployed. Y ou can use built-in deployment
policies or create your own custom policies. To apply a deployment policy and deploy code, you can either manually
deploy code or use pipelines to automate deployments.

Test Puppet code with jobs

Jobs are fully customizable tests for your Puppet code. Y ou can create ajob that runs any sort of test you want,
including module validation, linting, and more.

Important: Before adding jobs to pipelines, make sure you Configure job hardware on page 153 and install any
additional software, such as Docker or Puppet Development Kit (PDK).

What is a job?
In Continuous Delivery for Puppet Enterprise (PE), jobs test your Puppet code. Y ou create and store jobs in the web
Ul, where you can run them on demand and add them to automated pipelines to run tests every time new codeis
committed to arepository.

Jobs are fully customizable and can be written to test any aspect of your code. Jobs can leverage Puppet Development
Kit (PDK) and other testing tools created and maintained by the Puppet community, such as:

*  I'spec-puppet
e onceover
e puppet-lint

*  rspec-puppet-facts

Where do jobs run?
Jobs run on designated nodes called job hardware. There are two job hardware types:

« Global shared job hardware: These are job hardware servers configured in the root console and available to all
workspaces in your Continuous Delivery for PE installation.

*  Workspace hardware: These are job hardware servers configured in a specific workspace and available to
members of that workspace, but not available to other workspaces.

For more information about setting up job hardware, go to Configure job hardware.

Important: Be aware of any prerequisites or dependencies needed to run ajob, and ensure your job hardware has the
necessary software, operating systems, and other resources installed before attempting to run the job.

Global shared job hardware uses a shared Docker image set in the root console. The default image used for
Docker-based jobs is puppet/puppet-dev-tools.4.x. You can find details on the available commands in the image
documentation.

When configuring ajob to run on workspace hardware, you can use the shared Docker image or environment
variablesin the job to overwrite the default image. However:
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Important: If your installation specifies a Docker image in Puppet Application Manager (PAM) (thisis common
in offline environments), thisimage takes precedence over the image set in the root console (which is the one shown
when configuring jobs).

Related information

Improve job performance by caching Git repositories on page 163

If you have large Git repositories, you can enable Git repository caching to improve job performance. By default,
repository caching is disabled.

Adjust the timeout period for jobs on page 164
In some circumstances, such as when working with large Git repositories, you may need to adjust the length of the job
timeout period. Use the settings in this section to customize the job timeout period.

Add secrets to jobs

Y ou can add secrets, such as tokens and certificates, to Continuous Delivery for Puppet Enterprise (PE) jobs. Jobs can
use secrets when they run.

Before you begin

Y ou must create ajob before you can add a secret. This could be one of the Pre-built jobs or a custom job, as
demonstrated in the Sample non-Docker-based module jobs on page 189 and Sample non-Docker-based control
repo jobs on page 190.

Important: Jobswith secretsrequire puppet | abs- cd4pe_j obs module version 1.6.0 or higher. You install this
module when you Configure job hardware on page 153.

Secrets are limited to the job where you create them. If a secret is applicable to multiple jobs, you must add that secret
to each relevant job.

When you run jobs that use secrets, you can see where jobs use secrets in the jobs' logs. Sensitive values are redacted.

1
2.

In the Continuous Delivery for PE web Ul, click Jobs.

L ocate the job you want to add a secret to and click Edit y .

Click Add secret.

Enter aName and (optional) Description for the secret.

Secret names must be unique within each workspace and can only contain letters, numbers, and underscores. I
you use a dash or space in a secret name, it is automatically converted to an underscore.

Important: Once you save a secret, you can't change its name. If you need to change a secret's name, you must
delete and recreateit.

Select the Secret Type, complete the remaining fields according to the secret type, and click Save.
Once you save the secret, you can't see the information you put in these sensitive fields when you edit the secret.
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Continuous Delivery for PE stores secrets at environment variables. After saving a secret, Continuous Delivery
for PE shows you the environment variable you can use to reference the secret in the code in the Job commands
section.

Example of partial job command code without a secret variable:
curl -H "Authorization: Bearer <TOKEN>" -k -s
Example of partial job command code with a secret variable:
curl -H "Authorization: Bearer $CDA4PE_SECRET_<SECRET_NAME>" -k -s

Secrets with multiple values, such as username and password combinations, generate multiple environment
variables. Make sure you use the correct environment variables at the correct locationsin your code. Y ou can click
the secret's name on the Edit job page to see the secret's environment variable(s) at any time.

Click Save changes when you are done adding secrets to the job and customizing the Job commands code.

Using a custom image to test Puppet 8
Thepuppet / puppet - dev-t ool s: 4. x image that jobs use by default does not support testing modules with
Puppet 8. To test with Puppet 8, create a custom job that usesthe puppet / puppet - dev-t ool s: puppet 8
image. Thisimage contains PDK 3, Puppet 8, and Onceover 3.22. See the puppet-dev-tools readme for the full list of
commands provided by the image.

To create a custom job using the Puppet 8 image:

N o oMb

In the Continuous Delivery for Puppet Enterprise (PE) web U, click Jobs.

Click New Job.

Enter your job’sinfo, any commands you want to run, and any secrets you need.
Select Run on <wor kspace> har dwar e and the Docker hardware capability.
Toggle the switch to run this job in a Docker container and select Custom image.
Specify puppet / puppet - dev-t ool s: puppet 8 asthe custom image name.
Click Save Job.

Thisjob is now available to add to the pipelines where you need to test code against Puppet 8.

Pre-built job reference

Use these job templates to set up Docker-based jobs for testing control repos and modules. These jobsrun inside a
Docker container and require job hardware that has a Docker capability.

Validate the syntax of a control repo's Puppetfile

To add this job to your Continuous Delivery for Puppet Enterprise (PE) instance:

1
2.

In the Continuous Delivery for PE web Ul, click Jobs > New job.
Complete thefields:

a. Name: control-repo-puppetfile-syntax-validate

Description: Validate that a control repo’s Puppetfile is syntactically correct

Job commands: rake -f /Rakefile r10k: syntax

Where can thisjob run?: Select Run on <WORK SPACE_NAME> hardware
Hardwar e capabilities: Select Docker and click Apply

Docker configuration: Enable the Run thisjob in a Docker container switch and select Default image
(puppet / puppet - dev-t ool s)

~oao0oT

3. Click Savejob.
Configure job hardware on page 154 and ensure Docker is installed before running this job.
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Validate the syntax of a control repo's Puppet templates

To add this job to your Continuous Delivery for PE instance:

1. Inthe Continuous Delivery for PE web Ul, click Jobs > New job.
2. Complete thefields:

~ooo0 o

Name: control-repo-templ ate-syntax-validate

Description: Validate that a control repo’s Puppet templates are syntactically correct.

Job commands. rake -f /Rakefile syntax:tenplates

Where can thisjob run?: Select Run on <WORKSPACE_NAME> hardware
Hardwar e capabilities: Select Docker and click Apply

Docker configuration: Enable the Run thisjob in a Docker container switch and select Default image
(puppet / puppet - dev-t ool s)

3. Click Savejob.

Configure job hardware on page 154 and ensure Docker isinstalled before running this job.

Validate the syntax of a control repo's Hiera data

To add this job to your Continuous Delivery for PE instance:

1. Inthe Continuous Delivery for PE web UI, click Jobs > New job.
2. Complete thefields:

-0 o0 o

Name: control-repo-hiera-syntax-validate

Description: Validate that a control repo’s Hieradata is syntactically correct.

Job commands: rake -f /Rakefil e syntax: hiera

Where can thisjob run?: Select Run on <WORK SPACE_NAME> hardware
Hardwar e capabilities: Select Docker and click Apply

Docker configuration: Enable the Run thisjob in a Docker container switch and select Default image
(puppet / puppet - dev-t ool s)

3. Click Savejob.
Configure job hardware on page 154 and ensure Docker isinstalled before running this job.

Validate the syntax of a control repo's Puppet manifest code

To add this job to your Continuous Delivery for PE instance:

1. Inthe Continuous Delivery for PE web Ul, click Jobs > New job.
2. Completethefields:

a.

~oao0oT

Name: control-repo-manifest-validate

Description: Validate that a control repo’s Puppet manifest code is syntactically correct

Job commands. rake -f /Rakefile syntax: manifests

Where can thisjob run?: Select Run on <WORK SPACE_NAME> hardware
Hardwar e capabilities: Select Docker and click Apply

Docker configuration: Enable the Run thisjob in a Docker container switch and select Default image
(puppet / puppet - dev-t ool s)

3. Click Savejob.
Configure job hardware on page 154 and ensure Docker is installed before running this job.

Validate the syntax of a module's Puppet manifest code

To add this job to your Continuous Delivery for PE instance:

1. Inthe Continuous Delivery for PE web Ul, click Jobs > New job.
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2. Complete the fields:

a. Name: module-pdk-validate

Description: Validate that a module’ s Puppet manifest code is syntactically correct

Job commands: pdk val i date --parallel

Where can thisjob run?: Select Run on <WORKSPACE_NAME> hardware
Hardwar e capabilities: Select Docker and click Apply

Docker configuration: Enable the Run thisjob in a Docker container switch and select Default image
(puppet / puppet - dev-t ool s)

3. Click Savejob.

Configure job hardware on page 154 and ensure Docker is installed before running this job.

~oao00oT

Run rspec-puppet unit tests on a module
To add this job to your Continuous Delivery for PE instance:

1. Inthe Continuous Delivery for PE web Ul, click Jobs > New job.
2. Complete thefields:

a. Name: module-rspec-puppet

Description: Run rspec-puppet unit tests on a module

Job commands. pdk test unit

Where can thisjob run?: Select Run on <WORK SPACE_NAME> hardware
Hardwar e capabilities: Select Docker and click Apply

Docker configuration: Enable the Run thisjob in a Docker container switch and select Default image
(puppet / puppet - dev-t ool s)

3. Click Savejob.

Configure job hardware on page 154 and ensure Docker isinstalled before running this job.

N

Sample non-Docker-based module jobs

Y ou can use these Continuous Delivery for Puppet Enterprise (PE) job templates as-is or customize them to your
deployment's needs. To add jobs, go to Jobs > New job in the Continuous Delivery for PE web UI.

Note: When configuring jobs that are not Docker-based, you can use the $REPO_DI R environment variable to
reference the directory containing the relevant module repo.

Note: You can Add secretsto jobs on page 186 after you create them.

Puppet Development Kit validation tests

These jobs validate module code against Puppet Development Kit (PDK). Use the configuration for your operating
system.

For Linux:

e Job name: module-pdk-validate-linux
e Description: Validate via PDK

e Job commands. pdk vali date

e Hardware capabilities: Linux

For Windows:

¢ Job name: module-pdk-validate-windows

e Description: Validate via PDK

e Job commands: power shel | . exe -c¢ "pdk vali date"
e Hardware capabilities: Windows
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To use these jobs you must Install PDK and install puppet - agent on the job hardware.

Puppet Development Kit r spec- puppet tests

These jobs run unit tests on your module code with r spec- puppet . Use the configuration for your operating
system.

For Linux:

* Job name: modul e-pdk-test-unit-linux
e Description: Run unit tests via PDK

e Job commands: pdk test unit

« Hardware capabilities: Linux

For Windows:

e Job name: module-pdk-test-unit-windows

e Description: Run unit tests via PDK

e Job commands: power shel | . exe -¢ "pdk test unit"
e Hardware capabilities: Windows

To use these jobs you must Install PDK and install puppet - agent on the job hardware.

Sample non-Docker-based control repo jobs

Y ou can use these Continuous Delivery for Puppet Enterprise (PE) job templates as-is or customize them to your
deployment's needs. To add jobs, go to Jobs > New job in the Continuous Delivery for PE web Ul.

Note: When configuring jobs that are not Docker-based, you can use the SREPO_DI R environment variable to
reference the directory containing the relevant module repo.

Note: You can Add secretsto jobs on page 186 after you create them.

Syntax validation
Thisjob validates the syntax of everything in your control repo.
To usethisjob you must use a*nix host and install puppet - agent on the job hardware.

* Job name: control-repo-validate-linux
e Description: Validate syntax

« Hardware capabilities: Linux

e Job commands:

#! / bi n/ bash

shopt -s gl obstar null gl ob
green="$(tput setaf 2)"
red="$(tput setaf 1)"
reset="$(tput sgr0)"

for f in **/**pp; do
[[ $f =~ plans/ ]] && continue

i f puppet parser validate "$f"; then
echo "${green}SUCCESS: $f${reset}"
el se
echo "${red}FAI LED: $f ${reset}"
failures+=("$f")
fi
done
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if (( ${#failures[@} >0 )); then

echo "${red}Syntax validation on the Control Repo has failed in the
foll owi ng mani fests:"

echo -e "\t ${failures[@}P${reset}"

exit 1
el se

echo "${green}Syntax validation on the Control Repo has succeeded.
${reset}"
fi

Puppet linter
Thisjob checks the Puppet code in your control repo for programming and stylistic errors.
To usethisjob you must use a*nix host and install puppet - agent on the job hardware.

» Job name: control-repo-lint-linux
e Description: Lint Puppet code

« Hardware capabilities: Linux

e Job commands:

#! / bi n/ bash

shopt -s gl obstar null gl ob
green="$(tput setaf 2)"
red="$(tput setaf 1)"
reset="$(tput sgr0)"

sudo /opt/ puppet| abs/ puppet/bin/geminstall puppet-lint || {
echo "${red}Failed to install puppet-lint gent
exit 2

}

LI NT_OPTS=("--fail -on-warni ngs" "--no-docunentati on-check"
"--no-140char s-check" "--no-autol oader | ayout-check" "--no-
class_inherits from parans_cl ass-check")

for f in **/**pp; do
[[ $f =~ plans/ ]] && continue

i f /opt/puppetl abs/ puppet/bin/puppet-lint "${LINT_OPTS[@}" "S$f"; then
echo "${green} SUCCESS: $f${reset}"
el se
echo "${red} FAI LED. $f${reset}"
failures+=("$f")
fi
done

if (( ${#failures[@} > 0)); then

echo "${red}Puppet-lint validation on the Control Repo has failed in
the followi ng mani fests:"

echo -e "\t ${failures| @} S{reset}"

exit 1
el se

echo "${green}Puppet-lint validation on the Control Repo has succeeded.
${reset}"
fi

Attaching known_hosts to containerized jobs
Mounting your known_host s fileto avolumein your container.
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If youneedtogit cl one,orrunr 10k orr ake spec_pr ep to download artifactsin your containerized job and
are using strict host-key verification, you need to mount a volume in your container to support this. If you are using
puppet / puppet - dev-t ool s: 4. x (the default container), you can accomplish this by mounting your good
known_host s fileinto theroot . ssh directory:

- -vol une=/ pat h/ t o/ your/ known_host s: /root/.ssh/ known_host s

Add the above line to your job configuration under Container runtime argumentsto tell Docker or Podman to
mount your known_host s fileinto thepuppet / puppet - dev-t ool s container. Thisisthen automatically
referenced when reaching out to your internal server.

Analyze the impact of code changes

Impact analysisis a Continuous Delivery for Puppet Enterprise (PE) tool that shows you the potential impact that new
Puppet code can have on your PE-managed infrastructure, without actually merging the new code. Y ou can generate
impact analysis reports on demand for commitsin your control/module repos, and, if you add impact analysisto a
repo's pipeline, Continuous Delivery for PE automatically generates areport on every proposed code change to that
repo.

» Configure impact analysis on page 192

Impact analysisis a Continuous Delivery for Puppet Enterprise (PE) tool that shows you the potential impact that new
Puppet code can have on your PE-managed infrastructure, without actually merging the new code. When you add
impact analysis to a control/module repo's pipeline, Continuous Delivery for PE automatically generates a report on
every proposed code change to that repo.

« Generate impact analysis reports on page 194

Impact analysis reports show you the potential impact and risk of proposed code changes, so you can decide how,

and if, you want to handle those potential changes. Y ou can generate reports on demand or add impact analysis

tasks to your pipelines to generate impact analysis reports for every change submitted to your repos. Impact analysis
reports are generated by diffing the deployment's current catalog against a newly-generated catalog for your specified
deployment conditions.

* Runimpact analysis on fewer nodes on page 197

If an environment has alot of nodes, it might take along time for impact analysisto run. It is possible to only analyze
asubset of your total nodes, but there are tradeoffs.

* Impact analysis limitations on page 198

Impact analysis has some technical limitations, and code changes can impact your infrastructure beyond what the
impact analysis report displays.

Configure impact analysis

Impact analysisis a Continuous Delivery for Puppet Enterprise (PE) tool that shows you the potential impact that new
Puppet code can have on your PE-managed infrastructure, without actually merging the new code. When you add
impact analysis to a control/module repo's pipeline, Continuous Delivery for PE automatically generates a report on
every proposed code change to that repo.

Configuration process and preparation

To configure impact analysis, you must set the destination server for impact analysis tasks, install the
puppet | abs- cd4pe module, and make a classification update.

Before configuring impact analysis, you must:

¢ Install Continuous Déelivery for PE
» Integrate with your source control system
* Integrate with Puppet Enterprise
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Set the impact analysis destination

When you integrate a new Puppet Enterprise (PE) instance with Continuous Delivery for PE, impact analysis tasks
are automatically configured to run on the primary server. In many cases, it's better to change the impact analysis
task destination to a different server, such as a compiler or load balancer, to preserve the primary server's compile
capacity.

Before you begin
Determine aplace in your PE infrastructure to direct impact analysis tasks:

e Best: A load balancer managing a pool of compilers.

e Good: Anindividual compiler dedicated to impact analysis tasks.
* For small installations only: The PE primary server.

Note: The primary server is the default configuration for running impact analysis tasks, but it is best suited to PE
installations with limited node counts using the standard installation architecture. Impact analysis tasks can easily
overrun the primary server's limited compile capacity in alarger distributed architecture.

If you choose to run impact analysis tasks on the primary server, skip to Install modules on page 193.

To run impact analysis tasks on aload balancer or compiler:

1. Inthe Continuous Delivery for PE web Ul, navigate to Settings > Puppet Enterprise and locate the PE instance
you are configuring.

2. Click More actions > Edit integration.

3. If you want to run impact analysis tasks through a dedicated load balancer or compiler, in the Puppet Server
service field, enter the hostname of the primary server or a specific compiler or load balancer at : 8140 (for
example, | oadbal ancer . exanpl e. com 8140).

Tip: The Puppet Server serviceis used for impact analysis, among other processes. Y ou can run impact analysis
tasks on acompiler or load balancer instead of the primary server. Thisis strongly recommended for PE
installations that use compilersor load balancersas part of their architecture.

4, Optional: You can expand the Impact Analysis Settings section to adjust the maximum number of catalogs that
Continuous Delivery for PE is able to simultaneously compile, as explained in Optional impact analysis settings.

5. Click Save Changes.
Next, Install modules on page 193.

Optional impact analysis settings
To adjust these optional settings, edit your Puppet Enterprise (PE) integration settings and expand the | mpact
Analysis Settings section.

Concurrent catalog compilations

This setting sets the maximum number of catalog compilations Continuous Delivery for PE is permitted to perform
simultaneously. By default, Continuous Delivery for PE performs up to 10 concurrent catal og compilations.

Tune this number to fit the needs and limitations of your installation. A lower number preserves processing capacity,
while a higher number reduces the time Continuous Delivery for PE spends completing each impact analysis task.

Install modules
Impact analysis requires you to install the puppet | abs- cd4pe module and its dependent modules.
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1. Addthepuppet | abs- cd4pe module, its dependencies, and the puppet | abs- cd4pe_j obs moduleto the
Puppetfile for each environment against which your compilers compile catal ogs.

There are multiple ways to Declare Forge modules in the Puppetfile. Y ou can specify a specific version or specify
. | at est to automatically check for new versions. For example:

nod ' puppet | abs-cd4pe’', :|atest

# Requirements for cd4pe

nod ' <DEPENDENT _MODULE _NAME>', : | at est
nmod ' puppet | abs-cd4pe_jobs', :latest

Important: Make sure to declare all required modules, which includes the puppet | abs- cd4pe module, al of
it's dependent modules, and the puppet | abs- cd4pe_j obs module.

If you specify specific module versions in your Puppetfile, keep in mind that you must install version 1.6.0 or later
of thecd4pe_j obs module to Add secretsto jobs on page 186.

2. If you configured Continuous Delivery for PE to automatically deploy code changes to the relevant environments,
Continuous Delivery for PE deploys the updated code for you. If you have not configured automatic code
deployments, run puppet code depl oy <ENVI RONMENT> to deploy the updated code to the relevant
environments.

Next, Update classification on page 194.

Update classification
Once puppet | abs- cdpe and its dependencies are deployed, you must update classification of your nodes.

1. Inthe PE console, click Node groups (or Classification in PE versions prior to 2019.8.1) and open the PE
Infrastructure group.

2. Select the PE Master group and click Classes (or Configuration in PE versions prior to 2019.8.1).

3. Inthe Add new classfield, select cd4pe::impact_analysis and click Add class, then commit your change.
If you don't find cd4pe::impact_analysisin the class list, click Refresh to update class definitions.

4. Run Puppet on the nodesin the PE Master group.

Important: This Puppet run restartsthe pe- puppet ser ver service.

5. Optional: Y ou can adjust the maximum number of catalogs that Continuous Delivery for PE is able to
simultaneously compile, as explained in Optional impact analysis settings.

Now you're ready to Generate impact analysis reports on page 194.

Generate impact analysis reports

Impact analysis reports show you the potential impact and risk of proposed code changes, so you can decide how,
and if, you want to handle those potential changes. Y ou can generate reports on demand or add impact analysis

tasks to your pipelines to generate impact analysis reports for every change submitted to your repos. Impact analysis
reports are generated by diffing the deployment's current catalog against a newly-generated catalog for your specified
deployment conditions.

Important: With impact analysis enabled, catalog compiles are generated every time impact analysis detects that a
node could be impacted by a Puppet code change. These additional compiles increase the performance load placed on
your PE primary server.

Restriction: Impact analysisfailsif you include the $envi r onnent variablein your Puppet manifest. Instead, use
Hieraand class parameters.
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Impact analysis workflow

Impact analysis targets a specific environment (such asdevel oprent ) and a specific version of code, identified

by a Git commit SHA. Using the designated environment and SHA, Continuous Delivery for PE does the following

during an impact analysisrun:

1. Create atemporary branch in the control repo using the naming scheme <BRANCH>_cdpe_i a_<TIl MESTAMP>.
If analyzing a modul e repo, temporary branches are created in the module repo and in the control repo that is
associated with the module repo. The temporary branch serves as temporary environment in which to deploy your
new code and detect possible changes.

2. Deploy code associated with the targeted commit SHA in the temporary branch.

3. Cadculate module version changes by comparing module deployment data from the target environment and the
temporary environment.

4. Calculate changesto Hiera parameters. If Hieraregex is configured, Continuous Delivery for PE uses the regex to
locate Hierafiles. Otherwise, it looks for changesin Hierafiles ending with . yanl inthedat a or hi er adat a
directories.

5. Calculate impacted nodes:

a. Query PuppetDB for nodes that contain resources where the file parameter matches one of the modified
module versions or Hierafiles. Module versions are queried as afile path to the module.

b. Query PuppetDB for catalog input data matching modified Hiera parameters.
6. Cadlculate impacted node resources:

a. Query PuppetDB to get the current catalog for each impacted node.
b. Use the code deployed to the temporary environment to compile anew catalog for each impacted node.
¢. For each impacted node, compare the new (temporary environment) catalog to the current (live environment)
catalog.
d. Build the impact analysis report based on the discovered differenced between the catal ogs.
7. Report the impacted nodes and resources.

Add impact analysis to a control repo pipeline
If you add an impact analysis task to your control repo pipeline, an impact analysis report is automatically generated
each time the pipeline runs and your specified conditions are met.

Before you begin

1. Configureimpact analysis.
2. Construct a pipeline for your module that includes at |east one deployment.

Each pipeline can have unlimited impact analysis tasks, but each stage in a pipeline can have only one impact analysis
task. Additionally, an impact analysis task cannot be in the same stage as a deployment task.

This section explains how to add an impact analysis step to a pipeline constructed in the web UI. If you manage your

pipelines with code, go to .cd4pe.yaml file structure on page 206 for guidance on adding impact analysis stepsto

your pipelines.

1. Inthe Continuous Delivery for PE web Ul, click Control repos, and click the name of the control repo you want
to add impact analysisto.

2. Select the pipeline you want to add the impact analysis step to. Make sure the pipeline has at |east one deployment
step, because impact analysisis calculated based on the pipeline's deployment conditions.

3. ldentify the stage you want to add the impact analysis step to. The stage must not contain a deployment step, and
we recommend choosing a stage before any deployment stages or PR gates.

In your chosen stage, click More actions oo , Select Add item to stage, and select Impact analysis.
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5. Optional: Set the catalog compilation batch size. By default, Continuous Delivery for PE compiles 10 catalogs at a
time when performing an impact anaysis task.

Tip: If your compilers are hitting capacity when performing an impact analysis, lower this number. However,
lowering this number increases the impact analysis run time.

6. Determine the environments you want to generate an impact analysis report for.

* Run for all environmentsin the pipeline runsimpact analysis on al environments used by all deployments
in the pipeline.

* Run for selected environments runsimpact analysis on specific environments. Select the relevant
environments from among those used by the pipeline's deployments.

7. Click Add impact analysis.

Impact analysisis how enabled for this control repo pipeline. An impact analysis report is generated each time the
pipeline runs.

Add impact analysis to a module pipeline
If you add an impact analysis task to your module pipeline, an impact analysis report is automatically generated each
time the pipeline runs and your specified conditions are met.

Before you begin

1. Configureimpact analysis.
2. Construct a pipeline for your module that includes at |east one deployment.

Each pipeline can have unlimited impact analysis tasks, but each stage in a pipeline can have only one impact analysis
task. Additionally, an impact analysis task cannot be in the same stage as a deployment task.

This section explains how to add an impact analysis step to a pipeline constructed in the web UI. If you manage your

pipelines with code, go to .cd4pe.yaml file structure on page 206 for guidance on adding impact analysis stepsto

your pipelines.

1. Inthe Continuous Delivery for PE web Ul, click M odules, and click the name of the module you want to add
impact analysis to.

2. Select the pipeline you want to add the impact analysis step to. Make sure the pipeline has at |east one deployment
step, because impact analysisis calculated based on the pipeline's deployment conditions.

3. ldentify the stage you want to add the impact analysis step to. The stage must not contain a deployment step, and
we recommend choosing a stage before any deployment stages or PR gates.

In your chosen stage, click More actions oo , Select Add item to stage, and select Impact analysis.

5. Optional: Set the catalog compilation batch size. By default, Continuous Delivery for PE compiles 10 catalogs at a
time when performing an impact analysis task.

Tip: If your compilers are hitting capacity when performing an impact analysis, lower this number. However,
lowering this number increases the impact analysis run time.

6. Select the environments you want to generate an impact analysis report for.
7. For each selected environment, choose the control repo where the code associated with that environment is stored.
8. Click Add impact analysis.

Impact analysisis now enabled for this module pipeline. An impact analysis report is generated each time the pipeline
runs.

Generate an impact analysis report on demand
Without triggering a pipeline, you can generate an impact analysis report for any commit made to a control repo or
module that Continuous Delivery for Puppet Enterprise (PE) monitors.
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Before you begin

Configure impact analysis.

1. Inthe Continuous Delivery for PE web Ul, navigate to the control repo or module you want to generate an impact
analysis report for.

2. Click Manual actions and select New impact analysis.

3. Select the branch where the code you want to analyze is located, and then select the commit containing the
changes you want to analyze.

4, Select the PE instance that manages the nodes you want to analyze, and select the specific node group.
» For control repo impact analysis, select an environment prefix, if applicable.
» For module impact analysis, select the control repo where the modul€e's environment code is deployed.

5. Set the number of node catal ogs to compile concurrently. Lower numbers can have alesser impact on
performance but take longer to compl ete the impact analysis.

6. Click Analyze, nnd wait while the report generates. It may take several minutes for large node groups.
7. Oncethe analysisis complete, click View impact analysis to access the report.

Tip: Click Export on the report page to get a CSV file containing the impact analysis report's data.

Run impact analysis on fewer nodes

If an environment has a lot of nodes, it might take along time for impact analysisto run. It is possible to only analyze
a subset of your total nodes, but there are tradeoffs.

Important: If you're experiencing degraded performance when running impact analysis, weinitially recommend
changing the impact analysis destination to use a dedicated compiler or a pool of compilers. If you're already using
compilers for impact analysis and the runtime or performance burden isn't acceptable, you might consider running
impact analysis on fewer nodes. However, keep in mind the following tradeoffs:

* Not all nodes are analyzed. By definition, running impact analysis on fewer nodes means that some nodes don't
get analyzed. For example, if you're analyzing only 10% of your nodes, the remaining 90% are not analyzed.
When your code is deployed, excluded nodes might have unexpected changes that weren't detected since those
nodes weren't analyzed.

« Additional heap spaceis consumed. To run impact analysis on fewer nodes, you must create one or
more dedicated impact analysis environments. Each impact analysis environment has the same code as its
corresponding primary environment (for example, pr oduct i on and pr oduct i on- i a). Because environments
consume heap space in Puppet Server, adding these additional environments consumes additional heap space
deploying the same code to multiple environments.

Impact analysis runs on nodes in a designated environment. Therefore, if your control repo pipeline runs impact
analysison your pr oduct i on environment, it analyzes all nodesin the pr oduct i on environment node group.
If you have alot of nodes, this can take along time to run and might be taxing on system resources. |f your nodes
are mostly similar, it might make sense to run impact analysis on a subset of your total nodes, rather than always
analyzing every node. However, this requires changing your environment structure to accommodate one or more

i mpact - anal ysi s environments.

For example, if you want to run impact analysis on a few nodes before deploying codeto al pr oduct i on nodes,
you'll needto set up apr oducti on i nmpact anal ysi s environment. First, create apr oduct i on-i a branch
in your control repo and deploy the new environment. Next, create apr oduct i on- i a environment node group asa
child of your pr oduct i on environment node group. Then, add nodesto the pr oduct i on- i a group representing
asubset of your total production nodes.

Tip: You'll only analyze the nodesin the pr oduct i on- i a group, so make sure the nodes in this group are agood
representation of your total production nodes. For example, make sure to include different operating systems or
geographic locations, as well as any outliers and known problematic nodes.
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Y ou now have two environments where your production code is deployed: pr oduct i on- i a, which contains some
production nodes, and pr oduct i on, which contains all production nodes. To run impact analysis on the smaller
producti on-i a group, you need to add the new pr oduct i on-i a environment to your control repo pipeline:

e Addadeployment for the pr oduct i on-i a environment, in addition to the pr oduct i on environment's
deployment.

Tip: Sinceyou're deploying the same codeto pr oduct i on-i a and pr oduct i on, you can configure your
pipeline to auto-promote to the pr oduct i on deployment stage after completing the pr oducti on-i a
deployment.

« Edit the impact analysistask so that it only runs on nodesin the pr oduct i on- i a environment. Make sure
the impact analysistask is set to Run for selected environments and includes only the pr oduct i on-i a
environment. Since your goal isto analyze only a subset of nodes, you don't want to run impact analysis on the
pr oduct i on environment anymore.

« Check the promotion settings between the impact analysis stage and the pr oduct i on- i a deployment stage. If
you want to review the impact analysis report before deploying your code, make sure your pipeline doesn't auto-
promote to the deployment stage.

While the above example used the production environment, you could set up similar structures for any environments
you wanted to partially analyze, such as UAT or preproduction.

You can help usimprovethisfeature: Weinvite you to tell uswhy you run (or would run) impact analysis on
fewer nodes, whether the above approach works in your infrastructure, and what changes you'd like us to make.
Please visit our product board to learn more, vote for features you like, and tell us your thoughts.

Related information

Create environment node groups on page 145

For code deployments managed by Continuous Delivery for PE to work correctly, your environment node groups
must be set up in aspecific hierarchy.

Impact analysis limitations

Impact analysis has some technical limitations, and code changes can impact your infrastructure beyond what the
impact analysis report displays.

Important: We've designed impact analysis to give you helpful information about the potential results of code
changes to your infrastructure. However, impact analysisis not intended to be an exhaustive report — do not use it as
a substitute for more exhaustive testing.

There are certain circumstances in which we can't reliably calculate the full impact of a code change. As an impact
analysis user, it's critical that you understand these limitations exist, and you are aware of the possibility that code
changes can have consequences for your infrastructure beyond what impact analysis shows.

Thisisanon-exhaustive list of some of the limitations of impact analysis. While thislist might be updated
periodically, it is never complete.

e Changesto an environment'senvi r onnent . conf file. Impact analysis can't determine the downstream
impact of changesto anenvi r onment . conf file.

e Brand-new code. Impact analysis can't determine the impact of new Puppet classes, facts, or functions that have
never been applied to any of your nodes.

« Changesto functions. The impact of changes to afunction cannot be analyzed.

« Changesto facts. The impact of changesto afact cannot be analyzed.

« Changesto classnamesused in classification. Changes to class names that were previously classified in the
classifier cannot be analyzed. A classification update in the classifier is required before Puppet can locate the
newly renamed class.

* Imported resources. While impact analysis can provide information about nodes that export resources, impact
analysis can't determine the impact to nodes that receive those exported resources.

e Sensitive data types. Any changesto data types marked as sensitive are not be analyzed.
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» Aliasmetaparameter. Any resources using the alias metaparameter cannot be analyzed.

» Changesto Embedded Puppet templates. The impact of changes made to Embedded Puppet (. epp) or
Embedded Ruby (. er b) template files alone cannot be analyzed.

« Patch fact generation script files. Thepe_pat ch_fact _generati on. psland
pe_pat ch_fact _generati on. sh filesare excluded from impact analysis reports because these files always
report achangeof n/ aton/ a.

Remember: Impact analysis reports are provided as-is.

Construct pipelines

Pipelines drive the continuous aspect of Continuous Delivery for Puppet Enterprise (PE). Constructing a pipeline
involves defining work that must happen to ensure every new line of Puppet code is ready for deployment. Once your
pipelineis set up, this work happens automatically each time the pipeline istriggered.

Stages and tasks

Pipelinesin Continuous Delivery for PE are made up of stages and tasks. Tasks include deployments, impact
analyses, and jobs to test code. Stages are groups of tasks. Stages allow you to break pipelinesinto a series of
sequential task sets. Thisallows you to have logical control in your pipeline, such as:

« Start task B only if all tasksin stage A succeed.
« |If atask in stage A fails, stop the pipeline and report the error.

Y ou can configure pipelines to require manual approval to proceed to the next stage or advance automatically based
on your defined conditions.

Y ou can also Enable compiler maintenance mode on page 166 if you want code deploymentsin your pipelinesto
skip unavailable (or offline) compilers and replicas.

Use the web Ul or code to build and manage pipelines

Y ou can build and manage pipelines in the Continuous Delivery for PE web Ul or through a. cd4pe. yan file.
Theweb Ul issimpler, and it is easier to make iterative changes with the web Ul controls. Using a YAML fileto
build pipelines as code is more complex, but it is preferred if you:

* Need arecord of changes to your pipeline over time
e Want to avoid manually creating similar pipelines for many control repos or modules.

* Make changes to your Puppet code that require new pipeline definitions and you want to commit changes to your
pipelines-as-code at the sametime.

Important: You can't mix these methods within a single control repo or module. Web Ul controls are

disabled when you choose to manage pipelines with code. The following image compares pipelines
in the web Ul. The pipeline managed in the web Ul has controls available (such as deleting the
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pipeline, deleting tasks, and adding stages), whereas the pipeline managed as code does not have these

Managed in the web Ul Mana,
Pipelines Manage Pipelines Pipelines
main v Add pipeline o pac_test v
Pipeline trigger: cammit Pipeline trigger: cormrm

Code Validation stage

Code Validation

Job: control-repo-manifest-validate x Job: contral-repo-
Job: control-repo-hiers-syntax-validate x lab: control-repao-|
Jab: contral-repo-template-syntax-validate x Job: contral-repo-
Jab: control-repo-puppetfile-syntax-validate x Job: control-repo-

' Auto promote All succeeded v Auto promaote:
i : I t Analysi
Impact Analysis stage : mpact Analysi
Impact Analysis: All Environments 7l 4 Impact Analysis: A

Full request gate x Full request gate

controls. ?

» Construct pipelinesin the web Ul on page 201

Build and manage pipelines for your control repo or module in the Continuous Delivery for Puppet Enterprise (PE)
web Ul using the tools built into the interface. The steps on this page walk through the process of setting up and using
abasic pipeline.

« Construct pipelines from code on page 204

If you manage your pipelines with code, rather than in the web Ul, you can maintain arecord of pipeline changes over
time. When you choose to manage pipelines with code, a. cd4pe. yani file, containing the pipelines definitions
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for a control repo or module, is stored in your source control system alongside the Puppet code for that control repo or
module.

Construct pipelines in the web Ul
Build and manage pipelines for your control repo or module in the Continuous Delivery for Puppet Enterprise (PE)

web Ul using the tools built into the interface. The steps on this page walk through the process of setting up and using
abasic pipeline.

Create a pipeline
Set up a pipeline to enable automatic testing of new code by adding stages and jobs in the Continuous Delivery for
Puppet Enterprise (PE) web UI.

Every pipeline must have at least one stage.

1. Inthe Continuous Delivery for PE web Ul, click Control repos, and click the name of the control repo you want
to create a pipeline for.

Continuous Delivery for PE automatically creates a pipeline for the branch you selected when you set up the

control repo (the main branch). The branch name is at the top of the Pipelines section. Y ou can set up pipelines

for other branchesin the repo if you want to automatically test code changes that Continuous Delivery for PE

makes on your behalf. To create apipeline for a different branch, click Add pipeline. If you don't want a pipeline,
N

click Delete pipeline w.

Y ou can a'so go to Modules to create pipelines for module repos.

2. Click Add stage and enter a Stage name.

3. Select Jobsfrom the Select item dropdown menu, select ajob from the Select jobs list, click Add stageto add
the job to the pipeline, and click Done.

4. If you only need to run asingle test on new code, the pipeline can be as simple as one stage with one job. If you
want to add additional tests, you can either add them to the same stage or create another stage to contain other
jobs.

a) H
To add another job to the same stage, click Moreactions ® , select Add item to stage, and repeat step 3.
b) To add another stage to your pipeline, repeat steps 2 and 3.

Note: All steps (jobs, deployments, and so on) in a stage run concurrently. If you need certain steps to occur after
others, use stages to separate them.

°
To reorganize, delete, or rename stages, click More actions  ®
5. Once you have a pipeline with two stages, an promotion step is automatically added between the stages. Select
Auto promote and choose a promotion condition from the dropdown menu. The promotion condition tells
the pipeline how to decideif it can continue to the next stage. The promotion conditions, from most to least
restrictive, are:

» All succeeded: The pipeline continues to the next stage only if all tasksin the current stage finish with
"succeeded” or "done" status.

» All completed: The pipeline continues to the next stage if all tasksin the current stage finish with
"succeeded," "done," or "failed" status. The pipeline stopsif any task in the current stage was canceled.

« Any succeeded: The pipeline continues to the next stage if at least one task in the current stage finishes with a
"succeeded" or "done" status.

« Any completed: The pipeline continues to the next stage if at least one task in the current stage finishes with a
"succeeded,” "done," or "failed" status. The pipeline stopsif all tasksin the current stage were canceled.

6. Optional: If you want the pipeline to run on both commits and pull requests, click M anage pipelinesto enable
pull requests as a pipeline trigger.

This pipeline runs on one branch in one control/modul e repo.
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Related information

Test Puppet code with jobs on page 185

Jobs are fully customizable tests for your Puppet code. Y ou can create ajob that runs any sort of test you want,
including module validation, linting, and more.

Create a regex branch pipeline

Most pipelines are linked to a single branch in your control repo or module repo. A regex branch pipeline can
recognize and act on changes to any branch in your control/module repo that has a name matching the regular
expression you set.

A regex branch pipeline lets you use asingle pipeline for all feature branches you and your team create (and destroy)
in the process of developing new code. Regex branch pipelines use naming conventions to detect branchesto run the
pipeline against. Y ou define the naming convention when you create the pipeline. When you commit to (or create a
pull request for) a feature branch that has a name matching the naming convention, Continuous Delivery for Puppet
Enterprise (PE) automatically runs the regex pipeline against that branch.

1. Inthe Continuous Delivery for PE web Ul, click Control Repos or M odules and select the control repo or
module repo where you want to create the regex pipeline.

2. Click Add pip€line.

3. Inthe Add pipeline window, select Regex branch.
Each control repo or module repo can have only one regex branch pipeline. If the Regex branch option is not
available, then aregex branch pipeline already exists for this repo.

4. Inthe Configureregex field, enter the naming convention, as aregular expression, that you want the regex
branch pipeline to use to detect feature branches (and initiate pipeline runs against those branches).

The default regular expressionisf eat ur e_. *. If you use the default regex, your feature branch names must
follow the f eat ur e_ <BRANCHNAME> naming convention. For example, abranch named f eat ure_1234
triggers the pipeline, but abranch named 1234 _f eat ur e does not.

Tip: All team members must follow this naming convention when creating feature branches if they want their
changes to trigger the regex branch pipeline. We strongly recommend using the default regular expression or one
that's similarly simple and memorable.

5. Click Add pipeline. The regex branch pipelineis created.

6. Click Manage pipelinesto select whether the regex branch pipeline is triggered by commits, pull requests, or
both.

7. Build out your pipeline by adding stages, jobs, impact analysis tasks, deployments, and promotion conditions.

This pipeline runs on any branch that matches the defined naming convention in the associated control/modul e repo.

Test code automatically with a pipeline
After creating a pipeline for your control repo's main branch, when you commit new code to the main branch, the
pipeline tests the code (by running the jobs you selected) and reports any errors or failures.

Before you begin
Create a pipeline on page 201

1. Totrigger the pipeline, make atrivia change, such as adding alineto a README file, in your control repo's
main branch, and commit your change.

2. Inthe Continuous Delivery for PE web Ul, click Control repos and click the name of the control repo you just
committed to.

3. The Events area shows the push event initiated by your commit and an entry for each job in the pipeline. Job
statuses appear here and update to report success or failure when ajob run is complete.

Each event summary includes alink to the commit in the control repo, and each job event includes ajob number.
Click the job number to go to the Job details page, where you can see the job's log for its run and review error

messages.
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Test pull requests automatically

If you enable pull requests as a pipeline trigger, your pipeline automatically tests new code when a pull request (PR)
is opened against the relevant branch. Add PR gatesto pipelinesto test new code but stops the pipeline before it can
advance to further tests or deployment.

Before you begin
Create a pipeline on page 201 that has pull requests as a pipeline trigger.

A PR gate stops the pipeline at a certain point if the pipeline was triggered by a pull request. With a PR gate, you can
automatically run acceptance tests on new pull requests while manually managing additional testing or deployment
based on the results of the initial automated tests.

GitLab users: Pull request is another term for merge request. For the sake of simplicity and consistency, the term
pull request (PR) is used in the Continuous Delivery for PE web Ul and documentation.

1. Toadd aPR gateto your pipeline, navigate to the pipeline in the web UI.
2. o

In your pipeline'sfirst stage, click More actions : , select Add item to stage, and select Pull request gate.
3. Click Add PR gate, and click Done if the PR gate was added successfully.

Important: A pipeline can only have one PR gate. To move a PR gate, delete the existing gate and create a new
onein the desired stage.

4. Totest PR gate, switch to abranch in your control repo other than the main branch. Make atrivial change (such as
adding a new line to the README file) in your control repo, commit your change, and open a pull request against
the main branch for this commit.

Remember: Y ou must make the pull request against the branch associated with the pipeline.

5. Inthe Continuous Delivery for PE web Ul, click Control repos, then click the name of the control repo you just
created the pull request against.

6. The Events area shows the pull request event initiated by your commit and entries for jobs in your pipeline before
the PR gate. Notice that jobs in pipeline stages beyond the PR gate have not been triggered.

Deploy code automatically with a pipeline
Y ou can use a control repo pipeline to automatically deploy new code to a specified set of nodes every time a commit
is made.

Before you begin
Create a pipeline on page 201

1. Inthe Continuous Delivery for PE web Ul, click Control repos, and click the name of the control repo you've
created a pipeline for.

Click Add stage.

In the Add new stage window, select Deployment from the Select item dropdown menu.

Select your Puppet Enterprise instance and the node group you want to deploy changes to when this pipeline runs.
Select a deployment policy.

Y ou can use one of the Built-in deployment policies on page 216 or create Custom deployment policies on

page 220.

o r wD

Tip: If thisisyour first pipeline and you're just testing the process, select Direct deployment policy.

6. Optional: Set termination conditions for this pipeline's deployments, and choose the number of nodes that can fail
before the deployment is stopped.

7. Click Add Stage and click Done. Y our new stage, containing the deployment details, is added to the pipeline.
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8. To test the deployment, make atrivial change (such as adding a new line to the README fil€) on the main branch
of your control repo and commit your change.

9. Inthe Continuous Delivery for PE web Ul, click Control repos and click the name of the control repo you just
committed to.

10. The Events area shows the push event initiated by your commit and a deployment event. The deployment status
appears here and updates to report success or failure when the deployment is compl ete.

Each event summary includes alink to the commit in the control repo, and deployment eventsinclude a
deployment number. Click the deployment number to go to the deployment details page.

11. Y ou can run the same deployment again from the web Ul by retriggering the webhook. In the Events area, locate
the push event you want to rerun and click View webhook.

The webhook's request and response data is shown in the Webhook data pane. This can be useful for
troubleshooting.

12. Click Redeliver webhook and confirm your action. The Events area shows the new event triggered by the
redelivery of the webhook.

If you made changesto your pipeline since the last time this webhook was delivered, the redelivered webhook
follows the current pipeline's sequence and rules.

Construct pipelines from code

If you manage your pipelines with code, rather than in the web Ul, you can maintain arecord of pipeline changes over
time. When you choose to manage pipelines with code, a. cd4pe. yani file, containing the pipelines definitions
for a control repo or module, is stored in your source control system alongside the Puppet code for that control repo or
module.

« Configure your pipelines for management with code on page 204

To manage pipelines-as-code, you need a. cd4pe. yani file containing the pipeline definitions. Use these steps to
convert existing pipelines to code, update pipelines-as-code, or create new pipelines for new repos.

e .cddpeyaml file structure on page 206

When managing your pipelines with code, pipeline definitions are expressed in a structured format and stored in a

. cd4pe. yam filethat isstored in your control repo or module repo.

Configure your pipelines for management with code
To manage pipelines-as-code, you need a. cd4pe. yam file containing the pipeline definitions. Use these stepsto
convert existing pipelines to code, update pipelines-as-code, or create new pipelines for new repos.

Choose the procedure appropriate for your circumstances:

« |If you created pipelines for a control repo or module in the Continuous Delivery for Puppet Enterprise (PE) web
Ul and you now want to manage those pipelines with code, you can Convert your existing pipelines to code on
page 205. Continuous Delivery for PE generatesa. cd4pe. yanm file based on the repo's existing pipelines.

Y ou can then Update your pipelines with a new .cd4pe.yaml file on page 205 when you need to make changes
to the pipelines.

» Ifyou'vecreated a. cd4pe. yanl file you want to use to replace existing pipelines (that you created in the web
Ul or with another . cd4pe. yam file), you need to Update your pipelines with a new .cd4pe.yaml file on page
205.

» If you have created your own . cd4pe. yam filefor anew repo that you haven't yet added to Continuous
Delivery for PE, you can Create new pipelinesusing a. cd4pe. yani file.

Note: This process only applies to new repos you haven't yet added to Continuous Delivery for PE. If you already
added arepo to Continuous Delivery for PE, you need to Convert your existing pipelines to code on page 205
or Update your pipelines with a new .cd4pe.yaml file on page 205.

e |If you want to re-enable the pipeline controlsin the web Ul, you can Stop managing your pipelines with code on
page 206.
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Convert your existing pipelines to code
If you've created pipelines using the Continuous Delivery for Puppet Enterprise (PE) web Ul, and now want to
manage those pipelines with code, Continuous Delivery for PE can render your existing pipelinesin YAML format.

Before you begin

Add a contral repo or module to Continuous Delivery for PE, configure job hardware, and set up a pipeline in the web

ul:

* Add repositories on page 156

» Configure job hardware on page 153

» Construct pipelinesin the web Ul on page 201

1. Inthe Continuous Delivery for PE web Ul, navigate to the control or module repo that has pipelines you want to
manage with code.

2. Atthetop of the Pipelines section, click M anage pipelines > M anage as code.

3. Continuous Delivery for PE displays your pipelinesin YAML format. Copy the Y AML code by clicking Copy to
clipboard at the bottom of the code block.

4, Createanew . yanl filenamed. cd4pe and pastethe YAML codeinto it.

Important: The complete file name must be. cd4pe. yam . Make sure you do not miss the leading period.

5. Savethe. cd4pe. yanl fileto therepo's root directory (on any branch) and commit the change in your source
control system.

6. Go to the control or module repo in the Continuous Delivery for PE web Ul, click M anage pipelines > M anage
as code, and, in the Select branch area, select the branch where you saved the . cd4pe. yam file.

7. Click Save settings.

Continuous Delivery for PE reads the contents of the. cd4pe. yam file before every pipeline run, and it usesthe
YAML code to render the pipelines definitionsin the web Ul. Because you're now managing this repo's pipelines
with code, the pipeline controls in the web Ul are disabled for this repo.

If you need to change this repo's pipelines, Update your pipelines with a new .cddpe.yaml file on page 205. If you
want to go back to managing this repo's pipelines with the web Ul, you can Stop managing your pipelines with code
on page 206.

Update your pipelines with a new . cd4pe. yanl file

Youcanusea. cd4pe. yam fileto replace pipelinesyou created in the Continuous Delivery for Puppet Enterprise
(PE) web Ul or to update pipelines you're already managing with code.

Before you begin

Y ou need a properly formatted . cd4pe. yam file containing the definitions of the pipelines you want to creste
or update. To learn about . cd4pe. yam file syntax, go to .cd4pe.yaml file structure on page 206. If you were
previously managing pipelinesin the web Ul, you can Convert your existing pipelines to code on page 205 and
then update the resulting . cd4pe. yam file, rather than creating a completely new file.

1. Addthenew or updated . cd4pe. yam fileto theroot directory of your control repo or module repo, and
commit the file to your source control system.

If you are updating an existing . cd4pe. yam file, you can replace the previousfile. If you save the updated file
on adifferent branch, you need to change the branch in the Continuous Delivery for PE web Ul.

If the repo does not already havea. cd4pe. yam file, you can save the file to the root directory on any branch
in the repo.

2. Go to the control or module repo in the Continuous Delivery for PE web Ul, click Manage pipelines > M anage
as code, and, in the Select branch area, select the branch where you saved the . cd4pe. yan file.

3. Click Save settings.

© 2024 Puppet, Inc., a Perforce company



continuous-delivery | Test and deploy Puppet code | 206

Continuous Delivery for PE reads the contents of the. cd4pe. yam file before every pipeline run, and it usesthe
YAML code to render the pipelines definitionsin the web Ul. Because you're now managing this repo's pipelines
with code, the pipeline controls in the web Ul are disabled for this repo.

Repeat this process when you need to change this repo's pipelines. If you want to switch to managing this repo's
pipelines with the web Ul, you can Stop managing your pipelines with code on page 206.

Create new pipelines using a . cd4pe. yam file

Y ou can create pipelines-as-code for a new control repos or module repos that you haven't yet added to Continuous
Delivery for Puppet Enterprise (PE). If a. cd4pe. yam fileexistsin the repo when you first add it to Continuous
Delivery for PE, the software detects the file and asks if you want to use it to build and manage your pipelines.

Before you begin
Y ou need a properly formatted . cd4pe. yani file containing the definitions of the pipelines you want to create. To
learn about . cd4pe. yam file syntax, go to .cddpe.yaml file structure on page 206.

Note: This process only applies to new repos you haven't yet added to Continuous Delivery for PE. If you already
added arepo to Continuous Delivery for PE, you need to Convert your existing pipelines to code on page 205 or
Update your pipelines with a new .cd4pe.yaml file on page 205.

1. Adda. cd4pe. yam fileto theroot directory of the main branch of your control repo or module repo. Commit
the file to your source control system.

2. Add the control repo or module to Continuous Delivery for PE.
For instructions, go to Add repositories on page 156.

3. After adding the repo, Continuous Delivery for PE detectsthe . cd4pe. yam file and asksif you want to use it
to build and manage your pipelines. Click Confirm.

Continuous Delivery for PE reads the contents of the. cd4pe. yam file before every pipeline run, and it usesthe
YAML code to render the pipelines definitionsin the web Ul. Because you're managing this repo's pipelines with
code, the pipeline controls in the web Ul are disabled for this repo.

If you need to change this repo's pipelines, Update your pipelines with a new .cddpe.yaml file on page 205. If you
want to start managing this repo's pipelines with the web U, you can Stop managing your pipelines with code on
page 206.

Stop managing your pipelines with code

If you want to use theweb Ul, instead of a. cd4pe. yam file, to manage your pipelines, you can quickly make this
switch in the Continuous Delivery for Puppet Enterprise (PE) web UI.

1. Inthe Continuous Delivery for PE web Ul, navigate to the control repo or module that has pipelines you are
currently managing witha. cd4pe. yanl file.

2. Atthetop of the Pipelines section, click Manage pipelines > Manage in the web Ul, and make any necessary
adjustments to the pipeline settings.

3. Click Save settings.

The pipeline controlsin the web Ul are enabled. Continuous Delivery for PE ignoresyour . cd4pe. yam fileand
you must make all pipeline changes in the web UI.

Tip: Toavoid confusion, removethe. cd4pe. yam filefrom the repo'sroot directory in source control.

If you want to go back to managing pipelines as code, you can Convert your existing pipelines to code on page
205.

. cd4pe. yanl file structure
When managing your pipelines with code, pipeline definitions are expressed in a structured format and stored in a
. cd4pe. yam filethat is stored in your control repo or module repo.

Your. cd4pe. yam filemust usethis structure:

e spec_versi on: Theversion of the pipelines-as-code file specification you've used to write thisYAML file.
Currently, only one specification version, v1, isavailable.
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« confi g: Pipeline configuration settings for the control repo or module repo as awhole.

* pi pel i nes: The names of pipelines you're creating, either the branch name (for fixed-branch pipelines) or the
naming convention (for regex branch pipelines). Nested under each named pipeline are:

e triggers:What source control activitiesthe pipeline listens for.
e st ages: Parts of the pipeline. Each stage includes:

e name: The stage's name.

e aut o_pronot e: The promotion condition that determines if and how the pipeline proceeds to the next
stage after completing steps in the current stage.

» st eps: Details about the exact work the pipeline performs in each stage, such as jobs and deployments.
Each step must specify at ype. Additional specifications depend on the type.

Go to .cd4pe.yaml file syntax on page 210 for details about specific parameters and definitions. Go to .cd4pe.yaml
file validation on page 209 to learn how to check if your fileiswell formed.

Here's an example of acomplete. cd4pe. yam filefor acontrol repo. This file describes aregex branch pipeline
and amain branch pipeline. Notice the regex branch pipeline isidentified by the feature branch naming convention, /
feature_.*/.

spec_version: vl

config:
enabl e_pull _requests fromforks: fal se
depl oynent _policy_branch: production
enabl e_pe_pl ans: true

pi pel i nes:
[feature .*/:
triggers:
- pull _request
- conmit
st ages:

- nane: "Lint/Parser validation"
auto_pronote: all_succeeded

st eps:
- type: job
nane: control -repo-puppetfile-syntax-validate
- type: job

nane: control -repo-tenpl at e-synt ax-val i date
- nanme: "Deploy feature environnent'
st eps:
- type: depl oynent
pe_server: cdpe-delivery
policy: feature_branch
mai n:
triggers:
- pull _request
- conmit
st ages:
- nane: "Lint/Parser validation”
aut o_pronote: all_succeeded

st eps:
- type: job
nane: control -repo-puppetfile-syntax-validate
- type: job
nane: control -repo-tenpl at e-synt ax-val i date
- type: job
name: control -repo- hi era-synt ax-val i date
- type: job
nane: control -repo-nani fest-validate
- nane: "Inpact Anal ysis"
aut o_pronote: any_succeeded
st eps:

- type: inpact_anal ysis
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concurrent _conpilations: 10
depl oynent s:
- "Direct nmerge to Production"
"ny custom depl oy 1"
type: pull _request _gate

nane: "Deploy to | ower UAT"
auto_pronote: false
st eps:

type: depl oynent
policy: direct _nerge
name: "Direct nmerge to Production”
target:
type: node_group
node_group_i d: f cda068f - e499- 44ef - 81f 2- 255f c487b2e2
pe_server: cdpe-delivery
par anmet er s
stop_if_nodes_fail: 10
noop: fal se
ti meout: 60
type: depl oynent
nane: "ny custom depl oy 1"
policy:
source: control-repo
nane: depl oynents::canary
target:
type: node_group
node_group_id: fcda068f-e499-44ef-81f 2- 255f c487b2e2
pe_server: cdpe-delivery
par anmet er s
noop: true
max_node_failure: 50
canary_size: 4

Using a . cd4pe. yam file with a module

A . cd4pe. yani filefor amoduleisamost identical to one for a control repo, with these exceptions:

Here's an example of acomplete. cd4pe. yam filefor afor amodule with an impact analysis step. Notice, at the
end of the pipeling, thet ar get parameter for thet ype:

If the modul e pipeline includes an impact analysis step, you must include a pointer to the control repo used in the
deployment associated with the impact analysis task.
If the. cd4pe. yam fileincludes aregex branch pipeline using the Feature branch deployment policy on page
220, the deployment step must include the name of the control repo associated with the module and the name of

the control repo branch on which to base the feature branches Continuous Déelivery for PE creates.

for the impact analysis task.

spec_version: vl

enabl e_pull _requests fromforks: fal se
pi pel i nes:

triggers:

conmi t

nane: "l npact anal ysis"
auto_pronote: false

st eps:

type: inpact_anal ysis
depl oynent s:

- "Depl oynent to staging-rustler-1"

concurrent _conpilations: 10
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al | _depl oynents: fal se
- name: "Depl oynent to staging"
st eps:
- type: depl oynent
nane: "Deploynent to stagi ng-rustler-1"
policy:
nane: eventual consistency
ti meout: 3600000
concurrent _conpilations: 0
al | _depl oynents: fal se
pe_server: pe-github
target:
type: node_group
node_group_id: 250f d263-8456-4114- b559- 9c6d9f a27748
control repo: cdpe-code-rustler-app-2020

Here's an example of amodul€e's regex branch pipeline using the feature branch deployment policy. The

pipeline's name is the feature branch naming convention. At the end of the pipeline, thecont r ol _repo and
base feature_branch parametersinthet ype: depl oynent step are required for this type of pipeline.
These parameters specify which control repo is associated with this module and which branch of that control repois
used to create feature branches when this pipeline is triggered.

spec_version: vl
config:
enabl e_pull _requests _fromforks: false
pi pel i nes:
/feature_.*/:
triggers:
- conmit
st ages:
- nane: "Validation stage"
aut o_pronote: any_conpl et ed
st eps:
- type: job
nane: "nodul e-pdk-vali date"
- nane: "Feature branch depl oynent stage"”
aut o_pronote: false
st eps:
- type: depl oynent
nane: "Deploynent to hot-dog-prod-2"
policy:
nane: "cd4pe_depl oynents: : feature_branch”
al | _depl oynments: fal se
pe_server: "hot-dog- prod- 2"
control _repo: "cc-hot-dog-app"
base feature_branch: "production"

. cd4pe. yanl file validation

Every time you commit achangetoa. cd4pe. yam fileinyour control repo or module repo, Continuous Delivery
for PE usesthe YAML code to render the pipelines definitionsin the web Ul. Before committing changes to your
repos, use the Continuous Déelivery for PE validation tool to make suer your YAML code is well-formed.

1. Inthe Continuous Délivery for PE web Ul, go to a control repo or module where you're managing pipelines with
code.

2. Atthetop of the Pipelines section, click Manage pipelines.

3. Select Manage as code. Continuous Delivery for PE displays your current pipelinesin YAML format.

4. Update the code in the window with the changes you wish to make. Alternatively, you can delete the contents of
the window and paste in code you've written el sewhere.
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5. To check the syntax of your code, click Validate.
« If your syntax isinvalid, an error message about the location of the issue appears.
« If your syntax isvalid, Copy to clipboard is activated.

6. Once your changes are complete and successfully validated, copy them into the . cd4pe. yam fileinyour
source control or module and commit your change.

. cd4pe. yanl file syntax
Your . cd4pe. yan file must be formatted properly.

Spec version

Every . cd4pe. yam filebeginswithaspec_ver si on declaration expressed as v<VERSI ON_NUVBER>. This
sets the version of the Continuous Delivery for Puppet Enterprise (PE) pipelines-as-code specification used to write
thefile.

Asthereisonly one version of the Continuous Delivery for PE pipelines-as-code specification, your file must begin
with:

spec_version: vl

Config

Theconf i g section of the. cd4pe. yam file defines global pipeline configuration settings for all pipelines for the
control or module repo where the file is stored. Y ou can use these keysin the conf i g section:

confi g key Description Value Default

enabl e_pul | _request sContats Whetker the repo’'s Boolean fal se
pipelines can be triggered
by pull requests from forks

depl oyrment _pol i cy_ br@mthonal) Specifiesa A branch name, asastring N/A
branch where custom
deployment policiesare
kept. If custom deployment
policies exist on the
specified branch, you can
use them when building
pipelines.
enabl e_pe_pl ans (Optional) Controls Boolean true
whether Bolt tasks can
be included in custom
deployment policiesused in
thisrepo's pipelines.

For example, thisconf i g section isfor acontrol repo. It alows pull requests from forks and serves custom
deployment policies from the pr oduct i on branch:

config:
enabl e_pul | _requests_from forks: true
depl oynent _policy_branch: production
enabl e_pe_plans: true
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Pipelines

Thepi pel i nes section names each pipeline you're creating for a control repo or module. It requires key/value pairs
where each key corresponds to a pipeline and the values are triggers, stages, and other pipeline contents. The key
must use either a specific branch's name or aregular expression (for regex branch pipelines).

Important: Only one regular expression (regex) entry is allowed for each control/module repo.

For example, this skeleton pi pel i nes section has two pipelines. The first pipelineis for the repo's mai n branch,
whereas the second is a regex branch pipeline that applies to any branches whose names start with f eat ur e_.
Notice the regex branch pipeline's key is the full regular expression surrounded by forward slashes.

pi pel i nes:
mai n:
triggers:
st ages:

[feature_.*/:
triggers:
st ages:

Hereisthe samepi pel i nes sectionwitht ri gger s, st ages, and st eps in each stage (each of these
components are explained below):

pi pel i nes:
mai n:
triggers:
- pull _request
- conmit
st ages:
- nane: "Deploy to production”
auto_pronote: all_succeeded
st eps:
- type: depl oynent
policy: cd4pe_depl oynents:: direct
nane: "Direct nmerge to Production
target:
type: node_group
node_group_i d: f cda068f - e499- 44ef - 81f 2- 255f c487b2e2
pe_server: cdpe-delivery
par anmet er s
stop_if _nodes fail: 10
noop: fal se

[feature . */:
triggers:
- pull _request
- conmit
st ages:
- nanme: "Lint/Parser validation"
auto_pronote: all_succeeded
st eps:
- type: job
nane: control -repo-puppetfile-syntax-validate

Triggers

Each pipeline must have at r i gger s section that specifies the eventsin your source control system that start the
pipeline.
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Theonly allowed valuesarepul | _r equest and commi t . You can set either or both of these values. If no valueis
set, the pipeline does not run unless triggered manually. For example, this mai n branch pipeline istriggered by both
pull requests and commits:

pi pel i nes:
mai n:
triggers:
- pull _request
- conm t

If you want your pipelines to be triggered by pull requests from forks, you must specify thisin theconf i g section.

Stages
Each pipeline must have ast ages section.

The st ages section accepts an array where each item is a stage in the pipeline. Each stage has a name, instructions
about when and whether to auto-promote to the next stage in the pipeline, and alist of steps to be executed in parallel.

The nane key isthe stage's name. It accepts a string in quotes, and the default valueis™ St age
<STAGE_NUMBER>".

Theaut o_pr onot e key provides instructions on when and if you want the pipeline to automatically proceed to the
next stage. It accepts one of the following values:

« fal se: Requires manual promotion. The pipeline does not auto-promote.

e all _succeeded: Auto-promote only if all steps succeed. Thisisthe defaul value.

e any_succeeded: Auto-promoteif any step succeeds.

e all _conpl et ed: Auto-promote only if all steps complete (succeed or fail) and no steps are canceled.

e any_conpl et ed: Auto-promoteif any step completes (succeeds or fails). Does not promote if all steps are
canceled.

Steps

Each st age must have at least one st ep. A step defines a particular job to be performed in a pipeline stage.

Important: All steps run concurrently, so the order of stepsin a stage doesn't matter. If you need certain stepsto
occur after others, use stages to separate them.

Every step is defined using a hash of key/value pairs. Thet ype key isaways required. Requirements for other keys
depend onthe step'st ype. Thet ype key accepts these values:

* j ob: Specify ajob available in the workspace where this pipeline exists.

e pull _request _gat e: A conditional checkpoint that forcefully pauses the pipeline if the pipeline was
triggered by a pull request. If the pipeline was triggered by a commit, the pipeline continues beyond the pull
request gate.

e inpact_anal ysi s: Reportsthe potential impact the code change might have on nodes and configurationsin
deployments defined later in the pipeline.

e depl oynent : A Puppet code deployment.

For t ype: | ob steps: You must specify the job name aslisted on the workspace's Jobs page in the web Ul. For

example, this step usesajob called cont r ol - r epo- puppetfil e-synt ax-val i date:

st eps:
- type: job
name: control -repo-puppetfil e-syntax-validate
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For t ype: pull _request _gat e steps: No additional keys are needed or available. To add a pull request gate
to your pipeline, add this code to the st eps:

st eps:
- type: pull _request _gate

For t ype: inpact_anal ysi s steps: There are three requirements. First, you must use one of these keysto
specify deployments for which you want to access the potential impact:

e all _depl oynent s: Assessthe impact to all deploymentsin the pipeline. This key accepts a Boolean value,
and the default valueisf al se.

« depl oynent s: List specific deployments you want to assess. Specify an array of strings where each item isthe
name of a deployment in your pipeline definition.

« percentage_node_filter:Runimpact anaysison apercentage of nodesimpacted by the incoming
changes. This key accepts floating point values between 1 to 100 inclusive.

In addition to specifying deployments to assess, the pipeline must include at ype: depl oynent step, and you
must set thecont r ol r epo key on the deployment associated with the impact analysis step. For more information,
refer to theinformation about t ype: depl oynent andthet ar get key at the end of this page.

Y ou can also set these optional keysonthet ype: i npact _anal ysi s step:

e concurrent _conpil ati ons: How many catalog compilations to perform at the same time. The default
valueis10.

Tip: If your compilers are hitting capacity when performing an impact analysis, lower this number. However,
lowering this number increases the impact analysis run time.

* puppetdb_connecti on_ti meout _sec: Thetimeout period (in seconds) for requests to PuppetDB during
an impact analysis task. The default valueis 120.

The following example illustrates one impact analysis step that runs 10 compilations at a time on two specific
deployments, and a second impact analysis step that runs on all deployments and times out PuppetDB requests after
three minutes:

st eps:
- type: inpact_anal ysis
concurrent _conpilations: 10
depl oynent s:
- "Direct merge to Production”
- "My PCl depl oynent"
- type: inpact_anal ysis
al | _depl oynments: true
puppet db_connecti on_ti meout _sec: 180

For t ype: depl oynent steps: Specify these required keys:

e pol i cy: The deployment policy used. For built-in deployment policies, provide one of the following policy key-
value pairs:

e cd4pe_depl oynments:: direct

e cd4pe_depl oynent s: : event ual _consi st ency
e cd4pe_depl oynents: : feature_branch

e cd4pe_deploynments::rolling

For custom deployment policies, provide akey-value pair defining the policy to be used.

A

« name: The name, asastring in quotes, that you're giving to the deployment.

CAUTION: Do not include sensitive parameters in custom deployment policies used in pipelines
managed with code.
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e target: Theinfrastructure (node group) the deployment targets. Requiresthet ype: node_gr oup key
and one or more node group 1Ds as key/value pairs. In amodule pipeline with an impact analysis task, this also
requiresacont r ol _r epo key. More information about this key, including how to find node group IDs, is
provided below.

Restriction: Do not use this key for deployments from regex branch pipelines.

e pe_server: Thename, asastring, of the PE instance the deployment targets. Y ou must use the name shown in
the Continuous Delivery for PE web Ul at Settings > Puppet Enterprise.

Thepar anet er s key isoptional. It accepts key/value pairs specifying relevant parameters defined by the
deployment policy. To find out which parameters the policy accepts, go to Built-in deployment policies on page
216 or refer to the custom deployment policy’ s documentation.

For module regex branch pipelines using the feature branch deployment policy, you must a so specify

thecont r o_r epo (the name, as astring, of the control repo amodule is associated with) and the

base_f eat ure_branch (the name, as a string, of the control repo branch you want Continuous Delivery for PE
to use to create feature branches).

For example, thisdepl oynment step uses a built-in deployment policy:

st eps:
- type: depl oynent
policy: cd4pe_depl oynents: : direct
nane: "Direct nmerge to Production”
target:
type: node_group
node_group_id: fcda068f-e499-44ef-81f 2- 255f c487b2e2
pe_server: cdpe-delivery
par anmet er s
stop_if _nodes fail: 10
noop: fal se
ti meout: 60

Thisdepl oyment step uses a custom deployment policy:

st eps:
- type: depl oynent
policy:
nane: depl oynents::custom policyl
source: name-of-control -repo
nane: "Direct merge to Production”
target:
type: node_group
node _group_id: fcda068f-e499-44ef-81f 2- 255f c487b2e2
pe_server: cdpe-delivery
par anmet er s
policy paraneter1: 10
pol i cy_paraneter2: false

Thisdepl oyment step belongs to aregex branch pipeline and uses the feature branch deployment policy:

st eps:
- type: depl oynent
policy:
nane: "cd4pe_depl oynents: : feature_branch”
nane: "Deploynent to hot-dog-prod-2"
target:
type: node_group
pe_server: "hot-dog- prod- 2"
control repo: "cc-hot-dog-app"
base feature_branch: "production”
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Thet ar get key format depends on other characteristics of the pipeline, however; thet ar get key isnever used for
deployments from regex branch pipelines.

When used for a module repo that does not include impact analysis or any control repo pipeline, thet ar get key
must include thet ype and node_gr oup_i d, such as:

target:
type: node_group
node_group_id: fcda068f-e499-44ef-81f 2- 255f c487b2e2

Presently, node_gr oup istheonly availablet ype. Tolocatethe node_group_i d:

1. Inthe PE console, click Node groups (or Classification in PE versions prior to 2019.8.1).
2. Locate your target node group and click its name. A page with information about the node group opens.
3. Inthe page URL, locate and copy the alphanumeric string that follows/ gr oups/ . Thisisyour node group ID.

When used for a module pipeline that includes an impact analysis step, thet ar get key must also include the
control _repo (inadditiontothet ype and node_gr oup_i d), such as:

target:
type: node_group
node_group_id: fcda068f-e499-44ef-81f 2- 255f c487b2e2
control repo: cdpe-2018-1-pe-naster-1-control

Thecont r ol _repo vaueisthe name of the control repo used in the deployment associated with the impact
analysis task.

Deploy Puppet code

Use deployment policies to control how and when code changes are deployed. Y ou can use built-in deployment
policies or create your own custom policies. To apply a deployment policy and deploy code, you can either manually
deploy code or use pipelines to automate deployments.

Deployment policies can't be triggered on their own. Y ou specify which policy to use when you Deploy code
manually on page 222 or Deploy code automatically with a pipeline on page 203. When you set up a

deployment, you also specify arepository, branch, commit, environment, or other parameters that determine where to
deploy your code, which version of your code to deploy, and how and where the deployment policy operates.

 Built-in deployment policies on page 216

Deployment policies are prescriptive workflows for deploying Puppet code that are built into Continuous Delivery for
Puppet Enterprise (PE).

e Custom deployment policies on page 220

If the built-in deployment policies included with Continuous Delivery for Puppet Enterprise (PE) don't align with how
your organization uses PE, you can write custom deployment policies tailored to your needs.

» Deploy code manually on page 222

Use the manual deployment workflow to push a code change to a specific node group on demand.

« Deploy module code on page 222

Y ou can use a Continuous Delivery for Puppet Enterprise (PE) module pipeline to deploy new module code to your
Puppet environments. To do this, you must add a: branch => : cont r ol _br anch declaration to the modul€e's
entry in your control repo's Puppetfile.

» Require approval for deployments to protected Puppet environments on page 223

If your organization's business processes require manual review and approval before deploying Puppet code to
certain environments, you can create an approval group consisting of users with the authority to review proposed
deployments and manually approve or decline them.

Related information
Deploy code automatically with a pipeline on page 203
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Y ou can use a control repo pipeline to automatically deploy new code to a specified set of nodes every time a commit
is made.

Built-in deployment policies
Deployment policies are prescriptive workflows for deploying Puppet code that are built into Continuous Delivery for
Puppet Enterprise (PE).

When you set up a code deployment, you select the best deployment policy for your situation, and then Continuous
Delivery for PE does all the Git heavy lifting to deploy your code to the correct nodes.

Deployment policies can't be triggered on their own. Y ou specify which policy to use when you Deploy code
manually on page 222 or Deploy code automatically with a pipeline on page 203. When you set up a

deployment, you also specify arepository, branch, commit, environment, or other parameters that determine where to
deploy your code, which version of your code to deploy, and how and where the deployment policy operates.

Deployment policy comparison
Continuous Delivery for Puppet Enterprise (PE) has four built-in deployment policies, each with a different branching
workflow. The following table compares the deployment policy options to help you select the best policy for your

circumstances.
Deployment policy Description Use cases
Direct deployment policy on page Deploy code to one node group. «  Small or trivial changes

216 « Changes that you are confident

aren't going to cause issues when
deployed

« Deploying a specific commit to
one environment

Temporary branch policy on page Create atemporary environmentand . Fy|y-tested changes

218 then deploy code to batches of nodes. Validating changes by deploying
l\JKa(:ghcan monitor the outcome of each to atemporary test environment

* Workflowsthat don't require
extensive historical datalogging

Eventual consistency policy on page Deploy new code and allow nodes .

219 to pick up the new code at their
regular Puppet run intervals, rather
than forcing the change through an
immediate orchestrator job.

Fully-tested changes

e Large PE ingtalationsthat have
regularly-scheduled Puppet runs

*  When running additional

orchestrator jobsis undesirable

Feature branch deployment policy on
page 220

Deploy code from afeature branch

to a dedicated feature branch Restriction: Only available for

220

Custom deployment policies on page

environment.

Use Bolt plans to create a unique
policy.

regex branch pipelines.

Y ou have a special use case that
isn't addressed by any of the built-in
deployment policies.

Direct deployment policy

The direct deployment policy isthe most basic of the four built-in deployment policies. Use this policy when you
want to deploy a specific commit to a specific environment, and then use a Puppet run to deploy the change on only

that specific environment.
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When a deployment uses the direct deployment policy, Continuous Delivery for Puppet Enterprise (PE) performsthe
following actions:

1. Synchronize code: Using Code Manager, Continuous Delivery for PE synchronizes your selected code change
with your PE instance by running puppet - code depl oy on Puppet Server.

2. Createtemporary environment node group: Continuous Delivery for PE creates a new environment node
group as a child of the node group you selected when setting up the deployment. This new child node group
inherits all the rules, configuration settings, and variables of its parent node group. A Puppet Query Language
(PQL) query pins all nodes associated with the parent node group to the child node group.

Note: This environment node group istemporary, and it is automatically deleted after the code deployment. It is
unlikely you'll ever interact directly with this environment node group.

3. Run Puppet: Continuous Delivery for PE uses the orchestrator to start a Puppet run on the nodes in the new
environment node group. This Puppet run applies the new code to the nodes as quickly as Puppet Server's
concurrency limits allow. Y ou can monitor the Puppet run's progress on the deployment details page in the
Continuous Delivery for PE web UI.

4. Clean-up: After the Puppet run, Continuous Delivery for PE deletes the temporary environment node group and
moves the HEAD of the target branch (in your source control repository) to the commit you chose to deploy.

Direct deployment policy parameters

Y ou can use the following optional parameters to customize your direct deployment. In the web Ul, you can set these
parameters when configuring a pipeline or manual deployment that uses the direct deployment policy. For pipelines-
as-code, you can add these parametersto theyour . cd4pe. yan fileaspart of at ype: depl oynent step
declaration.

Parameter Type Description Default value

max_node_failure Integer The maximum number of ~ Empty (unlimited nodes
nodes that can fail before  can fail)
the deployment is stopped
and reported as afailure.

noop Boolean Indicates whether to fal se
perform the Puppet runin
no-op mode.
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Par ameter Type Description Default value
fail _if_no_nodes Boolean Indicateswhethertostop  f al se
the deployment and report a

failureif the selected node
group does not contain any
nodes.

Related information

Deploy code manually on page 222
Use the manual deployment workflow to push a code change to a specific node group on demand.

Deploy code automatically with a pipeline on page 203
Y ou can use a control repo pipeline to automatically deploy new code to a specified set of nodes every time a commit
is made.

Temporary branch policy

When a deployment uses the temporary branch policy, Continuous Delivery for Puppet Enterprise (PE) creates a
temporary Git branch (that contains the Puppet code you want to deploy) and atemporary environment node group
(that contains the nodes you want to deploy the code to). The new code is then deployed to the nodes in the temporary
environment node group in batches. This allows you to monitor the outcome of each batch and be certain that your
new code works with each node before deploying the changes to the actual environment.

main

r

™

production

When a deployment uses the temporary branch policy, Continuous Delivery for PE performs these actions:
1. Createatemporary branch: Based on the commit you selected, Continuous Delivery for PE creates anew,
temporary branch named r ol | i ng_depl oynment _<I D> in your source control repository.

Note: Thisbranch istemporary, and it is automatically deleted after the code deployment. Y ou'll probably never
directly interact directly with temporary branches.

2. Synchronize code: Using Code Manager, Continuous Delivery for PE synchronizes your code change with your
PE instance by running puppet - code depl oy on Puppet Server.

3. Createatemporary environment node group: Continuous Delivery for PE creates a new, temporary
environment node group as a child of the node group you selected when setting up the deployment. This new child
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node group inherits all the rules, configuration settings, and variables of its parent node group. A Puppet Query
Language (PQL) query pins all nodes associated with the parent node group to the child node group.

Note: This environment node group istemporary, and it is automatically deleted after the code deployment.
You'll probably never directly interact with temporary environment node groups.

4. Run Puppet: Continuous Delivery for PE uses the PE orchestrator to run Puppet on the nodesin the new
environment node group. Puppet runs on afew nodes at atime, based on the stagger settings you specified when
setting up the deployment. Y ou can monitor each Puppet run's progress on the deployment details page in the
Continuous Delivery for PE web UI.

5. Clean up: After al Puppet runs end, Continuous Delivery for PE deletes the temporary environment node group,
moves the HEAD of the target branch (in your source control repository) to point to your chosen commit, and
deletes the temporary Git branch that was created at the beginning of this process.

Temporary branch deployment policy parameters

Y ou can use the following optional parameters to customize your temporary branch deployment. In the web U,

you can set these parameters when configuring a pipeline or manual deployment that uses the temporary branch
deployment policy. For pipelines-as-code, you can add these parameters to the your . cd4pe. yanl fileaspart of a
type: depl oynent step declaration.

Parameter Type Description Default value
bat ch_del ay Integer How many secondsto wait 60
between each deployment
batch.
batch_si ze Integer How many nodesto include 10
in each deployment batch.
max_node_failure Integer The maximum number of ~ Empty (unlimited nodes

nodesthat can fail before  canfail)
the deployment is stopped
and reported as afailure.

noop Boolean Indicates whether to fal se
perform the Puppet runsin
no-op mode.

fail _i f_no_nodes Boolean Indicateswhether tostop  true
the deployment and report
afailureif the selected
node group or target
environment does not
contain any nodes.

Related information

Deploy code manually on page 222
Use the manual deployment workflow to push a code change to a specific node group on demand.

Deploy code automatically with a pipeline on page 203
Y ou can use a control repo pipeline to automatically deploy new code to a specified set of nodes every time a commit
is made.

Eventual consistency policy

Use the eventual consistency policy to deploy new Puppet code that nodes can pick up during their next scheduled
check-in, rather than immediately applying the changes with a dedicated Puppet run. With this policy, the impacted
nodes pick up the new code over time and eventually all become consistent with the new code.
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A CAUTION: If you have nodes with infrequent check-in schedules, deployments using the eventual
consistency policy can take along time to reach those nodes. If you need code changes applied more rapidly,
consider using the Temporary branch policy on page 218 or Direct deployment policy on page 216.

When a deployment uses the eventual consistency policy, Continuous Delivery for Puppet Enterprise (PE) performs
the following actions:

1. Synchronize code: Using Code Manager, Continuous Déelivery for PE synchronizes your selected code change
with your PE instance by running puppet - code depl oy on Puppet Server.

2. Apply changes during scheduled Puppet runs: Rather than using the orchestrator to start a Puppet run to
specifically deploy the new code, the code is distributed to nodes over time. The new code is delivered to each
impacted node according to their regular check-in schedule.

Eventual consistency deployment policy parameters
There are no additional parameters associated with the eventual consistency deployment policy.

Related information

Deploy code manually on page 222
Use the manual deployment workflow to push a code change to a specific node group on demand.

Deploy code automatically with a pipeline on page 203
Y ou can use a control repo pipeline to automatically deploy new code to a specified set of nodes every time a commit
is made.

Feature branch deployment policy
The feature branch deployment policy deploys code changes you've made on afeature branch to a Puppet
environment with the same name as the feature branch.

Restriction: The feature branch deployment policy is only available for regex branch pipelines.

When a deployment in aregex branch pipeline uses the feature branch deployment policy, Continuous Delivery

for Puppet Enterprise (PE) deploys code to the feature branch environment. Using Code Manager, Continuous
Delivery for PE deploys the commit in the pipeline to a Puppet environment with the same name as the feature branch
that triggered the pipeline run. If an environment with the feature branch's name doesn't already exist, Continuous
Delivery for PE creates this environment during the deployment.

Feature branch deployment policy parameters
There are no additional parameters associated with the feature branch deployment policy.

Related information
Deploy code manually on page 222
Use the manual deployment workflow to push a code change to a specific node group on demand.

Deploy code automatically with a pipeline on page 203
Y ou can use a control repo pipeline to automatically deploy new code to a specified set of nodes every time a commit
is made.

Custom deployment policies

If the built-in deployment policies included with Continuous Delivery for Puppet Enterprise (PE) don't align with how
your organization uses PE, you can write custom deployment policies tailored to your needs.

When you create a custom deployment policy, you declare the steps that need to happen to deploy your Puppet code
changes. Because custom deployment policies use Bolt plans, you can configure your policies to automate your
deployment workflow processes. This means your custom policies can:

* Include Git processesin your chosen source control provider.
» Use Puppet orchestrator to make changes to your node groups.
* Run Bolt tasks and plans
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» Issue automatic notifications viathe third-party services, such as Slack and ServiceNow

Custom deployment policies usethe puppet | abs- cd4pe_depl oynent s module, which isbuilt into
Continuous Delivery for PE. This means you don't need to download or install anything in order to use custom
deployment policies. For afull list of functions and variables you can use in your custom deployment policies, refer
tothepuppet | abs- cd4pe_depl oynent s module's README and REFERENCE on GitHub. Also in the
module's GitHub repository, we've rewritten the built-in deployment policies as custom policies so you can use these
examples when writing your own policies.

Warnings and restrictions

A

Restriction: To make your custom deployment policies available in the Continuous Delivery for PE web Ul, you
must have enabled webhooks between Continuous Delivery for PE and your source control system.

CAUTION: Custom deployment policies are a beta feature. Documentation might be incomplete and you
might experience some unexpected behavior or bugs. Please explore them at your own risk.

CAUTION: Do not include sensitive parameters in custom deployment policies that you use in pipelines-as-
code.

A

Related information

Integrate with source control on page 146

Integrate your source control system with Continuous Delivery for Puppet Enterprise (PE) by following the
instructions for your source control provider.

Construct pipelines from code on page 204

If you manage your pipelines with code, rather than in the web Ul, you can maintain a record of pipeline changes over
time. When you choose to manage pipelines with code, a. cd4pe. yam file, containing the pipelines definitions
for a control repo or module, is stored in your source control system alongside the Puppet code for that control repo or
module.

Built-in deployment policies on page 216
Deployment policies are prescriptive workflows for deploying Puppet code that are built into Continuous Delivery for
Puppet Enterprise (PE).

Add a custom deployment policy to your control repo
Each custom deployment policy file must be stored in amodule, named depl oyment s, in the control repo that uses
the policy.

Before you begin

By default, Continuous Delivery for Puppet Enterprise (PE) looks for custom deployment policies on the

pr oduct i on branch. If your control repo doesn't have apr oduct i on branch, or you want to store custom
deployment policies on a different branch, you must manage your pipelines as code and tell Continuous Delivery
for PE whereto find your custom deployment policy files.

To direct Continuous Delivery for PE to branch other than pr oduct i on:

1. Openthepipeline's. cd4pe. yan file
2. Locatetheconfi g section.
3. Setdepl oynent _pol i cy_br anch to the branch where the custom deployment policy files are stored.

For information about pipelines-as-code and . cd4pe. yan files, refer to Construct pipelines from code on page
204 and .cd4pe.yaml file structure on page 206.

Important: If your control repo doesn't have apr oduct i on branch, or you want to store custom deployment
policies on a different branch, you must use pipelines-as-code and specify thedepl oynent _pol i cy_branch
setting, as explained above.
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These requirements don't apply if your control repo has apr oduct i on branch and you'll store your custom
deployment policy files on that branch.

4,

Write your custom deployment policy, as explained in the puppet | abs- cd4pe_depl oynent s module's
README on GitHub.

In your control repo, go to the branch where your custom deployment policy files are stored. Thisis either the
pr oduct i on branch or another branch you specified in your pipeline's. cd4pe. yam file.

Remember: If your control repo doesn't have apr oduct i on branch, or you want to store custom deployment
policies on a different branch, you must use pipelines-as-code and specify thedepl oynment _pol i cy_branch
setting, as explained above.

Create a new Puppet module named depl oyrnent s, and storeit in one of the following directoriesin your
control repo:

e /nodul es

e /site

e /site-nodul es

Y ou must store the module in one of these specific directories so Continuous Delivery for PE can find and run
your custom deployment policies.

Add your custom deployment policy fileto the/ pl ans directory inthedepl oynment s module.

Deploy code manually
Use the manual deployment workflow to push a code change to a specific node group on demand.

Tip: You can also Deploy code automatically with a pipeline on page 203.

1

In the Continuous Delivery for Puppet Enterprise (PE) web Ul, go to Control repos and select the control repo
you want to deploy code from.

Click Manual actions > New deployment.

Select the branch that has the code changes you want to deploy, select the commit you want to deploy, and then
select your PE instance.

Tip: When setting up a manual deployment for aregex branch pipeline, the commit at the HEAD of your feature
branch is automatically selected.

Select the Puppet environment you want to deploy code to.

Select a deployment policy.

Y ou can use one of the Built-in deployment policies on page 216 or create Custom deployment policies on
page 220.

Optional: Depending on the selected deployment policy, set termination conditions for the deployment, and
choose the number of nodes that can fail before the deployment is stopped.

Give the deployment a name, and then click Deploy.
Y ou can monitor the deployment's progress on the Deployment details page that opens after you click Deploy.

Related information

Deploy code automatically with a pipeline on page 203

Y ou can use a control repo pipeline to automatically deploy new code to a specified set of nodes every time a commit
ismade.

Deploy module code

Y ou can use a Continuous Déelivery for Puppet Enterprise (PE) module pipeline to deploy new module code to your
Puppet environments. To do this, you must add a: br anch => : cont r ol _br anch declaration to the modul€e's
entry in your control repo's Puppetfile.
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Continuous Delivery for PE uses the Eventual consistency policy on page 219 to deploy module code to your

Puppet environments. When you trigger a module code deployment, Continuous Delivery for PE creates a new
branch in your module repository with the same name as your target Puppet environment. This new branch contains
the modul e code you want to deploy. Then, Continuous Delivery for PE triggers Code Manager. Code Manager reads
themodule's: branch => : control _branch declaration in the control repo's Puppetfile and adds the new
module code to the control repo. The new module code is delivered to each node in the specified Puppet environment
during each node's next scheduled Puppet run.

1. Open the Puppetfile that includes the module you want to deploy. Add a: branch => : control _branch
declaration to the modul€e's section of the Puppetfile. For example:

nmod ' apache',
(git => 'https://github. com puppet| abs/ puppet| abs- apache',
:branch => :control branch,
:default_branch => 'main'

To learn more about the: branch => : control _br anch declaration, refer to Declare content from a
relative control repo branch in PE's Code Manager documentation.

2. If you arerunning PE version 2019.0.z or earlier: You must make two additional changes to the Puppetfile.
a) Add the following code to the top of the Puppetfile;

def default _branch(default)
begi n
match = /(.+) _(cdpe| cdpe_ia)_\d+
$/ . match( @i brari an. envi ronnent . nane)
match ? match[1]: defaul t
rescue
def aul t
end
end

b) Addthefollowing: branch and: def aul t _br anch entriesto the modul€'s entry in the Puppetfile:

:branch => :control _branch,
:default_branch => default_branch(' main')
In the Continuous Delivery for PE web Ul, go to M odules and select the module you want deploy.
If you haven't already done so, Create a pipeline on page 201 for your module.
Click Add stage and select Deployment.
Select your PE instance and choose the Puppet environment where you want to deploy the module code.
7. Click Add deployment.

o 0k~ w

Y our module pipeline can how deploy new module code to the chosen Puppet environments when the pipelineis
triggered.

Require approval for deployments to protected Puppet environments

If your organization's business processes require manual review and approval before deploying Puppet code to
certain environments, you can create an approval group consisting of users with the authority to review proposed
deployments and manually approve or decline them.

Before you begin

« Make sure you have super user permissions. You can't create approval groupsif you don't have super user
permissions.

e |fitisnot aready configured, Configure SMTP on page 161 for your Continuous Delivery for Puppet
Enterprise (PE) installation.

» ldentify the users you want to designate as authorized approvers.
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« |dentify the Puppet environments that need to require manual approval for code deployments.

Environments that require manual approval for deployments are known as protected environments. The authorized
approvers (who belong to an approval group) review all proposed deployments to the protected environments, and
they manually approve or decline each deployment. Deployments to protected environments don't proceed until an
approver makes a decision.

Y ou can create multiple approva groups if you want different users to authorize deployments to different
environments.

1. Create an approval group:
a) Inthe Continuous Déelivery for PE web Ul, go to Settings.
b) Switch to the Groupstab and click Create new group.
¢) Enter agroup name (such as Appr over s) and description, then click Save.
If you're creating multiple approval groups, you might want more specific names, such as Pr oduct i on
Appr overs.

d) In each permissions category, select the permissions you want to assign to the approval group, then click Save
and add users.

Important: At minimum, the approval group must have the List permission for Control repos so they can
view and approve/deny deployments.

€) Onthe Add users page, select the individuals you want to review deployments to protected environments.
Y ou can search for users by user name or email address.

f) Repeat these steps if you want to create more approval groups.
2. Specify which Puppet environments require manual approval for deployments:
a) Inthe Continuous Déelivery for PE web Ul, go to Settings > Puppet Enterprise.
b) Locatethe Protected environments section for the relevant PE integration.
¢) Click Add protected environment.
d) Select the Puppet environment for which you want to require manual approval for deployments.
€) Select the approval group you want to review deployments to this environment.
f) Click Add Protected Environment.
0) Repest these stepsto designate additional protected environments, then click Done.

After creating approval groups and designating protected environments, each time a deployment to a protected
environment is triggered (either manually or through a pipeline), the members of the environment's designated
approval group get an email and a message in the M essage center alerting them that a deployment requires manual
review.

One member of the approval group must review the deployment's Details page, click Provide approval decision, and
choose whether to approve or decline the deployment. If approved, the deployment process proceeds. If declined, the
process terminates. A record of the decision is added to the deployment's Details page.

Review node inventory

The nodes from all Puppet Enterprise (PE) instances integrated with a workspace are shown on that workspace's
Nodes page. This page gives you afederated view of all the nodes that your workspace deploys code to.

Customize your node table

The Nodes page lists basic information about every node from every Puppet Enterprise (PE) instance integrated with
your workspace. Y ou can customize your page view to display node facts relevant to your work.

By default, the node table shows this information about each node;
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* Node name.

Tip: Click the node name to view al facts and PE reports for the node.

« Time since the node's most recent PE report was generated.

« Node run status for the most recent Puppet run.

* The PE server the node is associated with.

e Thevaueof thei paddr ess fact.

e Thevaueof theoper at i ngsyst emfact.

Y ou can add additional columns to the node table to show other fact values (including structured fact values), and you
can remove irrelevant columns.

1. Inthe Continuous Delivery for PE web Ul, click Nodes.

2. Click Add/Remove columns to open the column selector.

3. To add acolumn, search for afact value and click Add. The fact value appearsin thelist of columns.
4

. Use the check marks next to the columns list to select the columns you want to show. Unchecked columns are
hidden.

5. Click Apply to apply your changesto the table.

Create filters to focus on specific node sets

Build basic or compound (multi-element) filters to help you answer complex queries about your nodes. By combining
multiple filters with the AND and OR logical operators, you can target specific node sets.

Important:

Due to a processing limitation, you can apply filters to a specific Puppet Enterprise (PE) primary server or to al
integrated PE primary servers. Attempting to add afilter to two or more specific primary serverstriggers a Cannot
add this filter warning.

For example, the following filter is valid because it specifies only one primary server and filters the nodes on that
server by their operating system.

PE primary server = my-server AND Operating system = purpl eCS
Thefollowing filter isinvalid:
PE primary server = nmy-server OR Operating system = purpl eCS

Whilethe PE pri mary server parameter only specifies one server, using the OR operator ignores the first filter
and attemptsto apply the Oper at i ng syst emfilter to all primary servers.

1. Inthe Continuous Delivery for Puppet Enterprise (PE) web Ul, click Nodes.
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2. Click Createfilter, select afilter category, define the filter values:

Category Values

PE primary server Select from alist of integrated PE instances

Change status for the most recent Puppet run Select from alist of statuses

No-op status for the most recent Puppet run Noop or Enf or ced

Operating system An operator and a case-sensitive value

Node group Select a PE primary server and select from available
node groups

Facter fact value A fact name, an operator, and a case-sensitive value

3. Click Add, and thefilter appears on the Nodes page. Then:

< |f you only need onefilter: Go to step 4.
« |If you want to add another basic filter: Click Add new filter, configure the filter, click Add, and then click
the logical operator between the filters (AND or OR) to specify whether nodes must match one or both filters.

If you want to build a compound filter: Click Create compound filter o on your basic filter, configure
thefilter, click Add, and then click the logical operator (AND or OR) to select whether nodes must match one
or both filters. Compound filters are like parenthesis in your query.

Note: You cannot mix logical operators within a single compound filter. To create queries with more complex
logic, use a combination of basic and compound filters.

4. Click Apply filtersto apply thefilters to your node table.
To modify thefilters, click Edit filters.

To removefilters, click Edit filters (if you're not already in edit mode), and click Removefilter (the small blue x
icon to the right of each individua filter).

Build a fact chart

Fact charts are visual representations of the distribution of Facter fact values across all nodes managed by the Puppet
Enterprise (PE) instances you've integrated with Continuous Delivery for PE. Y ou can add custom fact charts to any
saved view for quick reference.

Select the Facter facts that are important to your organization and visualize the distribution of unique values for a
given fact in afact chart. For example, you can create afact chart showing how many Windows Server versions you
currently have in your inventory and how many servers are on each unique version.

Y ou can create afact chart for any Facter fact, including custom facts and structured facts.

1. Inthe Continuous Delivery for PE web Ul, click Nodes.
2. Click Add fact chart and enter the name of the fact you want to visualize.
3. Select whether to exclude nodes that do not use the specified fact from the fact chart.

If the fact chart includes all nodes, the nodes without the specified fact are shown in the Fact absent section of the
resulting fact chart.

4. Click Save. The new fact chart appears in the fact chart section of the page.
5. To edit or remove fact charts:
3 :
Click Moreactions * on thefact chart you want to edit or remove.
b) Click Edit or Remove.
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In addition to the legend on each fact chart, you can hover over the fact chartsto see details about the number and
percentage of nodes with the specified fact value.

Save custom views on page 227 to save fact charts for future reference and share them with your colleagues.

Save custom views

After customizing the nodes table and creating fact charts, you can save your customized view for later reference.
Saved views are automatically shared with all members of your workspace, and each member can save their favorite
views for quick access.

1. Customize the Nodes page:

e Customize your node table on page 224
« Createfiltersto focus on specific node sets on page 225
< Build afact chart on page 226

2. Click Save > Save as hew to create a new saved view.
3. Enter aname and optional description for the view.

Saved views are added to the library of saved views created by everyone in your workspace. All workspace
members can see and use these saved views.

4. Optional: Designate this saved view as one of your favorites.
Marking a saved view as afavorite prioritizes that view on the Saved views page and when you Select a different
view from the Nodes page. Each workspace member has their own list of favorite views.
5. Click Save.
6. You'reredirected to the Saved views page where you can access al saved views for this workspace. In the
Actions column you can:
Use the Star icon to add * or remove * views from your favorites.
. =~ 9
Usethe Trashicon LY to delete aview you created.

Remember: Because all workspace members share all saved views, make sure no one elseisusing aview
before you delete it.

7. Click aview's name open the Nodes page with that view applied.
From the Nodes page, you can click Select a different view to quickly switch views.

Review activity

Activity values across all the Puppet Enterprise (PE) instances integrated within aworkspace are shown on the
Activity report.

Activity report

The activity report gives you afederated view of activity and changes that happen across your Puppet Enterprise
(PE) instances. By default the report gathers data over the previous seven days. Y ou can change this time period by
selecting a start and end date.

Note: Y ou can configure the activity report using the APIs available under the Val ueRepor ti ngV1 taginthe
public Continuous Delivery for PE API.
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By default, the activity report shows information about:

Valuesover time

« NODESPATCHED — Number of nodes that have been patched.

* TASKSRAN —Number of times atask has been run.

« PLANSRAN — Number of times a plan has been run.

e CORRECTIVE CHANGES - Number of times a corrective change has been made.
 INTENTIONAL CHANGES - Number of times an intentional change has been made.

Time saved

Bar chart that depicts the number of hours saved per value. Each value has a default of 90 minutes associated with it
to estimate the time saved. Y ou can change the default viaan API. Task and plan inputs can be granular to provide
different inputs per task and per plan.

Automated values

« MODULESDEPLOYED — Average number of modules deployed.
* PUPPET SOURCES MANAGED — Average number of Puppet sources being managed.
« NODESCHECKED FOR PATCHES — Average number of nodes checked for patches.

1. Inthe Continuous Déelivery for PE web Ul, click Activity.
2. Select the Start Date for the time period you want to check.

3. Select the End Date for the time period you want to check. After you select the end date the page shows you the
number of activities that have occurred in that period, the time saved for each activity, and the automated activities
that have been managed.

Support and troubleshooting

This section includes guidance for troubleshooting issues with Continuous Delivery for Puppet Enterprise (PE), some
less common configuration methods you might need to use in specific circumstances, and information about working
with the Puppet Support team.

» Troubleshooting Continuous Delivery for PE on page 228

Use this guidance to troubleshoot issues youmight encounter with your Continuous Delivery for Puppet Enterprise
(PE) ingtallation.

»  Getting support on page 234

The Support team at Puppet provides support for all features and capabilities included in Continuous Delivery for
Puppet Enterprise (PE).

Troubleshooting Continuous Delivery for PE

Use this guidance to troubleshoot issues youmight encounter with your Continuous Delivery for Puppet Enterprise
(PE) installation.

Important: If your PE instance hasa replica configured for disaster recovery, Continuous Déelivery for PE is
not availableif a partial failover occurs. Learn more at What happens during failoversin the PE documentation. To
restore Continuous Delivery for PE functionality, you must promote the replicato primary server.

Look up a source control webhook

Continuous Delivery for PE creates a webhook and attempts to automatically deliver it to your source control system
when you add a new control repo or module to your workspace. Y ou can look up this webhook if you ever need to
manually add (or re-add) it to your source control repository.
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In the Continuous Delivery for PE web Ul, click Control Repos or Modules, and select the control repo or
modul e whose webhook you want to view.

In the Pipelines section, click M anage pipelines.

If you're using pipelines-as-code, click Managein the web Ul. Thistemporarily converts your pipeline code to
the web Ul format so you can copy the webhook. After copying the webhook, don't save any changes and make
sure you switch back to M anage as code before exiting the page.

Tip: If you use pipelines-as-code, make sure you don't save any changes, and make sure you switch back to
M anage as code before exiting the page. Y our pipeline code isn't affected aslong as you don't save.

In the Automation webhook section, copy the full webhook URL. This URL represents the unique webhook
that connects this control repo or module in Continuous Delivery for PE with its corresponding repository in your
source control system.

Add the webhook to the corresponding repository in your source control system, according to the source control
provider's documentation. Usually, webhooks are managed in the repository's settings.

Manually configure a Puppet Enterprise integration
When you add credentials for a Puppet Enterprise (PE) instance, Continuous Delivery for PE attemptsto ook up
the endpoints for PuppetDB, Code Manager, orchestrator, and node classifier, and it attempts to access the primary
SSL certificate generated during PE installation. If thisinformation can't be located, such asin cases where your PE
instance uses customized service ports, you must enter it manually.

This task assumes you have completed the stepsin Add your Puppet Enterprise credentials and have been redirected
to the manual configuration page.

1

In the Name field, enter a unique friendly name for your PE installation.

Tip: If you need to work with multiple PE installations within Continuous Delivery for PE, the friendly names
help you differentiate which installation's resources you're managing.

Inthe API token field, paste a PE access token for your "Continuous Delivery” user. Generate this token using
the puppet - access command or the RBAC v1 API.

For instructions on generating an access token, see Token-based authentication in the PE documentation.
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3. Inthefive Servicefields, enter the endpoints for your PuppetDB, Code Manager, orchestrator, and node classifier
services:
a) Inthe PE console, go to Statusand click Puppet Services status.

b) Copy the endpoints from the Puppet Services status monitor and paste them into the appropriate fieldsin
Continuous Delivery for PE. Omittheht t ps: // prefix for each endpoint, as shown in the table below:

Service PE console for mat Continuous Delivery for PE
format
PuppetDB service https:// sanpl e. host . puppet : 8081

sanpl e. host . puppet : 8081

Puppet Server service https:// sanpl e. host . puppet : 8140
sanpl e. host . puppet : 8140

Code Manager service https:// sanpl e. host . puppet : 8170

le.h . : 817
sanpl e. host.. puppet : 8170 Important: Useport 8170 for

Code Manager in Continuous
Delivery for PE.

Orchestrator service https:// sanpl e. host . puppet : 8143
sanpl e. host . puppet : 8143

Classifier service https:// sanpl e. host . puppet : 4433
sanpl e. host . puppet : 4433

Tip: The Puppet Server serviceis used for impact analysis, among other processes. Y ou can run impact
analysis tasks on acompiler or load balancer instead of the primary server. Thisis strongly recommended
for PE installationsthat use compilersor load balancers as part of their architecture. To do this, in the
Puppet Server servicefield, enter the hosthame of the compiler or load balancer at : 8140. For example:

| oadbal ancer . exanpl e. com 8140

4. Tolocate the master SSL certificate generated when you installed PE, run:
curl https://<HOSTNAME>: 8140/ puppet -ca/vl/certificate/ca --insecure

The <HOSTNAME> isyour PE installation's DNS name.

5. Copy the entire certificate (including the header and footer) and paste it into the CA certificatefield in
Continuous Delivery for PE.

6. Click Save Changes.
7. Optional: Once the main PE integration is configured, Configure impact analysis on page 192.

If you want code deployments to skip unavailable compilers, go to Enable compiler maintenance mode on page
166.

Restart Continuous Delivery for PE

Continuous Delivery for PE isrun in amanaged Kubernetes cluster, and restarting the pod is an appropriate first step
when troubleshooting.

To restart the pod, run:
kubect!| rollout restart depl oyment cd4pe

For more information about the kubect | rol | out command, refer to the Kubernetes documentation.

Stop Continuous Delivery for PE
In rare circumstances, you might need to shut down, or force stop, Continuous Delivery for Puppet Enterprise (PE).
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A CAUTION:

Force stopping Continuous Delivery for PE can cause errors. Only use these commands under specific
circumstances, preferably with guidance from Support.

We recommend that you initially try to Restart Continuous Delivery for PE on page 230, which is different
and less disruptive than aforce stop.

1. To stop Continuous Delivery for PE, run:
kubect| scal e depl oy cd4pe --replicas=0

For more information about the kubect | scal e command, refer to the Kubernetes documentation.
2. To start Continuous Delivery for PE after aforce stop, run:

kubect| scal e depl oy cd4pe --replicas=1

Logs
Because Continuous Délivery for PE is run in amanaged Kubernetes cluster, you must use thekubect | | ogs
command to access the logs.

To access the Continuous Delivery for PE logs, run:
kubect| | ogs depl oynent/cd4pe
To access your installation's PostgreSQL logs, run:

kubect| | ogs stateful set/postgres

Trace-level logging
To enable or disable trace-level logging:

1. In Puppet Application Manager (PAM), go tot he Config page.
2. Locate the Advanced configuration and tuning section.
3. Toggle the Enable trace logging setting according to your preference.

PE component errors in logs

Thelogsinclude errors for both Continuous Delivery for PE and the numerous PE components used by Continuous
Delivery for PE. Sometimes an error in the Continuous Delivery for PE logs might actually indicate an issue with
Code Manager, r10k, or another PE component.

For example, thislog output indicates a Code Manager issue:

Modul e Depl oynent failed for
PEMbdul eDepl oynment Envi r onnent [ nodeG oupBr anch=cd4pe_| ab,
nodeG oupl d=a923c759- 3aa3- 43ce- 968a- f 1352691cal02, nodeG oupNane=Lab
envi ronnent ,
peCredenti al sl d=Puppet Ent er pri seCredenti al sl d[ domai n=d3, nane=l ab- MoM ,
pi pel i neDesti nati onl d=nul |, targetControl Repo=null,
t ar get Cont r ol RepoBr anchNanme=nul | ,
t ar get Contr ol RepoHost =nul | , target Control Repol d=nul I].
Puppet Code Depl oy failure: Errors while depl oying environnent
' cd4pe_ | ab' (exit code: 1):
ERROR -> Unabl e to deternine current branches for Gt source 'puppet' (/etc/
puppet | abs/ code- st agi ng/ envi r onnent s)
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Original exception: malformed URL 'ssh://git@itbucket. org: myconpany/
control lab.git'

at /opt/ puppet!| abs/ server/ dat a/ code- manager/ wor ker - caches/ depl oy- pool - 3/
ssh---gi t @it bucket. org-nyconpany-control | ab.git

For help resolving issues with PE components, go to the PE Troubleshooting documentation.

Error IDs in web Ul error messages
Occasionally, error messages shown in the Continuous Delivery for PE web Ul include an error ID and instructions to
contact the site administrator. For example:

Remove 'docker' capability?

Are you sure you want to remove this capability?
Please contact the site administrator for support along with errorld=[md5:35910b8341bf229e7040af2a1cedbfe7 2020-02-06 19:33

Tebgebei2éuda0xTk8uxtmz4vu]
Remove Cancel

For security reasons, these errors don't report any additional details. If you have root access to the Continuous
Delivery for PE host system, you can search for the error 1D the logsto learn more.

Duplicate job logs after reinstall

Job logs are housed in object storage after jobs are complete. If you reinstall Continuous Delivery for PE and you
reuse the same object storage without clearing it, you might notice logs for multiple jobs with the same job number,
or you might notice job logs already present when a new job has just started.

To remove duplicate job logs and prevent creation of duplicate job logs, make sure you clear both the object storage
and the database when reinstalling Continuous Delivery for PE.

Name resolution
Continuous Delivery for PE uses CoreDNS for name resolution. In thelogs, many can't reach andti nmeout
connect i ng errors are actually DNS lookup failures.

To add DNS entriesto CoreDNS, run the following command to open the conf i grmap filein atext editor:
kubect!| -n kube-system edit configmaps coredns

Intheconfi gmap file, add ahost s stanzadirectly after the kuber net es stanza according to the following
format:

hosts /etc/hosts <DOVAI N> {
<| P ADDRESS> <HOSTNAME> [ ALI ASES]
fallthrough

}

Here's an example of aconf i gnmap filewith the host s stanza added:

api Version: vl

dat a:
Corefile: |

.53 {
errors
heal th {

| ameduck 5s

}
r eady
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kubernetes cluster.local in-addr.arpa ip6.arpa {
pods i nsecure
fallthrough in-addr.arpa ip6.arpa
ttl 30

hosts /etc/hosts puppetdebug. vl an {
10. 234. 4. 29 pe-201922- mast er . puppet debug. vl an pe-201922- mast er
fallthrough

}

pronet heus : 9153

forward . /etc/resolv. conf
cache 30

| oop

rel oad

| oadbal ance

}
ki nd: Confi gvap
nmet adat a:
creationTi mestanp: "2020-08-25T17: 34: 17Z"
name: coredns
nanespace: kube-system
resour ceVersi on: "10464"
sel fLi nk: /api/vl/ namespaces/ kube-system confi gmaps/ cor edns
ui d: ba2907be- 0067- 4382-b103-f c248974719a

Looking up information about Continuous Delivery for PE
Usekubect | commands to access information about your Continuous Delivery for PE installation.

Look up the environment variables in use

To list the environment variables in use on your installation, run:

kubect| describe depl oynents. apps cd4pe

Note: For information on using environment variables to tune your Continuous Delivery for PE installation (such
asadjusting HTTP and job timeout periods, changing the size of LDAP server searches, or enabling Git repository
caching), refer to Advanced configuration on page 163.

Look up your Continuous Delivery for PE version

To print the version of Continuous Delivery for PE running in your installation, run:

kubect| get depl oynent cd4pe -o
j sonpat h='{. spec. tenpl at e. spec. contai ners[0].inage}' ; printf "\n"

Drain a node

Drain impacted nodes when performing maintenance on your Kubernetes cluster, such as upgrading system packages
or rebooting the system.

To drain anode so you can perform system maintenance, run:
/ opt / ekco/ shut down. sh

Resize an existing volume

The Continuous Delivery for PE database stores historical data and over time the accumulation of this data can
exhaust disk space allocated to container volumes. Y ou can adjust the size of existing volumes as needed to adjust for
this data storage.
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Before you begin

A PersistentVolumeClaim (PV C) can be increased in size, but not reduced. Attempting to reduce the size of aPVC
resultsin an error.

The current free space in each PV C can be monitored on the administration console dashboard in the Volume
Available Storage (%) Prometheus graph.

Ensure there is sufficient storage available to alocate the newly configured storage amount.
1. Setthe PVCto beincreased:
export PVC="dat a- m ni 0-0"
2. Make sure the current size of the PV C iswhat you are expecting:
kubect| get pvc ${PVCI -0 jsonpath="{.spec.resources.requests.storage}"
3. Update the PV C size. For example, to update the PV C storage to 20 GiB:

kubect| patch pve ${PVC} -p '{"spec":{"resources"”:{"requests":{"storage":
"20G "}}}}'

4. Restart the Stateful Set that use that PV C:

kubect| get pod -o json | jq ".itens[] | select
(. spec. vol unes[]?. persi stentVol umed ai m cl ai MNane == \"${PVC}\")
| .netadata. owner References[] | select (.kind == \"Stateful Set\")

| .name" |sort |uniq |xargs -rt kubectl delete sts --cascade=orphan

If thereis no output from this command, then the St at ef ul Set could not be found.
5. Delete the Continuous Delivery for PE migration job:

kubect| delete job -1 app. kubernetes.io/ name=cd4pe-m grate

6. Inthe Advanced configuration and tuning section, update the storage size based on the PV C you updated. The
possible target settings are:
e data-nminio-0 = "Cbhject store capacity"
e« data-postgres-0 = "CDAPE Post greSQ. capacity"
e« data-query-postgres-0 = "Estate Reporting PostgreSQ. capacity”

7. Deploy the application. As the application is re-deployed, there may be disruption to the application as pods are
restarted.

Reset root account password
If you need to reset your Continuous Delivery for PE root account password, use this process.

1. Logintothe PAM Ul and navigate to Config.
2. Update the password in the Root account password field.
3. Savethe configuration and re-deploy Continuous Délivery for PE to update the password.

Getting support

The Support team at Puppet provides support for all features and capabilities included in Continuous Déelivery for
Puppet Enterprise (PE).

Report your support issues through our confidential Support Portal. When you purchase Continuous Delivery for PE,
you receive an account and log-on details for the portal, which includes access to the Support Knowledge Base.
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Supported installation methods

The Puppet Support team can assist with the Continuous Delivery for PE installation process using the documented
installation methods for the 4.x series:

» Deploy Continuous Delivery for PE on page 130
» Deploy Continuous Delivery for PE offline on page 131

The Puppet Support team only supports the approved installation methods listed on this page. They cannot assist you
with Kubernetes configuration or container runtime issues unrelated to Continuous Delivery for PE.

Application support

The Puppet Support team supports all Continuous Delivery for PE features and capabilities, regardless of where the
application is running. However, if afeature is not working correctly due to your runtime environment, the Support
team reserves the right to reject the support request.

Creating a support bundle

When seeking support, you might be asked to generate and provide a support bundle. This bundle collects alarge
amount of logs, system information, and Continuous Delivery for PE diagnostics.

To create a support bundle:

1. In Puppet Application Manager (PAM), click Troubleshoot > Generate a support bundle.
2. You can generate the bundle automatically or manually:

* Automatic generation: Click Analyze Continuous Delivery for Puppet Enterprise and wait while PAM
generates the support bundle and uploads it to the Troubleshoot page.

e Manual generation: Click the prompt to generate a custom command for your installation, run the command
on your cluster, and follow the prompts to upload the bundle to PAM.

3. Important: Review the data collected in the bundle before forwarding it to the Support team. The bundle can
contain sensitive information that you might want to redact.

4. Return to the Troubleshoot page, download the support bundle, and send it to your Puppet Support contact.

Create a support bundle from the command line

To collect the Continuous Delivery for PE support bundle from the command line, run:

kubect| support-bundl e --1oad-cl uster-specs --redactors=confi gmap/defaul t/
kot sadm r edact - spec/ r edact - spec, conf i gmap/ def aul t/ kot sadm cd4pe-r edact - spec/
r edact - spec

If you do not already have the support-bundle kubectl plugin installed, install it by using the command below:
curl https://krew sh/support-bundle | bash
Or by installing krew2 and running:

kubect| krew install support-bundl e

Airgap bundles

This page lists available 4.x series. ai r gap bundles, which are used when installing Continuous Delivery for PE in
an offline environment.
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Version Release date Airgap bundle

4.35.0 29 April 2025 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.35.0.airgap

4.34.0 30 January 2025 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.34.0.airgap

4.33.0 30 October 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.33.0.airgap

4.32.0 29 August 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.32.0.airgap

4.31.0 10 July 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.31.0.airgap

4.30.2 14 June 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.2.airgap

4.30.1 22 May 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.1.airgap

4.30.0 7 May 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.30.0.airgap

4.29.2 21 March 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.29.2.airgap

4.29.1 21 February 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.29.1.airgap

4.29.0 8 February 2024 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.29.0.airgap

4.28.0 30 November 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.28.0.airgap

4.27.1 11 October 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.27.1.airgap

4.27.0 4 October 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.27.0.airgap

4.26.2 7 September 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.26.2.airgap

4.26.1 23 August 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.26.1.airgap

4.26.0 22 August 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.26.0.airgap

4.25.1 24 July 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.25.1.airgap

4.25.0 11 July 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.25.0.airgap

4.24.1 28 June 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.24.1.airgap

4.24.0 31 May 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/

cd4pe-4.24.0.airgap
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Version Release date Airgap bundle

4.23.1 2 May 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.23.1.airgap

4.23.0 18 April 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.23.0.airgap

4.22.2 21 March 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.22.2.airgap

4.22.1 16 March 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.22.1.airgap

4.22.0 8 March 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.22.0.airgap

421.1 6 February 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.21.1.airgap

4.21.0 25 January 2023 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.21.0.airgap

4.20.0 15 November 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.20.0.airgap

4.19.0 4 October 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.19.0.airgap

4.18.1 27 September 2022 https://cd4pe-buil ds.s3.amazonaws.com/stabl e/
cd4pe-4.18.1.airgap

4.18.0 8 September 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.18.0.airgap

4.17.0 11 August 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.17.0.airgap

4.16.1 14 July 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.16.1.airgap

4.16.0 12 July 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.16.0.airgap

415.1 14 June 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.15.1.airgap

4.15.0 7 June 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.15.0.airgap

4.14.0 5 May 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.14.0.airgap

4.13.0 5 April 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.13.0.airgap

412.1 7 March 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.12.1.airgap

4.12.0 2 March 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.12.0.airgap

4115 22 February 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/

cddpe-4.11.5.airgap
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Version Release date Airgap bundle

4114 14 February 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.11.4.airgap

411.2 2 February 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.11.2.airgap

411.1 20 January 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.11.1.airgap

411.0 20 January 2022 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.11.0.airgap

4.10.5 20 December 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.10.5.airgap

4104 17 December 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.10.4.airgap

4.10.3 10 December 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.10.3.airgap

4.10.2 9 December 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.10.2.airgap

410.1 11 November 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.10.1.airgap

4.10.0 9 November 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.10.0.airgap

4.9.0 8 September 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.9.0.airgap

4.8.2 31 August 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.8.2.airgap

48.1 24 August 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.8.1.airgap

4.8.0 10 August 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.8.0.airgap

4.7.2 26 July 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.7.2.airgap

4.7.1 12 July 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.7.1.airgap

4.7.0 8 July 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.7.0.airgap

4.6.1 16 June 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.6.1.airgap

4.6.0 3 June 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.6.0.airgap

452 11 May 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.5.2.airgap

451 27 April 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/

cddpe-4.5.1.airgap

© 2024 Puppet, Inc., a Perforce company
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Version Release date Airgap bundle

45.0 22 April 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.5.0.airgap

4.4.2 13 April 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.4.2.airgap

441 29 March 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.4.1.airgap

4.4.0 11 March 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.4.0.airgap

433 23 February 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.3.3.airgap

4.3.2 3 February 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.3.2.airgap

431 26 January 2021 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.3.1.airgap

424 17 December 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.2.4.airgap

4.2.3 17 November 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.2.3.airgap

4.2.2 12 November 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.2.2.airgap

421 5 November 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.2.1.airgap

4.2.0 3 November 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.2.0.airgap

413 15 October 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.1.3.airgap

4.1.2 8 October 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.1.2.airgap

411 29 September 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cddpe-4.1.1.airgap

4.01 14 September 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.0.1.airgap

4.0.0 25 August 2020 https://cd4pe-builds.s3.amazonaws.com/stabl e/
cd4pe-4.0.0.airgap
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